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Notation

Best practices. Consider implementing these recommendations.

Caveats or warning information.

Misuse or incorrect configuration.

Code block
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File-Level Backup Plans

Backup for Windows using the Agent

Step 1. After launching the Online Backup, you can run the Backup Wizard by clicking “Files” on

the “Home” tab of the application's main toolbar, then clicking “Files Backup”.

“ Home Tools
l. £ Ms 5L Server ‘K | P Restore to EC2 % e’ Q
R
‘aer BR Restore to Azure VM ./
Image Restore Make Refresh  Search
- Based - Bootable USB

Files Backup Recover
Files Backup (Legacy)
Restore Plans Backup Storage History

Misc
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Step 2. Only “Local or Cloud Backup” is currently supported for this backup type, click “Next” to

continue.
() Create Backup Plan Wizard >
l Welcome to the Create Backup Plan Wizard
This wizard helps you to create new backup plan: specify
files to backup, compression and encryption options,
advanced settings and automate process.
I II
-
Local or Cloud Backup
Back up directly to local or doud storage
< Back Cancel
-ty
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Step 3. The next step will prompt you to select the destination for the backup.

Lom P11 1uen L L

i) Create Backup Plan Wizard *
Select Backup Storage .“.i R
Select Backup storage or create a new one @
—, Amazon 53 v =
C B Online Backup Account
Consistency Check: NjA Used: 8.4 MB
—, | Local Destination =
{ B Online Backup Account
Consistency Check: Nj& Used: 0 bytes
i : Add new Storage Account
'
L
| <Back | [ MNext> || cancel |
! - - ‘\‘-J

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Once the destination has been selected, the next screen will prompt you for a plan
name.

li-n

i) Create Backup Plan Wizard =

Plan Name .P/.t p
Specify a plan name @

Flan name: Windows File Backup| |

\ J <Back [ MNext> | Cancel

It is recommended that you select a name which helps you clearly identify the
computer as well as the type of backup.
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Step 5. The following step will prompt you for several options.

(2} Create Backup Plan Wizard x

Advanced Options e

ir j
Select advanced options

Use synthetic full backup 2

|:| Back up NTF5 permissions

Use fast NTFS scan 7
This option is recommended for use on large amount of files

+f| Force using VS5 (Volume Shadow Copy Service) | ?
[] use system VS5 provider ?
EFS encryplbion:

(@) Decrypt EFS-encrypted files 2

() Keep EFS encryption 2

|

e Use synthetic full backup: This option is available only for backups to cloud
destinations and improves performance of Full Backups by enabling the use of synthetic
full backup technology.

e Backup NTFS permissions: Enable this option to retain all NTFS permissions assigned
to your files, folders, and network shares. You may still choose whether or not to include
these when restoring the files.

e Use fast NTFS scan: Enabling this allows the application to more quickly scan the
NTFS file system for changes by using a low-level API, at the expense of increased local
resource usage. The performance increase will likely only be noticeable when backing
up a considerably large number of files and is also dependent on the type of device
being backed up. The setting will not impact the speed of the initial full backup and will
only be noticeable on subsequent backups.
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e Force using Volume Shadow Copy Service (VSS): Select this check box to back up
objects from a snapshot created by the VSS service in order to avoid any access
conflicts. This option is enabled by default.

e Use system VSS provider: Using this option will force the application to use the native
Windows VSS provider. If an error occurs while using the native provider, this option can
be deselected to allow the application to scan for and use other 3rd party VSS providers.
It is recommended that this option is selected by default.

e EFS encryption: Choose whether to keep EFS encryption intact or to decrypt the data
during the backup plan execution then reenabling it.

Before choosing whether to keep EFS encryption, refer to EFS-encrypted File
Backup to determine which is the best option for your use case.

© 2025 MSP360. All rights reserved. msp360.com
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Step 6. The next step is to select the data to be backed up.

i) Create Backup Plan Wizard >

Backup Source é ™
Specify files and folders you want to backup &

b
b [ Emo

Advanced Options E

2"
£ D
5 ;_j

On Windows system partitions it is recommended to only back up \Users\ folder.
An Image backup is better suited to back up Windows and any other installed
applications.

Databases cannot be backed up at the file level while in use. A Pre and Post
action to stop and start the database should be used prior to backing up at the
file level. MSP360 MS SQL Server edition offers a robust solution for backing
up active MS SQL databases.

© 2025 MSP360. All rights reserved. msp360.com
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Files and folders which are not accessible to the service account used by the
backup plan will not be backed up and may cause the plan to fail. See
information for more options.

For more advanced selection or the inclusion of a network share in the backup plan, click on the
three-line (“hamburger”) icon on the lower right corner of the window.

Advanced Notions
Add user profile

Add network share |
&
Open in dialog

Show legend

The following options are available on this menu:
e Add user profile. Use this option to explicitly include user folders in your backup (such
as "Documents”, "Downloads”, or "Favorites").
e Add network share. Opens a dialog window where you can specify the path to a
network share containing files that you wish to include in the backup. You may also
enter alternate user credentials required to access the network share.

() Add Network Share Py

Eolder name: |‘I,1I,ComputerName‘lFolderName

Manage network credentials

Note: You can spedfy shared folder name using UMC path:
YWeomputernamesharedfolder

Cancel

e Open in dialog. Invokes a new dialog window displaying a larger view of the file tree.
e Show legend. Invokes a dialog window explaining how to interpret the different states of
the checkboxes in the file tree, as follows.

© 2025 MSP360. All rights reserved. msp360.com
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Legend n

i - the folder is MOT selected and MO subitems are selected inside the folder

v - the folder is SELECTED, all existing subitems induded AND all newly
-l created subitems will be automatically induded as well

= - the folder is selected, all newly created subitems (in this folder) will be
_| automatically induded as well but some subitems are deselected

- the folder itself is not selected but some subitems are selected, all newly

_| subitems will not be induded within this folder

© 2025 MSP360. All rights reserved. msp360.com
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Step 7. On this step, you are presented with the “Advanced Filter” page, where you can define
the various criteria that the backup service should use when determining which files should be
backed up based on more advanced filtering than is available through the check boxes on the
previous step.

% Create Backup Plan Wizard >
Advanced Filter ih:: \
Specify advanced filters for files and folders to be
induded in the backup
@) Back up all files in selected folders
() Back up files of specified types: ?
() Do not back up files of these types: ¥

[ ] Back up empty folders

[] Skip folders: ?

[] Back up ohjects modified: | 14 | daysago ?

[] Back up objects modified since: | Time: |1EI : 26 ' 7

[] Do not back up files larger than: |1|324 _ MBE

Do not back up system and hidden files
[] Do not back up files used by other processes at the moment of the backup plan run

Do not back up On-Demand files 7

When using the Advanced Filters, the number of files actually uploaded can
differ from the number of files that are calculated in the local folder Properties.

“Skip Folders” will exclude any folders that contain the specified partial name.
For example, “temp” will exclude all folders with “temp” in the name in all
sources.

Step 8. With all the selections for what data should be backed up and where the backup should
be stored, you are now presented with options for compression, encryption, storage class, and

© 2025 MSP360. All rights reserved. msp360.com
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transfer options of the backed up data. The options presented here may vary depending on the
features supported by your selected backup destination.

() Create Backup Plan Wizard >
Compression and Encryption Options .ij =
! Specify file types you want to compress and encryption :
) oplions |

Enable compression

Enable encryption

Algorithm: AES 256 bit w
Paszword: |"" |
Confirm: | “eee |

[] pisplay password
Current language: English (United States)
Hint: |check documentation for dient |

[] use server Side Encryption
Storage cass: | Standard v

[] Use 53 Transfer Acceleration @

.\l |

g 1 ol = *g

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.

It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a

© 2025 MSP360. All rights reserved. msp360.com
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I secure place and enable the Password Recovery Service.

Step 9. Next you are presented with an option for the type of Backup Consistency Check to use
with the plan. Itis recommended that you leave “Enable Full Consistency Check” enabled.

i) Create Backup Plan Wizard >

Backup Consistency Check .‘j N\
set the optionsz of backup consistency check G b

Enable Full Consistency Check

UUse this option to check backup data of this plan is still prasented on backup storage
and was not modified. All full backups and related incremental backups will be checked.
If this option is OFF - only current (the last generation) is checking.

= Back | I Mext = I | Cancel

© 2025 MSP360. All rights reserved. msp360.com
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Step 10. Next you are prompted to set the schedule for your backup plan which will allow it to
run autonomously, or you are able to select “No Schedule” for it to remain a manual process.

licn

) Create Backup Plan Wizard X

Schedule
Specify schedule options

Backup plan can be run manually or automatically by schedule.

\._) No schedule (run manually)

® Recurring (Incremental) (Edit schedule)
Execute full backup (Synthetic full if possible) (Edit scheduls)
[] stop the plan if it runs for: | 0o hours | 01 minutes

[] run missed scheduled plan immediately when computer starts up

Full backup: Occurs every wesk on Saturday at 12:00 AM.
Incremental: Occurs every week on Monday, Tuesday, Wednesday, Thursday, Friday at
12:00 AM.

j.‘ < Back | | Mext = | | Cancel

Schedule a “Full Backup” at regular periods, once a week will be suitable in
most circumstances.

The retention policy will only perform properly with regular scheduled full

backups.

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon startup

if the last backup was not able to start at the scheduled time for any reason.
This option is recommended for Desktops and Laptops.

© 2025 MSP360. All rights reserved.
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Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.

Step 11. On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals and define the multigenerational
Grandfather-Father-Son (GFS) parameters if required.

1icn

) Create Backup Plan Wizard x

Retention Policy ..f‘_ \
Specify the retention policy for the backup plan ( B

() Do not Purge {Keep backup forever)
(@ Keep backup for:
2 T |weeks ~| [

Use GFS to delay purge for certain full backups (for archive purposes):
Enable GFS L7

Period of keeping weekly full badkups: 8| T weeks

Period of keeping monthly full backups: |12 +| months

Period of keeping yearly ful backups: |7 + years
Select the first successful full backup as of: | January e

Mote: the GFS settings will be applied to subsequent badkups only.
Previous backups wil not be affected

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has
reached this age.

e Enable GFS: Select this option if you want to keep Full Backups for archival purposes at
the selected intervals.

© 2025 MSP360. All rights reserved. msp360.com
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e Period of keeping weekly full backups: Set the number of Weekly Full Backups to
retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.

e Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.

e Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.

o Select the first successful full backup as of: Select the first Monthly Full
Backup you would like to flag and retain as the first Yearly Full Backup.

Restore Points will not be deleted until the youngest point in the chain has met
the retention criteria.

GFS Retention provides an excellent way to efficiently archive data for
compliance. Additional information can be found in GES Policy topics in the
MBS Documentation

© 2025 MSP360. All rights reserved. msp360.com
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Step 12. The “Pre/Post Actions” page allows the execution of custom scripts before and/or after
the running of a backup task, and can chain multiple backup tasks together for sequential
execution.

i) Create Backup Plan Wizard X

Pre [ Post Actions £
Specify actions to be executed before and/or after the
badwp plan is completed

Pre-backup action

(®) Do not run the badkup plan if the pre-backup action fails
(") Run the backup plan if the pre-backup action fails
Post-backup action

(®) Execute the post-backup action only if the backup plan completes successfully

() Execute the post-backup action regardless of the backup plan result

() Run the selected plan if this backup plan completes with success
(®) Run the selected plan regardless of this badkup plan completion result

Force full backup for the chained plan

, < Back Mext = Cancel

e .e\d

Common scenarios for using Pre/Post actions:

How to Back Up MySQL Database using CloudBerry Backup

How to Back Up Oracle Database using CloudBerry Backup
How to Use Rotating Drives Strategy with MBS

© 2025 MSP360. All rights reserved. msp360.com
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Step 13. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

() Create Backup Plan Wizard =

Summary

A
i_-ri
Review Backup plan

Summary:

5lan name: Windows File Backup
Save backup plan to the backup storage

Backup sources:
Ci\Jsers
File filter:
backup all files, except system and hidden files
Backup options:
Compression: enabled
Encryption: enabled
Encryption algorithm: AES 256 hit
Storage dass: Standard
Retention policy:
purge version older than 2 week(s)
GFS settings:
Keep weekly full 8 week(s).
Keep monthly full 12 manth(s).

keep yearly full 7 year(s), first successful as of: January
synthetic algorithm iz QM

Schedule backup:

Incremental backup: Qccurs every week on Saturday at 12:00 AM,

Full backup: Cccurs every week on Monday, Tuesday, Wednesday, Thursday,
Fridaw at 17:00 &M =

-\ Click "™ext" to create plan now

© 2025 MSP360. All rights reserved. msp360.com
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Step 14. The final step of the process is to select when the Backup Plan will start running. To
have it start the initial full backup immediately, select the “Run Backup Now” option and click
“Finish”. Otherwise, click “Finish” and the backup will begin at the next scheduled time.

i Create Backup Plan Wizard

Backup Plan is successfully created.

© 2025 MSP360. All rights reserved. msp360.com
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Backup for Mac / Linux using the Agent

Step 1. After launching Online Backup, you can start the Backup Wizard by clicking on the
“Backup” button on the top menu.

Online Backup - O x

Bl w P8 ©

Backup | Restore Settings Feedback

File Edit Window Help

Backup Plans

Step 2. After clicking on the Backup button, you will be prompted to choose between the New
Backup Format, and the Current Backup Format. Click on “Try New Backup Format (BETA)” to
continue.

Create Backup Plan Wizard 9 -

NEW BACKUP FORMAT (BETA)

We are pleased to announce the new Format For backup.

The new backup Format supports:

* Client-side deduplication

* Significant improvement of incremental backup speed
Coming soon:

* GFS backup rotation scheme

* Hybrid backup

* Synthetic Full backup For a number of cloud storage providers

MNote: in the Future, this will be the only supported backup format.
While it's in beta, you can choose how to store your backups.

Would you like ko back up with the new beta format or the current one?

Cancel Use Current Backup Format [TryI New Backup Format {BEI'A}]

New backup format features for macOS and Linux backup (BETA) are:

e Client-Side Deduplication
e Automatic Consistency Checks
e Restore on Restore Points
e Improved incremental backup performance.
© 2025 MSP360. All rights reserved. msp360.com
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Step 3. At the "Cloud Storage" step, select the storage destination for the backup.

Create backup plan x

Backup plan: Cloud storage

Select cloud storage

&\ Amazon 53

+|— @]

~Gnat|

© 2025 MSP360. All rights reserved. msp360.com
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Step 4. Once the destination has been selected, the next screen will prompt you for a plan
name.

=

Create backup plan o

Backup plan: Plan name

Specify plan name

Plan name: [Unux Backup Plan|

. e

Cancel | | GoBack | ’ Continue

It is recommended that you select a name which helps you clearly identify the
computer as well as the type of backup.

© 2025 MSP360. All rights reserved. msp360.com
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Step 5. At the "Backup Source" step, select all the files and folders that are required to be
backed up.

Create backup plan X

Backup plan: Backup source

Specify Files and Folders you want to backup
- 1

yvrvwrw
8 X
=
=}
3

=
]
=4
=]
=E
S I

inux360

Desktop

Documents

Downloads

Music

Pictures

Public

snap

v [ Templates
b ¥ P Videos

3 Bl lib

L fF lib3z =

Show hidden Files and Folders Legend

ﬂﬂﬂﬂﬂﬂﬂm

(3 (3 (5 (3 O A

Cancel Go Back

|
L.

We generally recommend backing up the contents of:

/home (user files)

letc (daemons configuration files)

Ivarl*  (only the subdirectories that are needed, like /var/mail, /var/mysq|,
Ivarlwww etc.)

In some cases, you might also need to backup data from:
Imedia or /Imnt (if there's a mount point containing important info)

Iroot (if there is any important information or settings stored in the

© 2025 MSP360. All rights reserved. msp360.com
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I home directory of the root user)

It is essential that these locations should not be included in the backup:
/boot

/dev

Ivar/run

Itmp

Isys

/Applications - MacOS only

ILibrary - MacOS only

Databases cannot be backed up at the file level while in use. A Pre and Post
action to stop and start the database should be used prior to backing up at the
file level.

Files and folders which are not accessible to the service account used by the
backup plan will not be backed up and may cause the plan to fail. Ensure all
necessary rights are granted prior to starting the backup.

e Legend. Invokes a dialog window explaining how to interpret the different states of the
checkboxes in the file tree, as follows.

Legend Online Backup X

¥ The folder is selected, including all the subitems. All newly created
subitems will automatically be included.

The Folder is nok selected and no subitems are selected within the Folder.

@ The folder is included, and some subitems are excluded. All newly created
subitemns will automatically be included.

The Folder itself is not included but some subitems are included. All newly
created subitems will not be included within this Folder, but will be
included within the selected subfolders.

© 2025 MSP360. All rights reserved. msp360.com
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Step 6. Next you will be prompted with the "Advanced Filter" selections, which will allow you
specify which files or folders in the selection locations should be skipped.

Create backup plan o

Backup plan: Advanced Filter
Specify File types to back up or to skip

® Back up all Files in selected Folders

Back up files of these types:
Do not back up files of these types:

Back up empty Folders
Skip Folders:

v Do not back up system and hidden Files

Do not back up Files used by other processes
at the moment of the backup plan run

Cancel | | GoBack | ’ Continue

When using the Advanced Filters, the number of files actually uploaded can
differ from the number of files that are calculated in the local folder Properties.

“Skip Folders” will exclude any folders that contain the specified partial name.
For example, “temp” will exclude all folders with “temp” in the name in all
sources.

© 2025 MSP360. All rights reserved. msp360.com
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Step 7. Once all data to backup has been selected, the next step is to determine whether
compression or encryption should be applied. Other options in this step may change depending
on the capabilities of the selected Backup Destination.

¥ '\

Create backup plan 0

Backup plan: Compression and Encryption

Specify compression and encryption options

¥ Enable compression

v Enable encryption

Algaorithm: AES 256 -
Password: .

Confirm password: ssssssss

Hint:

Use Server Side Encryption

Storage class: Standard -

Storage class describes under which conditions the data will be stored, including
data durabilicy, availability, price and more. Choose the one that Fits your
requirements Far this set of data.

Cancel | | GoBack | [ Continue

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.
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It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place.

“Server Side Encryption” is only available on certain cloud providers and is
separate from the MSP360 encryption. The native encryption applies only to the
data the application backs up, while the server side encryption refers to
encrypting the bucket on the cloud service itself.
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Step 8. Next you are presented with an option for the type of Backup Consistency Check to use
with the plan. Itis recommended that you leave “Enable Full Consistency Check” enabled.

“y

Create backup plan 0

Backup plan: Backup Consistency Check

Set the options of backup consistency check

Enable Full Consistency Check

Use this option to check backup data of this plan is still presented
on backup storage and was not modified. All full backups and
related incremental backups will be checked. If this option is OFF -
only current (the last generation) is checking.

Cancel | | Go Back | [ Continue

We strongly recommend leaving the Full Consistency Check enabled. This
feature checks all full backups and their related incremental backups, instead of

only the last backup generation.
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Step 9. Next, you can configure the frequency which Incremental Backups will run, or choose
not to create a schedule and instead run the plan manually.

=

Create backup plan 0

Backup plan: Schedule

Plan can be run manually or automatically by schedule
v Enable schedule

Recurring. Frequency Type: Daily -
Daily Frequency

v Monday « Wednesday  Friday + Saturday
v Tuesday « Thursday [v] sunday
e At 00:00 +

Every minute(s) From ko

Run missed scheduled plan immediately upon boot-up

-

Stop plan if it runs For:

| cancel | | GoBack | [ Continue ]

Enabling the “Run missed scheduled backup immediately upon boot-up”
option will ensure that the backup process will begin automatically after your
computer starts up if the last backup was not able to start at the scheduled time
for any reason. This is the recommended option for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.
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Step 10. After scheduling the Incremental Backups, the next step is to schedule how often a
Full Backup will run. Full Backups are required to create backup generations and for the

Retention rules to apply.

MWLM VY [NE={1¥]
'l

Create backup plan o

Backup plan: Full Schedule

Specify Full backup schedule options

v Schedule Full Backup
Mote: It is strongly recommended to run regular Full backup when using block
level backup. Otherwise you will not be able to apply retention policy for old
versions.

Recurring. Freguency Type: Daily -

Daily freguency
Monday Wednesday Friday Saturday
Tuesday Thursday Sunday

is inherited from recurring schedule

Start time  00:00 settings

Stop plan if it runs For:

| cancel | | GoBack | [ Continue ]

Ty

Failure to schedule Full backups will prevent the retention rules from applying.
This will result in high storage costs and slower restorations.

Schedule a “Full Backup” at regular periods, once a week will be suitable in

most circumstances.
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Step 11. Next, you can specify the retention policy - these are the rules that specify how data is
deleted from the cloud. The process is automatically performed at the end of every successful

run of the backup plan.

Create backup plan 0

Backup plan: Retention Policy

Specify retention policy for backup Files
Do not Purge (Keep backup Forever)
® Keep backup for:

3 3 % |month{s) -

Mote: current generation (a chain of a full backup and subsequent
incremental backups) is always stored on backup storage,
regardless of the retention policy settings

Cancel | | GoBack | [ Continue ]

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has

reached this age.

I The retention policy will only perform with regular scheduled full backups.
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Step 12. The “Pre/Post Actions” page allows the execution of custom scripts before and/or after
the running of a backup task.

Create backup plan X

Backup plan: Pre / Post Actions

Specify commands you want to be executed before and/or after the
backup completes

¥ Pre-backup action
"fpath/to/file" arg1 arg2
® Exit backup plan if pre-backup action failed
Continue backup plan if pre-backup action failed
Post-backup action
"fpath/to/file" arg1 arg2
® Execute action only if backup has been successfully completed

Execute action regardless of the backup result

Cancel Go Back

a

Common scenarios for using Pre/Post actions:
How to Back Up MySQL Database using CloudBerry Backup

How to Back Up Oracle Database using CloudBerry Backup
How to Use Rotating Drives Strategy with MBS
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Step 13. The next step of the Wizard displays a summary of the selections made throughout
the process. Once you have reviewed your selections, click “Done”. If you select “Run plan
now” the backup will start immediately, otherwise it will start at the next scheduled time.

g hl

Create backup plan 9
Backup plan: Summary
: Review plan
k Backup storage: Amazon 53 =
Backup prefix:  Mint-WM
Plan name: Linux Backup Plan
B Backup source:
Include:
Jhome
' Exclude:
File Filter:

Back up all Files

Do not back up system and hidden Files
Backup options:

Compression: enabled

Encryption: AES 256
Schedule:

Occurs every week on:

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

Sunday A

Run plan now

Cancel Go Back
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File Backup Plans using MBS

Step 1. In the MBS Console, click on Computers, or Backup > Computers, to display a list of
computers available in your account.

© O Computers @ Backup - &% M365/Google Backup = @) RMM ~ Ll Reporting ~ i Organization ~ 4 Settings ~ & Downloads 2L o- @ -

Computers
Enter search request Q | Test_company X - J o

All: 1 © Warning Failed Overdue | @ Problem Warning  Pending Unsupported Versions

Q

RMM Company & User Account ~ Action

O os Computer Name Computer Status T Backup
Plan Status Disk cPU MEM  Updates Antivirus Events
WIN1OVM Backup for Windows, v7.9.7.69 Test_C
) mm  WNOPNIGLRCE ® oniine & Agentisnotinstalled install [N G Connect v
test_user
Windows Server license. Paid. Expires on Sep 1, 2024

Step 2. Locate the computer you wish to backup from the list and open the current list of plans
by either clicking on the name of the computer, or by selecting “Show Plans” from the gear

menu.
& Settings - & Downloads® + Add ~ A 9o - @ -
52 Demo Desktop [DESKTOP-2TIQCMI] (oniine) SOX
4
- General
+ Add New Plan D History [+
License
TN Data backu ® -
RMM Backup Plans r-. @ P @
Disk CPU MEM Updates  Antivir Last Result Success View Details =
21060 Restore]Blans Type Files Backup Plan
» a ™ | _— A ® Farmat MNew Backup Format
Backup Storage (BETA) Destination Dema destination
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Step 3. [f it is either a newly deployed computer or a computer that already has plans, you will
be printed to the backup plans tab and you'll find the ‘Add New Plan’ button, after this, left click
on ‘Files Backup Plan’

2% Windows 10 (Doc.) [DESKTOP-BIGGB83] (oniine SR

General
License
Backup Plans
Restore Plans

<+ Add Mew Plan

Backup Storage (BETA) Image-Based Backup Plan

Image-Based Backup Plan [Legacy)
Files Backup Plan
Files Backup Plan {Legacy)

Consistency Check Plan

{& Connect =

Q Agent Settings
@> Try new side panel (BETA) Close
© 2025 MSP360. All rights reserved. msp360.com
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Step 4. The step in creating a new backup plan is to give it a name. Once you have entered a
name, click “Next”

Create Files Backup Plan for W10 Test [WIN10VM] X

@ rlanname Welcome to Files Backup Plan Wizard
Where to Back Up

| EENENNNN]
Advanced Options -

What to Back Up
Plan Name *

Advanced Filter [ Windows File Backup

Compression &
Encryption

Backup Consistency
Check

Schedule Options
Retention Policy
Pre / Post Actions

Notifications

Back MNext m Cancel

It is recommended that you select a name which helps you clearly identify the
computer as well as the type of backup.
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Step 5. The second step in the wizard allows you to select the backup destination. Once it is
selected, click “Next”.

Create Files Backup Plan for W10 Test [WIN10VM] X
@ rlanname Select Backup Storage
e Where to Back Up Local or Cloud Storage

Advanced Options ' Amazon 53

phaktgE=cklip % Local Destination (E:\Backups)

Advanced Filter

© To Add a new Storage Account click here %
Compression &
Encryption

Backup Consistency
Check

Schedule Options
Retention Policy
Pre / Post Actions

Notifications

Back MNext m Cancel
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Step 6. By default ‘Advanced Options’ will be skipped. Click ‘Advanced Options’ and then
‘Enable Advanced Options’ to edit them

Enable Advanced Options

A Changing the advanced options may cause misconfiguration of
your backup plan

Please ensure you understand how any changes you make will affect

your backup before proceeding
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Create Files Backup Plan for DESKTOP-BIGGEE3 X
@ welcome Advanced Options
€ Where to Back Up Synthetic Full backup

Synthetic Full backup reduces amounts of transmitted data and backup time. A new backup revision is assemblad on the
o Advanced Options target storage by combining already existing blocks from previous revisions with newdy uploaded blocks

[_] Back up NTFS permissions

‘What to Back Up
Use fast NTFS scan @

a

[T] use system VsS provider €
EF5 Encryption

© Decrypt EFS-encrypted files @
() Keep EFS encryption €

e Use synthetic full backup: This option is available only for backups to cloud
destinations and improves performance of Full Backups by enabling the use of synthetic
full backup technology.

e Backup NTFS permissions: Enable this option to retain all NTFS permissions assigned
to your files, folders, and network shares. You may still choose whether or not to include
these when restoring the files.

e Use fast NTFS scan: Enabling this allows the application to more quickly scan the
NTFS file system for changes by using a low-level API, at the expense of increased local
resource usage. The performance increase will likely only be noticeable when backing
up a considerably large number of files and is also dependent on the type of device
being backed up. The setting will not impact the speed of the initial full backup and will
only be noticeable on subsequent backups.

e Force using Volume Shadow Copy Service (VSS): Select this check box to back up
objects from a snapshot created by the VSS service in order to avoid any access
conflicts. This option is enabled by default.
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Step 7. The next step is to select the data to be backed up.

Use system VSS provider: Using this option will force the application to use the native
Windows VSS provider. If an error occurs while using the native provider, this option can
be deselected to allow the application to scan for and use other 3rd party VSS providers.

It is recommended that this option is selected by default.

EFS encryption: Choose whether to keep EFS encryption intact or to decrypt the data

during the backup plan execution then reenabling it.

Before choosing whether to keep EFS encryption, refer to EFS-encrypted File

Backup to determine which is the best option for your use case.

o Plan Name

e Where to Back Up
e Advanced Options

o What to Back Up

Advanced Filter

Compression &
Encryption

Backup Consistency
Check

Schedule Options

Retention Policy

Pre / Post Actions

Motifications

Create Files Backup Plan for W10 Test [WIN10WVM]

Backup Source

Show Legend

0=

3

3

3

$Recycle.Bin
$WinREAgent

Documents and Settings

PerfLogs

Program Files
Program Files (x86)
ProgramData
Recovery

SQL2019

System Volume Information

Users

Windows
B Dumpstack.log.tmp
B pagefilesys

Back Next

Show Plain Text

B o
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On Windows system partitions it is recommended to only back up \Users\ folder.
An Image backup is better suited to back up Windows and any other installed
applications.

Databases cannot be backed up at the file level while in use. MSP360 MS SQL
Server edition offers a robust solution for backing up active MS SQL databases.

Files and folders which are not accessible to the service account used by the
backup plan will not be backed up and may cause the plan to fail.

For more advanced selection or the inclusion of a network share in the backup plan, click on the
“Show Plain Text” hyperlink on the right side. This will change the file browser window to a
format which allows specific paths to be included or excluded by typing or pasting in the full

path:
Create Backup Plan for WIN10VM X
© rlan Name Backup Source
Example: D:folder\subfolder . .
e piterelalBack Up Buserprofile¥\folder Hide Plain Text
e Advanced Options Include Files/Folders * It Paste From Clipboard
o What to Back Up ©
Advanced Filter
Compression &
Encryption
Retention Policy
Exclude Files/Folders It Paste From Clipboard
Schedule Options )
Pre / Post Actions
Notifications
© 2025 MSP360. All rights reserved. msp360.com
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Step 8. On this step, you are presented with the “Advanced Filter” page, where you can define
the various criteria that the backup service should use when determining which files should be
backed up based on more advanced filtering than is available through the check boxes on the

previous step.

Create Files Backup Plan for W10 Test [WIN10VM] X

o Plan Name

e Where to Back Up
e Advanced Options
o What to Back Up
e Advanced Filter

Compression &
Encryption

Backup Consistency
Check

Schedule Options
Retention Policy
Pre / Post Actions

Notifications

Advanced Filter

© Back Up All Files in Selected Folders

Back Up Files of Specified Types ®

Do Not Back Up Files of These Types ©

Skip Folders @ Back Up Empty Folders

Back Up Objects Modified 14 * DaysAgo @

Back Up Objects Modified Since Jun 8, 2022 Time | 11:27 AM e 0
Do Mot Back Up Files Larger Than 1024 T MB

Do Mot Back Up System and Hidden Files
Do Mot Back Up Files Used by Other Processes at the Moment of the Backup Plan Run

Do Mot Back Up On-Demand Files ©®

Back Next m Cancel

When using the Advanced Filters, the number of files actually uploaded can
differ from the number of files that are calculated in the local folder Properties.

“Skip Folders” will exclude any folders that contain the specified partial name.
For example, “temp” will exclude all folders with “temp” in the name in all

sources.

Step 9. Once the source data is selected, you can now choose whether to compress or encrypt

the data.
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Create Files Backup Plan for W10 Test [WIN10VM] b 4

o Plan Name

e Where to Back Up
e Advanced Options
o What to Back Up
e Advanced Filter

e Compression &
Encryption

Backup Consistency
Check

Schedule Options
Retention Policy
Pre / Post Actions

Notifications

Compression and Encryption Options

Enable Compression

Enable Encryption

Password * Algorithm

== ‘ ® AES 256-bit -

Confirm Password *

| saew ‘ @

Hint

| type a useful hint here

Back Next a Cancel

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.

It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place and enable the Password Recovery Service.
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Step 10. Next you are presented with an option for the type of Backup Consistency Check to
use with the plan. Itis recommended that you leave “Enable Full Consistency Check” enabled.

Create Files Backup Plan for DESKTOP-BIGGES3 X

o Welcome

o Where to Back Up
o Advanced Options
@ What to Back Up
e Advanced Filter

o Compression and
Encryption

o Backup Consistency
Check

Consistency Check [ @]

With this option enabled, all backup data related to this backup plan will be checked if
presented in the backup storage without any modifications. If this option is disabled, only
the most recent full backup and the subsequent incremental backups will be verified
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Step 11. Next you are prompted to set the schedule for your backup plan which will allow it to
run autonomously, or you are able to select “No Schedule” for it to remain a manual process.

Create Files Backup Plan for DESKTOP-BIGGES3 b4
@ welcome Schedule Options
o Where to Back Up Run backup plan manually or configure the schedule for automatic plan execution

a Advanced Options () No schedule (run manually)

O Forever Forward Incremental  Edit

e What to Back Llp Forever Forward Incremental is an approach that stores only one generation (full backup followed by
incremental backups). The full backup is regularly renewed by merging the earliest incremental backup to
a Advanced Filter full backup within a period configured on the "Retention Policy” step
Note: GFS retention policy and immutability are not supported for Forever Forward Incremental
() Compression and © Recurring {incremental)  Edit
Emcryption

Execute full backup (Synthetic Full if possible)  Edit

+ r

o Backup Consistency

Check [ stop plan if it runs longer than

o Schedule Options ] Mark plan as "Overdue’ after l -

[:I Run missed scheduled plan immediately when computer starts up

Total info:

Full backup: Cccurs every 1 week on Sunday at 12:00 AM

The Forever Forward Incremental (FFI) backup schedule minimizes storage usage
by retaining only one full backup. Subsequent backups store only incremental
changes. The number of restore points depends on the backup frequency and
retention policy.

Schedule a “Full Backup” at regular periods, once a week will be suitable in
most circumstances.

The retention policy will only perform properly with regular scheduled full
backups.
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I e Block Level Backup and Full Backup Explained

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon startup
if the last backup was not able to start at the scheduled time for any reason.
This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.
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Step 12. On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals and define the multigenerational
Grandfather-Father-Son (GFS) parameters if required.

Create Files Backup Plan for W10 Test [WIN10VM] X
@ rlanName Retention Policy
e Where to Back Up Do Not Purge (Keep Backup Forever)

© Keep Backup for

|:2 * | Week(s) S C)

Enable GFS ®

e Advanced Options

o What to Back Up

Mote: the GFS settings will be applied to subsequent backups only.

e 2dvarcedlili=n Previous backups will not be affected

o Compression & Period of Keeping Weekly Full Backups | g ' Weeks
T Period of Keeping Monthly Full Backups | 12 * Months
o Backup Consistency Period of Keeping Yearly Full Backups | 7 J_’ Years
Check .
Select the First Successful Full Backup as of January -

e Schedule Options
e Retention Policy
Pre / Post Actions

Motifications

Back Next D Cancel

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has
reached this age.

e Enable GFS: Select this option if you want to keep Full Backups for archival purposes at
the selected intervals.

e Period of keeping weekly full backups: Set the number of Weekly Full Backups to
retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.

e Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.
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e Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.

o Select the first successful full backup as of: Select the first Monthly Full
Backup you would like to flag and retain as the first Yearly Full Backup.

Restore Points will not be deleted until the youngest point in the chain has met
the retention criteria.

GFS Retention provides an excellent way to efficiently archive data for
compliance. Additional information can be found in GES Policy topics in the
MBS Documentation
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Step 13. The “Pre/Post Actions” page allows the execution of custom scripts before and/or after
the running of a backup task, and can chain multiple backup tasks together for sequential

execution.
Create Files Backup Plan for W10 Test [WIN10VM] X
© rlanname Pre / Post Actions
e Where to Back Up Execute This Command Before Backup Runs

e Advanced Options

© Do Not Run the Backup Plan If the Pre-backup Action Fails

o What to Back Up Run the Backup Plan If the Pre-backup Action Fails

e Advanced Filter Execute This Command After Backup Completes

o Compression &

Encryption © Execute the Post-backup Action Only If the Backup Plan Completes Successfully

Execute the Post-backup Action Regardless of the Backup Plan Result

Backup Consistency
Check .
Execute Following Plan After Backup Completes
Schedule Options Windows File Backup -

Retention Policy Run the Selected Plan If This Backup Plan Completes with Success

© Run the Selected Plan Regardless of This Backup Plan Completion Result

®@ 6 6 ©

Pre / Post Actions
Force Full Backup for the Chained Plan

Notifications

Back MNext m Cancel

Common scenarios for using Pre/Post actions:

How to Back Up MySQL Database using CloudBerry Backup

How to Back Up Oracle Database using CloudBerry Backup
How to Use Rotating Drives Strategy with MBS

© 2025 MSP360. All rights reserved. msp360.com
51


https://www.cloudberrylab.com/resources/blog/how-to-back-up-mysql-database/
https://www.cloudberrylab.com/resources/blog/how-to-back-up-oracle-database-using-backup/
https://mspbackups.com/Admin/Help.aspx?c=Contents%5CrotatingDrives.html
https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 14. The final step when creating a Backup Plan is to review the Notifications and Logging.
The default settings applied at the Company level are selected by default, however you are also
able to specify custom options per plan.

Create Files Backup Plan for W10 Test [WIN10VM] X
© rlanname Notifications and Logging
e Where to Back Up © Use Company Options Specify Custom
e Advanced Options Success ©
Provider

o What to Back Up
Specified Emails Add

e Advanced Filter
®

o Compression & Provider

Encryption
Specified Emails Add

o Backup Consistency
Check Failure @
b4 Provider
e Schedule Options .
Specified Emails Add
e Retention Policy
| Want to Receive a Notification Email
@ Pre / Post Actions
©Q When the Backup Plan Fails or Finished With Warnings
@ Motifications In All Cases

Add Entry to Windows Event Log

Back | Next m Cancel

Once you are satisfied with the selected notifications and logging, clicking “Save” will create the
new plan and close the wizard.
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File-Level Restore Plans
Restore for Windows using the Agent

Step 1. After launching the Online Backup, you can run the Restore Wizard by clicking on
“Restore” main toolbar.

®~ Home Tools

@ g= & &

D Restore to EC2 % ‘| Q
' Restore to Azure VM u

VMware Hyper-V Files Image Make Refresh  Search
Based Bootable USB
Backup Recover Misc
© 2025 MSP360. All rights reserved. msp360.com
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Step 2. Click on “Next” to advance past the welcome screen for the wizard

{3h Restore Wizard

Welcome to the Restore Wizard

This wizard helps you to restore files.

."J'f ‘II
|
)
—
2 \
L I
© 2025 MSP360. All rights reserved.
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Step 3. The next step will prompt you to select the source for the restore.

) Restore Wizard Fd
Select Backup Storage 1& \
Select Backup storage or create a new ong ‘ b
~~,  Amazon 53 =
@ Online Backup Account
Consistency Check: N/f& Used: 0 bytes
i : Add new Storage Account
, & 4
! ) . <Back [ Mext> | cancel |
) L |
If the desired source is not in the list, you can click “Add new Storage Account” to add it.
© 2025 MSP360. All rights reserved. msp360.com
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Step 4. Once the source has been selected, the next screen allows you to choose between
running the plan a single time or saving it for later use.

i) Restore Wizard X

Plan Name _P'f \
Spedfy a plan name ( b

@ Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

() save restore plan
Save restore plan options for further running or scheduled restore

Flan name: Restore plan on 12/21/2021 9:58:30 AM
L "‘\
5 \ I
! |
J}‘ < Badk | I Mext = | | Cancel
. e =%

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct computer to be
restored.

(b Restore Wizard X
Select Computer to Restore # &
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

@ WIN10VHM . ‘

_h
\ ) <Back | [ MNext> || Cancel
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Step 6. Next, you will be presented with a list of available backup types for the selected host.

Select the “Restore files and folders” option to continue.

i) Restore Wizard *
i
Type of Data . \
Select type of data for restore (}
(@ Restore files and folders I_‘T_|
Restore Image Based Backup
Bare Metal Restore
Restore System State [z]
( 4 (___\L
’ &
\ ) <Back | MNext> |  Cancel
L - o - o4
© 2025 MSP360. All rights reserved. msp360.com
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

) Restore Wizard "
Select Backup to Restore Y
Select backup to restore

D Windows Files Backup

\x _‘iﬂ <Back | Mext> |  Cancel
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Step 8. Next you will be given a choice for what point in time you would like to restore the files

to.

) Restore Wizard

Restore Point
Restore from spedified time

T

A

@ Latest version

Restore the latest versions of selected files
() Select the Restore Point

Specify the existing restore point

Incremental - 5/26/2022 3:03PM -6.7 MB

R

‘ |

%---

< Back

[ mext s

Cancel

- .~

e Latest Version: Automatically restores the newest version of each file in the source

regardless of which restore point it belongs to.

e Select the Restore Point: Restores the files as they existed at the specified restore

point.

If there is no copy of a specific file at the selected restore point, the application
will automatically select the newest version from previous restore points.

© 2025 MSP360. All rights reserved.
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Step 9. Next, you will be able to expand the restore source and browse through the available
files and folders. If “Manually” was selected on the previous step you will also be able to

expand each individual file to select which version to restore.

(-} Restore Wizard

Restore Source
Spedfy files and folders you want to restore

Amn
4 DD C:
4 |:||1:| Users
4 DII"_"I msp360
i [ ] 3D Objects
b [0 contacts
I D[D Diesktop
4 |:|[I"_"| Documents
4 D this is a test document.bt
[ ][ 12/212021 9:57 AM
4 D[D Downloads

[ 119 11/30/2021 10:38 AM

4 [ || msp3s00nlineBackup_v7.2.2.39_netv4.0_ALLEDITIONS_

kv

>

Wiew in dialog

® computer, it can have the following causes:

- your repository is not synchronized

In case you cannot see objects that have been backed up from another

- you did not specify the correct prefix {prefix that had been used to back up)

) < Back
)

Mext =

Cancel
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Step 10. After selecting the files or folders to restore, you are able to select the location they
should be restored to.

i} Restore Wizard X

Destination e
Specify local folder you want to restore the selected
objects

(®) Restore to original location

(") Restore to specific location

m
[=]

Destination:
[] save this location as default destination for future restore
Restore deleted files @

[] overwrite existing files

e only new files [2d

|:| Restore NTFS permissions @

Rest

=)

e Restore to original location: Automatically restores all files to their original location but
does not overwrite existing files unless otherwise specified.

e Restore to specific location: Allows you to choose the path to where the files should
be restored. Any files or folder structure needed will be created within the designated
path.

e Restore deleted files: The application will restore files currently marked as having been
deleted in the source but which were present at the point in time selected for the restore.
Only applies if the backup plan was configured to track deleted files.

Overwrite existing files: Allows existing files to be overwritten by the restore process.
Restore only new files: The plan will intelligently detect the files currently in the
destination and only files for which the version in the backup is newer than the
destination.

e Restore NTFS permissions: Any NTFS permissions will be reapplied to the restored

© 2025 MSP360. All rights reserved. msp360.com
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files. If this is left unchecked the restored files will inherit the permissions of the parent
folder. Only applies if the backup plan was configured to backup the NTFS permissions.

Step 11. If “Save restore plan” was selected at the start of the wizard then the next step is to set
the schedule for the restore plan. Otherwise this step will be omitted.

() Restore Wizard *
Schedule W

s
Specify schedule options ( b

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

| Specific date: | | | | Time: .12 0000 :
% Recurring (Edit schedule)

] synchronize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

[ Run missed scheduled plan immediately when computer starts up

Qccurs every week on Thursday at 12:00 AM.

N\

2 4

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

e Synchronize Repository Before Run: Enable this option to ensure the file tree reflects
the latest modifications made to your storage. It is a good practice to use it when you
restore to a different computer

© 2025 MSP360. All rights reserved. msp360.com
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Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.
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Step 12. The next step is to set any custom scripts which should execute before and/or after the
restore plan runs.

(b Restore Wizard X

Pre / Post Actions ﬁ B
Specify actions to be executed before andjor after the &

restore plan is completed

[] Pre-restore action

Do not run the restore plan if the prerestore action fails
Run the restore plan if the prerestore action fails

[] Postrestore action

Execute the postrestore action only if the restore plan completes successfully

Execute the postrestore action regardless of the restore plan result

( - ('-\
f .
\ ) <Back | [ MNext> || Cancel
I i J
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Step 13. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

() Restore Wizard

Summary

Wa

&~

Summary:

Slan name: Windows File Restore
Restore Type: Manual
Restore:

Ci\Jsers\msp 360 \Documentsthiz is a test document. tut 12/21/2021 5:57 FPM

Destination folder: C:\Users'msp360\Downloads
Encryption: disabled
Schedule restore:

Qccurs every week on Thursday at 12:00 AM,

= o =

. ‘*\ Click "Mext” to create restore plan
e

e

) < Back || Mext = || Cancel
T -~

© 2025 MSP360. All rights reserved.
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Step 14. The final step in the wizard will confirm that the Restore Plan has been created
successfully. If the plan was scheduled, you can opt to run it immediately by checking the “Run
restore now” box and clicking Finish. Otherwise, the plan will be set to run at the next
scheduled time.

) Restore Wizard

Restore Plan is successfully created.

|:| Run restore now

a [
: 1}; < Back Cancel
© 2025 MSP360. All rights reserved. msp360.com
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Restore for Mac / Linux using the Agent

Step 1. After launching the Online Backup, you can run the Restore Wizard by clicking on
“Restore” main toolbar.

File Edit Window Help

Bl w b O 8 ©

Backup | Restore j| Edit Remove Start Settings Feedback

Step 2. The next step will prompt you to select the source for the restore.

Create restore plan x

Restore plan: Cloud storage

Select cloud storage

*""-,' Amazon S3

=16

Cancel

a

If the desired source is not in the list, you can click on the “plus” to add it.
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Step 3. Once the source has been selected, the next screen allows you to choose between
running the plan a single time or saving it for later use.

Create restore plan x

Restore plan: Plan name

Specify plan name

®  Run restore once
Run restore only once when press Finish button on the last wizard
step. Mo schedule option is available

Save restore plan
Save restore plan options For further running or scheduled restore

Cancel Go Back

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 4. Next you will have to select which backup you are going to restore.

Create restore plan @

Restore plan: Select Backup to Restore

Select backup to restore

Linux Backup Plan

Cancel | | Go Back | [ Continue
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Step 5. Next you will be given a choice for what point in time you would like to restore the VM

to.
Create restore plan x
Restore plan: Restore Type
Restore from specified time
®  Latest version
Restore the latest version of selected Files
Point in time
Restore selected files to a particular paint in time. IF there was no version of a
given file before this point in time, no File will be restored.
Sync before run
.
Cancel Co Back
|
e Latest Version: Automatically restores the newest version of each file in the source
regardless of which restore point it belongs to.
e Point in time: Restores the files as they existed at the specified time.
If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
© 2025 MSP360. All rights reserved. msp360.com
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Step 6. Next, you will be able to expand the restore source and browse through the available
files and folders.

Create restore plan x

Restore plan: Restore source

Specify files and Folders you want to restore

>3
- = home

- = linux360

] S Desktop
= Documents

- = Downloads

| ubuntu1d_MSP360_OnlineBackup_v3.2.0.1...

= Music
= Pictures
= Public
= Templates
= videos

b B snap

Legend

Cancel Go Back
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Step 7. After selecting the files or folders to restore, you are able to select the location they
should be restored to.

Create restore plan *x

Restore plan: Destination

Specify the local Folder you want to restore the selected objects
® Restore to original location

Restore to specific location

Overwrite existing files

Cancel Go Back

e Restore to original location: Automatically restores all files to their original location but

does not overwrite existing files unless otherwise specified.

e Restore to specific location: Allows you to choose the path to where the files should

be restored. Any files or folder structure needed will be created within the designated

path.

Overwrite existing files: Allows existing files to be overwritten by the restore process.

Restore only new files: The plan will intelligently detect the files currently in the
destination and only files for which the version in the backup is newer than the
destination.

© 2025 MSP360. All rights reserved.
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Step 8. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the restored data.

Create restore plan *x

Restore plan: Encryption Option

Specify encryption options

Decrypt encrypked Files with the following password

Cancel Co Back
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Step 9. If “Save restore plan” was selected at the start of the wizard then the next step is to set

the schedule for the restore plan. Otherwise this step will be omitted.

Create restore plan x

Restore plan: Schedule

Plan can be run manually or automatically by schedule

¥ Enable schedule

Specific date:
® Recurring. Freguency Type: Weekly A
Wweekly frequency
Monday Wednesday  Friday Saturday
Tuesday Thursday Sunday
Daily Frequency
® AL 00:00
Every minute(s) From to

v Run missed scheduled plan immediately upon boot-up

- rFs

minuke(s)

¥ Stopplanifitruns for: 0 hour(s) 0

Cancel Go Back

___-;"

© 2025 MSP360. All rights reserved.

Enable schedule: Leave this unchecked if you want to execute the Restore manually.
Otherwise check it to enable the scheduling options.

Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
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recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 9. The final step in the wizard will provide you with a summary of all previously selected
options. If the plan was scheduled, you can opt to run it immediately by checking the “Run plan
now” box and clicking “Done”. Otherwise, the plan will be set to run at the next scheduled time.

Create restore plan x

Restore plan: Summary

Review plan

Backup storage: Amazon 53
Backup prefix:  linux360vm
Plan name: Linux File Restore
Restore type:

Latest versions
Restore source

Sfhome/linux360/Downloads/
ubuntuid_MSP360_OnlineBackup_v3.2.0.114_2021
0728202253.deb

Destination:
Original location
Owverwrite exisk files
Encryption: Disabled

Schedule:

Occurs every week on:
Friday

at 12:00 AM

Run plan now
"
Cancel Go Back
o
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File Restore Plans using MBS

Step 1. From the MBS Portal, left-click Computers, or click on Backup > Computers

© O Computers @ Backup - &% M365/Google Backup =~ @ RMM ~ Ll Reporting ~ i Organization ~

Computers

Enter search request

Q | Test_Company X~ }
All: 1 @ Warning Failed Overdue | @) Problem Warning  Pending Unsupported Versions
O os Computer Name Computer Status T Backup
Plan Status.
WINTOVM Backup for Windows, v7.9.7.69
O mm  [WIN-DPNTEJLRLCS] ® oniine o
Windows

Server license. Paid. Expires on Sep 1, 2024

% Settings ~ & Downloads

CPU  MEM  Updates Antivirus Events

Agentis not installed [Tl Test.company
test_user

Q

Company & User Account ~ Action

@ Connect v

Step 2. Locate the computer you wish to restore from the list and open the current list of plans
by either clicking on the name of the computer, or by selecting “Show Plans” from the gear

menu. Then navigate to the Restore Plans tab.

€@ O computers o BEP

Computers ~ @ M365/Google Backup ~ @ RMM ~ LWl Reporting = 4 Organization ~ @ Settings = & Downloads®

Backup Computers

[ doc Product installed: Backup X ‘ Q l -
Al 1 © warning Failed Overdue Pending Unsupported Versions
D os Computer status T Backup
Plan Status
- Backup for Windows, ¥7.97.69
| Windows 10(Dac)
O | oesdoracces o cnins

Deskiop license. Trial. Expires on Aug 9, 2024

Al rights reserved.© 2024 MSP360
[
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Step 3. If it is a newly deployed computer, you will be prompted with a list of options to create
new plans, otherwise, click on the “plus” icon and then under “Restore” header click “Files”

2= Windows 10 (Doc.) [DESKTOP-BIGGB83] (online »OX

General
License
Backup Plans

Restore Plans
+ Add Mew Plan

e SER Image-Based Restore Plan

Files Restore Plan

& Connect =

Q Agent Settings

@C Try new side panel (BETA) Close
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Step 4. The first step when making a Restore Plan is to select if it should run only once, or if it
should be saved for future or scheduled use. The latter will allow you to name the plan.

Create Files Restore Plan for W10 Test [WIN10VM] X

© rlannName Welcome to Files Restore Plan Wizard

Select Backup Storage

© Run Restore Once

Run restore only once when press Finish button on the last wizard step.

No schedule option is available.

Restore Point

Save Restore Plan

: i Save restore plan options for further running or scheduled restore
estore Source

Destination

Encryption Options

Pre / Post Actions

Notifications

Back | MNext ﬂ Cancel
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Step 5. Next, select the Restore Source.

Create Files Restore Plan for W10 Test [WIN10VM]

o Plan Name

e Select Backup Storage

Select Computer

t Backup to

Restore Point

Restore Source

Destination

Encryption Options

Schedule Options

Pre / Post Actions

Notifications

© 2025 MSP360. All rights reserved.

Select Backup Storage
Local or Cloud Storage

to ‘ Amazon 53

Local Destination (E:\Backups)
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Step 6. The next step is to select the computer to restore. The computer for which the restore
plan is being created will have a different icon than other computers.

Create Files Restore Plan for W10 Test [WIN10VM] X

© rlanName Select Computer to Restore
e Select Backup Storage

B inuasoum
e Select Computer to

Restore El WINTOVM

- WIN-5LS4ITPTHQO

Encryption Options
Schedule Options
Pre / Post Actions

Notifications

Back Mext m Cancel
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Step 7. Next, you are presented with a list of backup plans available to be restored for the
selected computer on the selected storage. Select the desired plan and click on Next.

Create Files Restore Plan for DESKTOP-BIGGEB3 X

@ welcome Select Backup to Restore

a Select Backup 5torage
. Windows Files Backup MEF

o Select Computer to
Restore

o Select Backup to
Restore

o Restore Point

Back | MNext m Cancel
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Step 8. The next step is to select the desired point in time to restore to.

o Plan Name

e Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

Schedule Options

Pre / Post Actions

Notifications

Create Files Restore Plan for W10 Test [WIN10VM]

Restore Point

© Latest Version

Restore the latest versions of selected files

Select the Restore Point

Specify the existing restore point

Back Mext m Cancel

e Latest Version: Automatically restores the newest version of each file in the source

regardless of which restore point it belongs to.

e Select the Restore Point: Restores the files as they existed at the specified restore

point.

If there is no copy of a specific file at the selected restore point, the application
will automatically select the newest version from previous restore points.

© 2025 MSP360. All rights reserved.
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Step 9. Next, select the files and folders to restore from the selected restore point.

Create Files Restore Plan for W10 Test [WIN10VM] X

© rlanName Restore Source
e Select Backup Storage Show Legend
e Select Computer to - SN
Restore
- Users
o Select Backup to » msp360
Restore
e Restore Point
e Restore Source
Destination
Schedule Options
Pre / Post Actions @ If you don't see the files that you have backed up from ancther computer, it is probable that
you haven't specified the right prefix (the one you used to backup your files on that maching)
Ninlih At or you haven't synced repository. Read our manual that explains the aferementioned

information in detail.

Back  Mext m Cancel
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Step 10. Next, choose a destination for the restored file(s) or folder(s).

Create Files Restore Plan for W10 Test [WIN10VM] X
o Plan Name Destination
e Select Backup Storage o Restore to Original Location

Restore to Specific Location

e Select Computer to N

Restore
Browse

o Select Backup to
Restore Save this Location as Default Destination for Future Restore

Restore Deleted Files ®
e Restore Point

Overwrite Existing Files

o Restore Source @

I Restore NTFS Permissions &
o Destination

Back  Mext m Cancel

e Restore to original location: Automatically restores all files to their original location but
does not overwrite existing files unless otherwise specified.

e Restore to specific location: Allows you to choose the path to where the files should
be restored. Any files or folder structure needed will be created within the designated
path.

e Restore deleted files: The application will restore files currently marked as having been
deleted in the source but which were present at the point in time selected for the restore.
Only applies if the backup plan was configured to track deleted files.

Overwrite existing files: Allows existing files to be overwritten by the restore process.
Restore only new files: The plan will intelligently detect the files currently in the
destination and only files for which the version in the backup is newer than the
destination.

e Restore NTFS permissions: Any NTFS permissions will be reapplied to the restored
files. If this is left unchecked the restored files will inherit the permissions of the parent
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folder. Only applies if the backup plan was configured to backup the NTFS permissions.

Selecting the “Overwrite the existing files” option will overwrite all files that have
the same names as those in the destination path.

Step 11. Next, set the schedule for the plan.

Create Files Restore Plan for W10 Test [WIN10VM] X
@ rlanname Schedule Options
e. Select Backup Storage Restore Plan Can Be Run Manually or Automatically by Schedule

o Select Computer to © No Schedule (Run Manually)

Restore Specific Date

Recurring

Settings will be available on the next step

e Select Backup to
Restore

Stop the Plan if It Runs for I * Hour(s 1 inute(s)
e Restore Point

Alert Plan as Overdue After
o Restore Source

o Destination

e Schedule Options

Back Next m Cancel

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option will add an additional step to the wizard which enables you
to schedule recurring Restorations at custom intervals
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Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.
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Step 12. If 'Recurring Schedule' is selected, the next step is to set up the schedule for

restorations.
Create Files Restore Plan for DESKTOP-BIGGBEE3 X
© weicome Recurring Schedule
o Select Backup Storage Run restore plan manually or configure the schedule for automatic plan execution
Select Computer to .
(2 ] Restore = Schedule Recurring Options L
Qcours evary 1 day at 11:58 AM starting from Aug 1, 2024
o Select Backup to
Restore Frequency Daily frequency
e Restore Point Daily - n Occurs at
11:56 AM 9]
o Restore Source Repeat every Start from
1 * Dayis) Aug 1, 2024 O occurs every
o Destination t -
9 Schedule Options
@ @
o Recurring 5chedule
@ Pre / Post Actions
ns
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Step 13. The next step is to specify any Pre or Post Actions which should be triggered by the

Restore Plan.

o Plan Name

o Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

o Restore Point
o Restore Source
o Destination

e Schedule Options
o Pre / Post Actions

Notifications

Create Files Restore Plan for W10 Test [WIN10VM]

Pre / Post Actions

Pre-restore Action

£

Back  Mext m Cancel
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Step 14. Finally, specify any notifications you would like to receive when the plan runs.

o Plan Name

e Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point
o Restore Source
o Destination

e Schedule Options
o Pre / Post Actions

@ Notifications

Create Files Restore Plan for W10 Test [WIN10VM]

Notifications and Logging

© Use Company Options Specify Custom

Success (@)

‘ovider (douglas.p@msp360.com)

fied Emails Add

Warning ®

‘ovider (douglas.p@msp360.com)
fied Emails Add

Failure @®

‘ovider (douglas.p@msp360.com)

fied Emails Add

| Want to Receive a Notification Email
© When the Restore Plan Fails or Finished with Warnings

In All Cases

Add Entry to Windows Event Log

© Wwhen the Restore Plan Fails or Finished with Warnings

Back | Mext

Saw

e Cancel

Step 15. Click on Save when you are happy with your selections. If the plan is set to run only a
single time and has no set schedule, it will automatically start. Otherwise, if it is set to run only
once and is scheduled, it will display in the list of plans until the scheduled time. Ifitis only set
to run once, then when it completes successfully it will remove itself from the list of plans. Only
Restore Plans which are saved will remain in the list for future use.
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Image-Based Backup Plans

Backup for Windows using the Agent

Step 1. After launching Online Backup, you can run the Backup Wizard by clicking “Image

Based” on the “Home” tab of the application's main toolbar.

@ Online Backup Server

Home Tools
I& :' «°K P Restore to EC2 %
[ ]
’
- L *se*”  EERestore to Azure VM
Files Image Restore Create
- Based ~ Bootable USB
Backup Recover

Backup Plans Restore Plans Backup Storage

© 2025 MSP360. All rights reserved.
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Step 2. Select the desired type of backup, local or cloud.

i3 Create Backup Image Based / System State Plan Wizard >

Welcome to the Create Backup Image Based /
System State Plan Wizard

This wizard helps you to create new image based or
system state backup plan, select schedule and automate
process.

s

O Local or Cloud Backup
Back up directly to local or doud storage

(") Hybrid Backup
Back up to a local storage first then from the local storage to a doud
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Step 3. The next step will prompt you to select the destination for the backup.

a Create Backup Image-Based Flan Wizard

Select Backup Storage
Select Backup storage or create a new one

A

© . Amazon S3 v =
(' y Online Backup Account
Consistency Check: 2/27/2025 Used: 123.6 GB

@ Local Storage
File System
[} * "

Consistency Check: N/A

Used: 14.4 GB | Free: 51.1 GB

Add new Storage Account

) =< Back
-

cace

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Once the destination has been selected, the next screen will prompt you for a plan

name.
a Create Backup Image-Based Plan Wizard X
Plan Name P:
Spedify a plan name ()
Plan name: Image-Based Backup to Cloud|
/ < B canc
, - _— ‘y
It is recommended that you select a name which helps you clearly identify the
computer as well as the type of backup.
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Step 5. On the next step, you will be able to select which partitions should be included in this

plan.

L':) Create Backup Image-Based Flan Wizard

Select Partitions
Select Partitions to backup

© Back up only system required partitions -
() Back up all drives [

) Back up all fixed drives 2

() Back up selected partitions only 2

Disk | Volum/| Size Used Label

260 MB 67 MB

Bo 16 MB 0bytes [Microsoft...
@o cC\ 1709GB 145.0GB Windows...
(Jo D\ 3048GB 253.7GB New Volu...
2o 1000 MB 929 MB  WINRE_...

SYSTEM_...

UseVsS | FS Sector

® unkn.. 512b
@ s s12b
@ s s12b
B nunTFs s12b

Note: V5SS is not used if keep bitlocker is enabled

e

< Back

coce

e Back up only system required partitions: This will automatically select only those
partitions required to launch the operating system.
Back up all drives: Selects all available partitions.
Back up all fixed drives: Selects all partitions on non-removable media (internal drives

only).

e Back up selected partitions only: Allows you to select only the partitions you would

like to back up.

e Keep BitLocker: Enabling this will instruct the application to backup the data in the
current encrypted state. This will prevent the Incremental backups from functioning as

intended.
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It is strongly recommended to leave the “Keep BitLocker” option disabled. The
application will automatically disable BitLocker for the duration of the backup
process and then re-enable it afterwards. This will ensure the integrity of the
backup cannot be compromised from changes in the BitLocker encrypted data.

Enabling “Keep BitLocker” will prevent Incremental backups from functioning as
intended, thus each backup will be considered a full backup.

e UseVSS: Enabled by default, this allows the system to be fully backed up including any
files or partitions which are currently locked in use by another process.

I “VSS” will automatically be disabled if keeping BitLocker
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Step 6. The next step shows some “Advanced Options” which can be used to control what data
within the selected partitions is excluded as well as some additional control over backup
parameters.

(} Create Backup Image-Based Plan Wizard *

Advanced Options \b‘ A
Select advanced options ( b

Storage class: | Standard v |2
Use synthetic full backup 2

[ | Use S3 Transfer Acceleration 2

[] Exclude files/folders
Note: to reduce the backup size, you can exclude specific files or folders.

Hide Advanced Disk Options

Ignore bad sectors
[ ] Disable VSS, use direct access to NTFS volume

[] use system VSS provider

Prefetch block count (0 without prefetch) ‘ 100 : ‘

) <toc cace

. _‘"J

e Use synthetic full backup: A synthetic full backup is a type of backup that creates a full
backup using in-cloud data copying, significantly improving speed and efficiency by
saving time and reducing network traffic.

Synthetic Full Backups greatly reduce the time and bandwidth needed to
perform full backups after the initial full.

Synthetic full backup usage for long-term (cold) storage tiers can result in high
storage costs. You can find more information about the supported cloud
providers and storage classes in this article.
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e Exclude files/folders: Selecting this will open a file browser similar to the one used in
the File-Based Backup which will allow you to select specific paths or files to be
excluded from the image backup.

On Windows system partitions it is recommended to exclude the \Users\ folder
from the image, and set up a separate File backup for that folder.

e Ignore bad sectors: Enabled by default, this allows the backup to skip any bad sectors
found on the disk. Itis recommended to leave this enabled unless there is a specific
requirement to backup the bad sectors.

e Disable VSS, use direct access to NTFS volume: Disabled by default, this option
should only be enabled in the event that VSS continues to fail after using the “Use
system VSS provider” option.

e Use system VSS provider: Disabled by default, this will force the application to use the
native VSS provider for the operating system in the event that another provider has been
installed by another application which is causing the backup to fail.

If VSS is failing continuously, consider enabling the “Disable VSS, use direct
access to NTFS volume” option.

e Prefetch block count: Determines the number of individual blocks the application will
simultaneously cache for uploading.

Changing the prefetch block count is not recommended except as a reaction to
extreme system performance degradation during backup.
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Step 7. Next, you will choose whether to enable compression and encryption of the backup, as
well as the storage class. Other options may appear depending on the features supported by
your selected backup destination.

C) Create Backup Image-Based Plan Wizard X

Compression and Encryption Options e
Specify file types you want to compress and encryption ( b

options

B Enable compression
("] Enable encryption
Algorithm: AES 256 bit
Password:
Confirm:
Display password
Current language: English (United States)
Hint:

S

e~

<o e

Enabling compression will reduce the size of the backup and reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.

It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place and enable the Password Recovery Service.
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Step 8. Next you are presented with the Consistency Check and Restore Verification options.

{_h Create Backup Image Based / System State Plan Wizard ot
Consistency Check and Restore Verification _; R
Set the options of consistency chedk and restore
verification

Use this option to check backup data of this plan is still presented on backup storage
and was not modified. All full backups and related incremental backups will be checked.
If this option is OFF - only current (the last generation) is checking.

The Restore Verification runs virtual machine on local Hyper-V from backed up image
and checks successful logon.

1]

« Do not run Restore Verification
It is still possible to run it manually or schedule as independent plan

Run for Full only
Run for Incremental only

Run for Full and Incremental

Advanced settings

J =
b )

I It is recommended that you leave “Enable Full Consistency Check” enabled.

Although a successful Consistency Check ensures the backup integrity, an additional Restore
Verification process can be executed as well.

This process uses a temporary Hyper-V virtual machine on the source endpoint to test Windows
startup. It only retrieves the necessary backup parts from storage without the need to download
the entire backup.
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Hyper-V is required on any endpoint utilizing Restore Verification. For more
information refer to this article: Restore Verification for Image-Based Backups.

You can run the Restore Verification for incremental backups only, full backups only, for every
backup, or do not run it at all.

Along with the Restore Verification running mode, customize the Hyper-V auxiliary virtual
machine configuration to run the Restore Verification (humber of virtual processors, RAM) by
clicking on Advanced Settings.

@ Online Backup Server X
Screenshot Interval: ‘ 01 : minutes ‘ 0o : seconds
Number of virtual processors: ‘ 2 :

Startup RAM: 4096 v M

[] Enable Dynamic Memory

Minimum RAM: 512 MEB
Maximum RAM: 8198 MB

Report Failure if it is not detected in: ‘ 60 : minutes

QK Cancel
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Step 9. Next you are prompted to set the schedule for your backup plan which will allow it to run
autonomously, or you are able to select “No Schedule” for it to remain a manual process.

(:) Create Backup Image-Based Plan Wizard X

q

Schedule e
Specify schedule options ( B

Backup plan can be run manually or automatically by schedule.

(® No schedule (run manually)
( Simple (Forever forward) (Edit schedule)
(U Advanced (GFS, Objects Lock)
Incremental backup (Edit schedule)
Full backup (Synthetic full if possible) (Edit schedule)

[ ] stop the plan if it mnsfor:[ 00 | hours | 01 | minutes

Run missed scheduled plan immediately when computer starts up

' Not scheduled

<o cace

- “d

e Simple (Forever forward): Select the Simple (Forever Forward) option to use the
Forever Forward Incremental (FFI). This schedule offers one full backup followed by a
limited number of incrementals. Once the limit is exceeded, a new full backup is created
using the synthetic full capabilities.
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@ Incremental Backup Schedule X
Frequency
Type | Daily v | | Weekdays v |
[] Sunday Monday Tuesday Wednesday
Thursday Friday [] saturday
Repeat every: |T: weeks Start from: | 2/27/2025 E |

@® Occursat |00 : 00 &

From |o.3 1 00
O Oceurs every | 2 “| hour(s)
To [23 : 59
‘ QK ‘ ‘ Cancel ‘

Forever Forward backups are only supported by a limited number of cloud
storage providers. For more information, refer to Forever Forward Incremental.

The Simple (Forever forward) schedule is recommended for retention up to 100
restore points which do not require Object Lock for legal compliance.

It is not recommended to select the Simple (Forever forward) schedule for
long-term storage and archival purposes. The Advanced Schedule is
recommended for all storage needs over 100 restore points.

Advanced (GFS, Object Lock): Select the Advanced option to set up a flexible,
recurring schedule with generations. Every generation contains one full backup followed
by incrementals.
o Clicking on “Edit Schedule” next to Incremental and Full backups allow you to
configure the frequency they will be created. If both a Full and Incremental are
scheduled for the same day, the application will perform the Full only.

It is recommended to use the Advanced (GFS, Object Lock) option and regularly
scheduled full backups for long-term storage (longer than 6 months) or backups
that must comply with legal or industry requirements.
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Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.

Synthetic Full Backups allow the system to merge a series of incremental
backups together to form a new full backup, greatly reducing the time and
bandwidth needed to perform full backups after the initial full. If the storage
destination does not support Synthetic full, then a traditional full will be made
instead.

The Advanced Schedule and GFS retention policies will only perform properly
with regularly scheduled full backups.
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Step 10. On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals.

If you have selected the Simple (Forever forward) schedule you will be presented with the
following options:
(3 Create Backup Image-Based Plan Wizard X

Retention Policy FyYs |
Specify Forever Forward Incremental retention policy for the : [
backup plan

Keep backup for
‘ 3 - || Months v 2

| Intelligent Retention (?

About Intelligent Retention

This feature reduces storage cost for supported cloud storage with a minimum storage duration limit
and early deletion fees

How it works?

On every backup plan execution, cloud storage parameters are checked to apply Intelligent Retention
in such a way that only one full backup is kept within a minimum storage duration period. Thus, the
retention period of every incremental backup may be automatically adjusted, but it will never be
shorter than the specified retention period

<o coce

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has
reached this age.

If you have selected the Advanced (GFS, Object Lock) schedule, you will also have an option to
define the multigenerational Grandfather-Father-Son (GFS) parameters if required.

This allows you to retain full backups for longer periods while purging the incremental backups
after a shorter period.
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;) Create Backup Image-Based Plan Wizard X

Retention Policy

( 1; i .:
Specify the retention policy for the backup plan ( !’

() Do not Purge (Keep backup forever)
© Keep backup for:
S0 S days v

Use GFS to delay purge for certain ful backups (for archive purposes):
Enable GFS

(] Period of keeping weekly ful backups: |4 = | weeks

Period of keeping monthly ful backups: |12 = months

Period of keeping yearly ful backups: |7 = years
Select the first successful full backup as of:  January v

Note: the GFS settings wil be applied to subsequent backups only.
Previous backups wil not be affected

- coce

e Enable GFS: Select this option if you want to keep Full Backups for archival purposes at
the selected intervals.

e Period of keeping weekly full backups: Set the number of Weekly Full Backups to
retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.

e Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.

e Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.

o Select the first successful full backup as of: Select the first Monthly Full
Backup you would like to flag and retain as the first Yearly Full Backup.
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Generations will not be deleted until the youngest point in the chain has met the

retention criteria.

GFS Retention

provides an excellent way to efficiently archive data for

compliance. Additional information can be found in GES Policy topics in the

MBS Documentat

ion

Step 11. The “Pre/Post Actions” page allows the execution of custom scripts before and/or after
the running of a backup task, and can chain multiple backup tasks together for sequential

execution.

Create Backup Plan Wizard
p

Pre | Post Actions

Specify actions to be executed before andjor after the
backup plan is completed

Pre-backup action

(®) Do not run the backup plan if the pre-backup action fails
i) Run the badkup plan if the pre-backup action fails
Post-backup action

(®) Execute the post-backup action only if the backup plan completes successfully

() Execute the post-backup action regardless of the backup plan result

() Run the selected plan if this backup plan completes with success
(®) Run the selected plan regardless of this badkup plan completion result

full backup for the chained plan
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Step 12. The “Notifications and Logging” page allows you to enable notification email and add
an entry to Windows Event Log upon backup plan completion or failure.

a Create Backup Image-Based Plan Wizard X

Y

Notifications and Logging A
Specify email notification settings and logging options ( b

@ 1want to receive a nofification email

© When the backup plan fais or finished with warnings
() In al cases
[T Add entry to Windows Event Log

When the backup plan fails or finished with warnings

In al cases

/ - coce
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€3 Create Backup Image Based / System State Plan Wizard

Summary
Review Backup plan

W

Step 13. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

Summary:

Plan name: Image Based Backup of Server 1
Save badwp plan configuration to the doud

Backup type:
Image Based

Disk O{GFT): -260 ME (32 ME)
-16 MB

-C:\, 475.5 GB {106.7 GE)
-1.12 GE {1.04 GB)

Backup options:
Compression: enabled
Encryption: disabled
Storage dass: Standard
Retention policy:
purge version older than 1 year(s)
keep only 3 versions

Synthetic algarithm is QM

Full backup schedule:

Mirmire avary wesk nn Fridaw at 1700 &AM

\\ Click "Mext™ to create plan now

, = Back
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Step 14. After clicking next on the previous step, the Backup Plan is created. The final step is
to acknowledge this and determine whether to run the backup immediately or for it to wait until
the next scheduled occurrence.

{3 Create Backup Image Based / Systern State Plan Wizard

Backup Plan is successfully created.

(] run badkup now

£ i
© 2025 MSP360. All rights reserved. msp360.com

110


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkupS and Restores

Backup for Windows using MBS

Step 1. Navigate to the MBS Portal and select the “Computers” page on the main menu.

¢ 3 Computers © Backup ~ % M365/Google Backup @ RMM ~ |l Reporting ~ 4 Organization ~ 4 Settings ~ & Downloads

Computers

Enter search request Q Test_Company X~

All:1 | @ Warning:0 Failed:0 Overdue:0 @ Problem:0 Warning:1  Pending:0 Unsupported Versions: 0 Installation Issues: 0

0O 0s Computer Name Computer Status T Backup Company & User Account
Plan Status
Backup for Windows, v8.0.4.6
D - DESKTOP-EQSRMOH © oni p Test_Company
WE  Test Windows nine

win_user
Server license. Paid. Auto-renew on Mar 1, 2025

Step 2. Locate the computer you wish to backup from the list and open the current list of plans

by either clicking on the name of the computer, clicking on the backup status bar, or by selecting
“Show Plans” from the gear menu.

€ O Computers @ Backup ~ % M365/Google Backup @ RMM ~  lal Reporting ~ & Organization ~ & Settings ~ & Downloads + Add ~ L o- -
= »
- i

Computers & DESKTOP-EQS5RMOH (oniine) s X

Enter search request Q Test_Company X v General
Al:1 | @ Warning:0 Failed:0 Overdue:0 @) Problem:0 Warning:1 = Pending:0 Unsupported Versions:0 Installationiss  Li¢ense

O 0S  Computer Name Computer Status T Backup Backup Plans

Plan Status
DESKTOP-EQSRMOH Backup for Windows, v8.0.4.6 Restore Plans
O 88 et windows © onine + Add New Plan

Server license. Paid. Auto-renew on Mar 1, 2025 Backup Storage (BETA)
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Step 3. Click on the “Add New Plan” button and select “Image-Based Backup Plan”.

i= DESKTOP-EQ5RMOH (oniine)

General
License
Backup Plans
Restore Plans

Backup Storage (BETA)

© Open RMM

@ Connect ~

a Agent Settings

© 2025 MSP360. All rights reserved.

+ Add New Plan

Files Backup Plan
Image-Based Backup Plan

Consistency Check Plan
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Step 4. The step in creating a new backup plan is to give it a name. Once you have entered a
name, click “Next”

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X
° Welcome .
.. AR RN NN NN NNNNNEN]
Plan name *

[ Image-Based to Cloud (DESKTOP-EQ5RMOH)

@ Help documentation m Cancel

It is recommended that you select a name which helps you clearly identify the
computer, company, as well as the type of backup.
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Step 5. The second step in the wizard allows you to select the backup destination. Once it is
selected, click “Next”.

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X
@ welcome Local or cloud storage
e Where to Back Up ‘ Amazon 53 (leomsp360onboard)

=Y Local Storage

© To add a new storage account click here %

@ Help documentation m Cancel
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Step 6. On the next step, you are prompted to select what partitions you would like to back up.

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X

o vl © Back up only system required partitions

() Back up all drives
o Where to Back Up

() Back up all fixed drives

© What to Back Up () Back up selected partitions only
& Disk  Volume Ssize Used Label ;iE:_zcker UseVss FS ::_;:Ur
0 260MB 67MB  SYSTEM_DRV FAT  512b
0 16MB 0 [Microsoft ... Unk.. 512b
0 (e} 1709GB  1437GB  WindowssS... NTFS  512b
[]o DA 3048GB  2537GB  New Volume NTFS  512b
0 1000MB  929MB  WINRE_DRV NTFS  512b

© VSSis not used if keep bitlocker is enabled

@ Help documentation D Cancel

e Back up only system required partitions: This will automatically select only those
partitions required to launch the operating system.
Back up all drives: Selects all available partitions. This will include external media.
Back up all fixed drives: Selects all partitions on non-removable media (internal drives
only).

e Back up selected partitions only: Allows you to select only the partitions you would
like to back up.

e Keep BitLocker: Enabling this will instruct the application to backup the data in the
current encrypted state. This will prevent the Incremental backups from functioning as
intended.

© 2025 MSP360. All rights reserved. msp360.com
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It is strongly recommended to leave the “Keep BitLocker” option disabled. The
application will automatically disable BitLocker for the duration of the backup
process and then re-enable it afterwards. This will ensure the integrity of the
backup cannot be compromised from changes in the BitLocker encrypted data.

Enabling “Keep BitLocker” will prevent Incremental backups from functioning as
intended, thus each backup will be considered a full backup.

e UseVSS: Enabled by default, this allows the system to be fully backed up including any
files or partitions which are currently locked in use by another process.

I “VSS” will automatically be disabled if keeping BitLocker

© 2025 MSP360. All rights reserved. msp360.com
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Step 7. The next step shows some Advanced Options which can be used to control what data
within the selected partitions is excluded as well as some additional control over backup

parameters.
Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X
@ Welcome Storage class @
Standard -
o Where to Back Up
E] Exclude files/folders I Paste from clipboard
9 What to Back Up o

o Advanced Options

o Compression and
Encryption

Synthetic Full backup

Syntheric Full backup reduces amounts of transmitted data and backup time. A new backup revision is assembled on
the target storage by combining already existing blocks from previous revisions with newly uploaded blocks

[] Use S3 transfer acceleration €

Ignore bad sectors

[:] Disable VSS, use direct access to NTFS volume
[] Use system VSS provider @

Prefetch block count (0 without prefetch)

100

@ Help documentation D Cancel

e Exclude files/folders: Checking this will let you specify paths which should be excluded
from the image backup. They may be typed, or pasted from the clipboard.

On Windows system partitions it is recommended to exclude the \Users\ folder
from the image, and set up a separate File backup for that folder.

e Use synthetic full backup: A synthetic full backup is a type of backup that creates a full
backup using in-cloud data copying, significantly improving speed and efficiency by
saving time and reducing network traffic. You can find more information about the
supported cloud providers and storage classes in this article.

© 2025 MSP360. All rights reserved. msp360.com
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Synthetic full backup usage for long-term (cold) storage tiers can result in high
storage costs

e Ignore Bad Sectors: Enabled by default, this allows the backup to skip any bad sectors
found on the disk. Itis recommended to leave this enabled unless there is a specific
requirement to backup the bad sectors.

e Disable VSS, Use Direct Access to NTFS Volume: Disabled by default, this option
should only be enabled in the event that VSS continues to fail after using the “Use
system VSS provider” option.

e Use System VSS Provider: Disabled by default, this will force the application to use the
native VSS provider for the operating system in the event that another provider has been
installed by another application which is causing the backup to fail.

If VSS is failing continuously, consider enabling the “Disable VSS, use direct
access to NTFS volume” option.

e Prefetch block count: Determines the number of individual blocks the application will
simultaneously cache for uploading.

Changing the prefetch block count is not recommended except as a reaction to
extreme system performance degradation during backup.
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Step 8. Next, you will choose whether to enable compression and encryption of the backup.

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X

© weicome Enable compression

Enable encryption
e Where to Back Up

Password * @ Algorithm
©® WhattoBack Up @ AES 256-bit -
© Advanced Options Confirm password *
@
o Compression and
Encryption Hint

© Help documentation D Cancel

Enabling compression will reduce the size of the backup and reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.

It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place and enable the Password Recovery Service

© 2025 MSP360. All rights reserved. msp360.com
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Step 9. Next you are presented with the Consistency Check and Restore Verification Options.

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X

@ welcome Consistency Check ©

e Where to Back Up With this option enabled, all backup data related to this backup plan will be checked if
presented in the backup storage without any modifications. If this option is disabled, only

e What to Back Up the most recent full backup and the subsequent incremental backups will be verified

© Advanced Options Run Restore Verification D

The Restore Verification runs virtual machine on local Hyper-V from backed up image and

o Sesnlre checks successful logon. Learn more

Encryption

e Consistency Check and
Restore Verification

© Help documentation D Cancel
It is recommended that you leave “Enable Full Consistency Check” enabled.

Although a successful Consistency Check ensures the backup integrity, an additional Restore
Verification process can be executed as well.

© 2025 MSP360. All rights reserved. msp360.com
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Run Restore Verification

The Restore Verification runs virtual machine on local Hyper-V from backed up image
and checks successful logon. Learn more

Verification Type @

-

() Full () Incremental € Full and incremental

Screenshot Interval & Virtual Processors  Startup RAM
1 * min o * sec 1 * 1024 N
Use Dynamic RAM Memory &»

- -

Failure Report Settings

Specify the period after which Restore Verification will be terminated with an error

60 * min

This process uses a temporary Hyper-V virtual machine on the source endpoint to test Windows
startup. It only retrieves the necessary backup parts from storage without the need to download
the entire backup.

Since the Restore Verification feature is based on Hyper-V mechanisms, a
Hyper-V environment is required on your operating system. You can find more
information here.

You can run the Restore Verification for incremental backups only, full backups only, for every
backup, or do not run it at all.

Along with the Restore Verification running mode, customize the Hyper-V auxiliary virtual
machine configuration to run the Restore Verification (number of virtual processors, RAM).

© 2025 MSP360. All rights reserved. msp360.com
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Step 10. Next you are prompted to set the schedule for your backup plan which will allow it to
run autonomously, or you are able to select “No Schedule” for it to remain a manual process.

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X
° Welcome

4 Simple O 9 Advanced O
e Where to Back Up

One full + incremental backup Multiple full + incremental backups
9 What to Back Up Forever Forward Incremental Grandfather-Father-Son retention
G Advanced Options © No schedule, run manually

o Compression and & Additional Settings

Encryption

e Consistency Check and
Restore Verification

o Schedule Options

@ Help documentation Back Next D Cancel

Synthetic Full Backups allow the system to merge a series of incremental
backups together to form a new full backup, greatly reducing the time and
bandwidth needed to perform full backups after the initial full. If the storage
destination does not support Synthetic full, then a traditional full will be made
instead.

The retention policy will only perform properly with regular scheduled full
backups.

e Simple (Forever forward): Select the Simple (Forever Forward) option to use the
Forever Forward Incremental (FFI). This schedule offers one full backup followed by a

© 2025 MSP360. All rights reserved. msp360.com
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limited number of incrementals. Once the limit is exceeded, a new full backup is created
using in-cloud copying (synthetic full backup).

The simple schedule is unavailable if the selected storage account does not support
synthetic full backups. To find more information about the supported storage providers
and storage classes, please refer to the Forever Forward Incremental article.

1 Simple (o) % Advanced O
One full + incremental backup Multiple full + incremental backups
Forever Forward Incremental Grandfather-Father-Son retention

—

() No schedule, run manually

Backup Schedule
Daily on: MON, TUE, WED, THU, FRI. Starts at 12:00 PM. Repeat every: 1 week(s)

You can modify the “Backup Schedule” by clicking on the section as displayed below:

Backup Schedule b4
Backup frequency: © Daily () Monthly
Recommended presets: @UEEGENE Every day
Days of week: Mon Tue Wed Thu Fri [EEL
Time: © At specifictime () Several times a day

12:00 PM 0]
Repeat every: 1 f week(s)

Save Cancel

The Simple (Forever forward) schedule is a good option to use for the
short-term retention policy such as 30 days (1 months) or 90 days (3 months).

© 2025 MSP360. All rights reserved. msp360.com
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It is not recommended to select the Simple (Forever forward) schedule for
long-term storage and archival purposes. If you planning to retain more than 100
restore points (days), please consider using the Advanced schedule.

Advanced (GFS, Object Lock): Select the Advanced option to set up a flexible,

recurring schedule with generations. Every generation contains one full backup followed
by incrementals.

9 Simple O f#1 Advanced O
One full + incremental backup Multiple full + incremental backups
Forever Forward Incremental Grandfather-Father-Son retention

) No schedule, run manually

Incremental Backup Schedule

Daily on: MON, TUE, WED, THU, FRI. Starts at 12:00 AM. Repeat every: 1 week(s)

Full Backup Schedule
Monthly on: first Saturday. Starts at 12:00 AM. Repeat every: 1 month(s)

The “Advanced” option allows you to configure different schedules for your Incremental and Full
backups:

© 2025 MSP360. All rights reserved.
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Incremental Backup Schedule X
Backup frequency: © Daily () Monthly
Recommended presets:
Days of week: Mon Tue Wed Thu Fri Sat
Time: O Atspecifictime () Several times a day
12:00 AM O]
Repeat every: 1 t week(s)

Save Cancel

Full Backup Schedule b4
Backup frequency: () Daily © Monthly

Occurrence: @ First -

Day of the week: Saturday hd

Time: 12:00 AM 0]

Repeat every: 1 t month(s)

Save Cancel

It is recommended to use the Advanced (GFS, Object Lock) option and regularly
scheduled full backups for long-term storage (longer than 6 months), archival,
and legal purposes.

The most common setup for the Advanced Schedule is daily Incremental

backups with either weekly or monthly Full backups.
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By clicking on the Additional Settings button, you can see the options below:

Additional Settings X

First backup starts on Feb 28, 2025
(] Stop Backup if it runs for more than *  hours * minutes
(] Alert Backup as overdue after - from last success

(] Run missed Backup immediately when the computer starts up

Save Cancel

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.
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Step 11. On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals.

If you have selected the Simple (Forever forward) schedule you will be presented with the

following options:

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X

o Welcome

e Where to Back Up
9 What to Back Up
o Advanced Options

o Compression and
Encryption

e Consistency Check and
Restore Verification

a Schedule Options

9 Retention Policy

@ Help documentation

O Keep backup for
3 ¥ Month(s) -~ O

o

About Intelligent Retention

This feature reduces storage cost for supported cloud storage with minimum storage duration limit
and early deletion fees

How it works?

On every backup plan execution, cloud storage parameters are checked to apply Intelligent Retention
in such a way that only one full backup is kept within minimum storage duration period. Thus, the
retention period of every incremental backup may be automatically adjusted, but it will never be

shorter than the specified retention period

Learn more (£

E3 o

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has

reached this age.

If you have selected the Advanced (GFS, Object Lock) schedule, you will also have an option to
define the multigenerational Grandfather-Father-Son (GFS) parameters if required.
This allows you to retain full backups for longer periods while purging the incremental backups

after a shorter period.
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Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH)

° el () Do not purge (keep backup forever)
O Keep backup for
Where to Back U
e ere [0 bac P 3 t Month(s] - 0
© What to Back Up Enable GFS @
Note: the GFS setings will be applied to subsequent backups only.
o Advanced Options Previous backups will not be affected.

[] Period of keeping weekly full backups :
Period of keeping monthly full backups *  months

0 Consistency Check and Period of keeping yearly full backups T years

Restore Verification

o Compression and
Encryption

Select the first successful full backup as of January -
a Schedule Options

(] Enable Object Lock (Immutability) €@
e Retention Policy

@ Help documentation D Cancel

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has

reached this age.

e Enable GFS: Select this option if you want to keep Full Backups for archival purposes at

the selected intervals.

e Period of keeping weekly full backups: Set the number of Weekly Full Backups to

© 2025 MSP360. All rights reserved.

retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.

Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.

Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.
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o Select the first successful full backup as of: Select the first Monthly Full
Backup you would like to flag and retain as the first Yearly Full Backup.

Restore Points will not be deleted until the youngest point in the chain has met
the retention criteria.

GFS Retention provides an excellent way to efficiently archive data for
compliance. Additional information can be found in GES Policy topics in the
MBS Documentation

e Enable Object Lock (Immutability): is a feature that locks backup datasets for a period
specified by GFS retention policy. Within this period, backup data is kept unmodified.

Use the Immutability feature with extreme caution. Once a backup data
becomes immutable in Compliance mode, there is no way to delete them from
the storage until the specified GFS keeping period expires except for the
storage account termination. Incorrect settings can cause high storage bills.

To find more information about the Object Lock feature, supported storage
providers, and required permissions, please refer to this article.
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Step 12. The “Pre/Post Actions” page allows the execution of custom scripts before and/or after
the running of a backup task, and can chain multiple backup tasks together for sequential

execution.

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X

o Welcome

o Where to Back Up
9 What to Back Up
o Advanced Options

o Compression and
Encryption

e Consistency Check and
Restore Verification

o Schedule Options
e Retention Policy

9 Pre / Post Actions

@ Help documentation

© 2025 MSP360. All rights reserved.

Pre-backup action

© Do not run the backup plan if the pre-backup action fails
() Run the backup plan if the pre-backup action fails

Post-backup action

© Execute the post-backup action only if the backup plan completes successfully

-

.\::. Execute the post-backup action regardless of the backup plan result
Backup chain

Image-Based Backup Plan (NBF) -
() Run the selected plan if this backup plan completes with success

© Run the selected plan regardless of this backup plan completion result

Select the mode for current chained backup plan:

P

() Force Full Backup

© Use settings of the current plan @

msp360.com
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Step 13. The final step when creating a Backup Plan is to review the Notifications and Logging.
The default settings applied at the Company level are selected by default, however you are also
able to specify custom options per plan.

Create Image-Based Backup Plan for DESKTOP-EQ5RMOH | Image-Based to Cloud (DESKTOP-EQ5RMOH) X
° Welcome © Use company options () Specify custom options
Success ©

e Where to Back Up

(leonid.l@msp360.com)
e What to Back Up

(1) Edit
Advanced Options )
e ; Warning @
e Compression and (leonid.l@msp360.com)
Encryption
Add
e Consistency Check and )
Restore Verification Failure &
. (leonid.l@msp360.com)
a Schedule Options ’
Add

e Retention Policy

I want to receive a notification email
9 Pre / Post Actions ’ i )
© Ifthe backup plan fails or completes with warnings

i
@ Notifications () Inallcases

[} Add entry to Windows Event Log

o

© Help documentation m Cancel

Once you are satisfied with the selected notifications and logging, clicking “Save” will create the
new plan and close the wizard.
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Image-Based Restore Plans
Restore to Physical Disk using the Agent

Step 1. After launching the Online Backup, you can run the Restore Wizard by “Restore” on the
application's main toolbar.

.ﬂ b4 Home Tools

I-IEI .l.r £ Ms SQL Server 'K | D Restore to EC2 % fe Q
v s’ B Restore to Azure WM ./

@MS Exchange

Files Image Restore Maks Refresh  Search
Bazed Bootable USB
Backup Recover Misc
© 2025 MSP360. All rights reserved. msp360.com
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Step 2. The first step of the wizard indicates that you have started the wizard.

| Gd Restore Wizard >

i Welcome to the Restore Wizard

This wizard helps you to restore files.

(mx}
I]
.
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Step 3. The next step will prompt you to select the storage location for the source.

|G Restore Wizard >
f select Backup Storage g‘ A
| Select Backup storage or create a new one ( b
., Amazon 53 v =
@ Online Backup Account
Consistency Check: 12/27/2021 Used: 0 bytes
@ local disk =
> File System
"R Consistency Check: 12/27/2021 Used: 51.7 GB | Free: 130.9 GB
- '
t - Add new Storage Account
) & £

‘~ J gk carce
A - e =

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next you will choose whether to run the restore operation only once, or to save it for
later use. The latter will allow you to name the plan.

) Restore Wizard X

Plan Name

Specify a plan name ( b

) Run restore once

Run restore only once when press Finish button on the last wizard step. No schedule option is
avaiable

© save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Image Restore to Physical Disk

<o coce
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Step 5. Next you will be presented with a list of computers with the same prefix and associated
“Backup User” as the computer on which the Agent is currently running. Click to select the
desired computer then click on “Next”.

i) Restore Wizard et

Select Computer to Restore .g \
Select computer to restore ( b

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

E WIN10VM . ‘

) <Back | [ MNext> || cancel
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Step 6. Based on the contents of the selected source and computer, the next step is to choose
the type of restore. Select “Restore Image Based Backup” then continue to the next step by
clicking “Next”.

| &3 Restore Wizard A

'_ Type of Data ,‘f L&\
i Select type of data for restore @

Restore files and folders I_‘T_|

Restore M5 S5QL Server Database E

Restore M5 SQL Server backup files
O Restore Image Based Backup I_‘T_|

Bare Metal Restore [3]

Restore System State

/)

< Back Mext = Cancel

¥
Gad,
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

() Ediit Restore Wizard X

Select Backup to Restore g ;
)
Select backup to restore (}

.... Image-Based Backup Plan (NBF)

\ J <t cace
-~ d
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Step 8. The next step is to select the desired point in time to restore to.

() Edit Restore Wizard

Restore Point Pf 3
Restore from specified time ( b

© Latest version
Restore the latest versions of selected files

(O select the Restore Point
Specify the existing restore point
Incremental - 1/29/2025 11:33 PM - 43.8 GB

) <o coce

e Latest Version: Automatically restores the newest version of each file in the source

regardless of which restore point it belongs to.
e Select the Restore Point: Allows you to select which restore point to restore from the

dropdown list.
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Step 9. Next, select the desired target format for the restored data

| &3 Restore Wizard X |

I 4

Restore Type

i Select type of data for restore ('l b

O Restore as physical disk
Use this option if you want to restore Image Backup to a physical disk

(") Restore as virtual disk

Use this option to restore as virtual disk fille. Later you can mount this disk as virtual drive
or use in your Virtual Machine environment

Select virtual file format: Hyper-V Virtual Disk (VHDX-format) dynamic
() Restore to Amazon Web Services

Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

{_) Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

(_) Restore to VMware vSphere
Restore as VMware virtual machine

B

Restore as physical disk: Restores the partitions selected later to a physical disk.
Restore as virtual disk: Restores the data as a virtual disk in multiple supported
formats.

e Restore to Amazon Web Services: Restores the data as either an EC2 machine, EBS
volume, or Amazon Machine Image.

e Restore to Microsoft Azure: Restores the image to either an Azure Virtual Machine or
Azure Data Disk.

e Restore to VMware vSphere: Restores the image as a new virtual machine in vSphere.

For AWS and Azure destinations, a storage account must already be specified
through the MBS portal
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Step 10. After selecting the type of restore target in the previous step, you now need to select
which partitions to restore.

| é3¥ Restore Wizard X
' -
| Select Partitions £
i Select partitions to restore ‘ b
Volume
: 260 MB ] SYSTEM
B 16 MB 0 bytes 16 MB MicrosoftR... L
[~ [ c:\ 475.5GB 90,1 GA 475.5 GB Windows-S5D I
[ ] 1,12 GB 1.04GB 1,12 GB !
- '
( ~ (] convert GPT to BIOS/MBR
‘ ok £

)
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Step 11. Once the partitions are selected, the next step allows you to choose the physical disk
to restore to.

| &8 Restore Wizard A
| N A
| Destination

ir j
Select destination for restore

0O select a physical disk

Physical disk: HDD: 0 Fixed 931. 5 GB KINGSTOM SA2000M3 10006 e
Important: Al information on selected disk will be permanently destroyed

() Select a specific partition

| Selected partition Restore as
260 MB (32 MB) KINGSTOM 5A2000M31000G 260 MB (32 MB) KINGSTOM ...
16 MB KINGSTOM SA2000M3 1000G 16 MB KINGSTOM SA2000M3. ..
C:} 475.5 GB (90.1 GB) KINGSTOM SA2000M31000G C:\475.5GE (92,1 GB) KIM...
1.12 GB (1.04 GB) KINGSTOM SA2000M31000G 1.12 GB (1.04 GE) KINGSTO. ..

<

<

<

< Back Mext = Cancel

B

e Select a physical disk: select the physical disk from the list which you would like to
restore over.

e Select a specific partition: Allows specific currently existing partitions to be used as a
target for each restored partition.

Be careful to select the correct target disk(s) and partition(s). All data in the
selected targets will be permanently destroyed.
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Step 12. If the backed up data was encrypted, the next step will be to enter the password for
decryption. If the password is incorrect or missing, the restore plan will fail and you will need to
edit the plan to input the correct password.

| &3 Restore Wizard e

I_ Encryption Options \
i Spedfy encryption options ‘ b

("] Decrypt encrypted files with the following password

W

Password:
Display password

Current language: English (United States)

G _— "‘\.J
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Step 13. If the restore plan is saved for later, next you will set the schedule for the plan,
otherwise proceed to the next step.
| 3¥ Restore Wizard o - . X
! Schedule

i Specify schedule options ( B

Restore plan can be run manually or automatically by schedule.

W

® No schedule {run manually)

&t | [5 | Time: (14 : 00 : 00}
i) Recurring (Edit schedule)

[ ] synchronize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

Run missed scheduled plan immediately when computer starts up

Mot Scheduled

\ ¥

/ <tac Careel
e iy =~ "';4 —

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria by clicking on the “Edit schedule” hyperlink to open this dialogue:
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@ Schedule Recurring Options > 1
Frequency
Tpe
[ ] Monday [] Wednesday [ Friday [ Saturday
[] Tuesday [] Thursday [] Sunday
Repeat every: weeks Start from: | 12/30/2021 |
Daily frequency
®) Occurs at 00 : 00
§ Fom 20 005
() Occurs every - hourl(s)
To 23 : 5015
| ok || cancel

Do not use the “Stop the plan if it runs for:” option if you have a slow or

unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during

working hours.
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Step 14. The next step page allows the execution of custom scripts before and/or after the
running of a Restore Plan.

aar zanss s s

|a Restore Wizard *

! Pre / Post Actions 3
Specify actions to be executed before and/or after the
restore plan is completed

[_] Pre-restore action

Do not run the restore plan if the pre-restore action fails

Run the restore plan if the pre-restore action fails

[_] Postrestore action

Execute the postrestore action only if the restore plan completes successfully

Execute the postrestore action regardless of the restore plan result

i & . = Back Mext = Cancel
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Step 15. The “Notifications and Logging” page allows you to enable notification email and add
an entry to Windows Event Log upon restore plan completion or failure.

() Restore Wizard X

Notifications and Logging A 3
Specify email notification settings and logging options ‘ b

® 1want to receive a notification emai

© When the restore plan fais or finished with warnings
() 1n al cases
] Add entry to Windows Event Log
When the restore plan fails or finished with warnings

In all cases

/ <o coce
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Step 16. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

muaar s anssas s o

i) Restore Wizard =

Summary _..f . \

Summary:

Flan name: Restore plan on 12/30/2021 12:43:19 PM A
Restore Type: Latest version
Restore image backup as Physical disk
Destination:
16 MB KIMNGSTOM SA2000M3 1000G restore to D:) 454.6 GB (325.3 GB)
KINGSTOM SA2000MS3 10006

Virtual machines will not be imported
Encryption: disabled
Schedule restore:

Restore is not scheduled

L4
\\ Click "Mext" to create restore plan
’ < Back Cancel
- il *‘LA
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Step 17. The final step of the process is to select when the Restore Plan will start running. To
have it start immediately, select the “Run Backup Now” option and click “Finish”. Otherwise, click
“Finish” and the plan will begin at the next scheduled time.

{3 Edit Restore Wizard
1
Restore Plan is successfully created.

[ Run restore now

!

m
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Restore to Physical Disk using MBS

Step 1. Navigate to the MBS Portal and select the “Computers” page on the main menu.

€ O Computers @ Backup - % M365/Google Backup @ RMM ~  lul Reporting ~ i Organization ~  # Settings ~ & Downloads ® o- ®-

Computers

Enter search request Q| Test_Company X~ o :
A1 @ Waming:0 Failed:0 Overdue:0 @ Problem:1 Warning:0  Pending:0 Unsupported Versions:0 Installation Issues: 0 c
) O Compuertiome Computer Status 1 Backup Company & User Account Action
Plan Status
- DSSTOPEQSRNON Backup for Windows, v8.0.4.6 -
F niine o -
O 8 e windows © oni a o S Connect

Server license. Paid. Auto-renew on Mar 1, 2025

Step 2. Locate the computer which backup dataset you wish to restore from and click on the
name of the computer or the backup status bar.

@ O Computers @ Backup - % M365/Google Backup @ RMM ~  lal Reporting - g Organization ~ & Settings -~ & Downloads 2L o- @ -
= _ »
Computers &% DESKTOP-EQ5RMOH (online) s X
Enter search request Q Test_Company X v General

+ Add New Plan D History <

Al:1 | @ Warning:0 Failed:0 Overdue:0 = @ Problem:0 Warning:1 = Pending:0 Unsupported Versions:0 Installation lss.  License

4 SCHEDULED
0 Os  Computer Name Computer Status 1 Backup Backup Plans
Plan Status Image-Based Backup Plan (NBF)
DESKTOP-EQSRMOH Backup for Windows. v8.0.4.6 Restore Plans
O & rest windows © online -
Server license. Paid. Auto-renew on Mar 1, 2025 N FETe) Plan Type &¥ Image-Based Backup Plan
P Storag Destination W Amazon 53
Backup Format Ner
Next Run Feb 27,2025,12:00AM ©®

~ Plan settings

A o
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Step 3 Switch to the “Restore Plans” tab. Click on the “+ Add New Plan” button and select
“Image-Based Restore Plan”

@& DESKTOP-EQ5RMOH (online) X

General
License
Backup Plans

Restore Plans
+ Add New Plan

Backup Storage (BETA
P ge ) Files Restore Plan

Image-Based Restore Plan

@ Open RMM
@ Connect ~

Q Agent Settings

© 2025 MSP360. All rights reserved. msp360.com
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Step 4. The first step when making a Restore Plan is to select if it should run only once, or if it
should be saved for future or scheduled use. The latter will allow you to name the plan.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

o Welcome

Select Backup Storage

Select Computer to
Restore

Select Backup to
Restore

Restore Point
Type of Data
Partitions
Destination
Schedule Options
Pre / Post Actions

Notifications

© 2025 MSP360. All rights reserved.

~

() Run the restore plan once
Run the restore only cnce by clicking the "Save’ butten on the last step of the wizard.

No scheduling options are available.

Q Saverestore plan

Save the restore plan settings for a later run or scheduled recovery

Plan name *

{ Image-Based Restore Plan

3 o

msp360.com
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Step 5. Next you will need to select the restore source

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
o Welcome Local or cloud storage
e Select Backup Storage ‘ Amazon 53 (leomsp360onboard)

=% Local Storage

€ Toadd a new storage account click here %

E3 o
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Step 6. Next you will need to select the computer to be restored.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

o Welcome

e Select Backup Storage

E DESKTOP-EQSRMOH

e Select Computer to
Restore

Select Backup to
Restore

Restore Point

Type of Data
Partitions
Destination
Encryption Options
Schedule Options
Pre / Post Actions

Notifications

E o
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Step 7. Next you will need to select the backup plan which contains the desired restore point.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

° Welcome

e Select Backup Storage

;: Image-Based Backup Plan (NBF)

e Select Computer to
Restore

e Select Backup to
Restore

3 o
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Step 8. The next step is to select the desired point in time to restore to.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
© weicome © Latest version

Restore the latest versions of selected files
© select Backup Storage () Select the Restore Point

Specify the existing Restore Point
e Select Computer to

Restore

o Select Backup to
Restore

o Restore Point

e Latest Version: Automatically restores the newest version of each file in the source
regardless of which restore point it belongs to.

e Select the Restore Point: Restores the image as it existed at the specified restore point

© 2025 MSP360. All rights reserved. msp360.com
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Step 9. Next, select the desired target format for the restored data

Create Image-Based Restore Plan for DESKTOP-EQS5RMOH | Image-Based Restore Plan X

© welcome © Restore as physical disk
Use this option if you want to restore Image Backup to a physical disk

© select Backup Storage () Restore as virtual disk

Use this option to restore as virtual disk file. Later you can mount this disk as virtual drive or use in your
e Select Computer to Virtual Machine environment

Restore *

e Select Backup to v
Restore

o Restore Point

e Type of Data

Back Next E Cancel

e Restore as physical disk: Restores the partitions selected later to a physical disk.
e Restore as virtual disk: Restores the data as a virtual disk in multiple supported
formats.
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Step 10. After selecting the type of restore target in the previous step, you now need to select
which partitions to restore. You can also select to convert GPT to MBR if needed.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
. .
° aleome Select partitions to restore
~
[] pisk volume Size Used Target Size  Label Fs Sector Size
e Select Backup Storage
D 0 260 MB 67 MB 260 MB  SYSTE.. FAT 512B
e Select Computer to
HeStors ] o 16 MB 0 bytes 16MB  [Micro... U.. 5128
o Select Backup to D 0 Ch 1705 GB 146.4 GB & 171GB # Windo... N.. 512B
Restore
E] 0 1000 MB 830 MB &= 1000 MB & WINRE... N.. 512B -
e Restore Point

(] Convert GPT to BIOS/MBR @
o Type of Data

o Partitions

E3 o

e Covert GPT to BIOS/MBR: Select this checkbox if the target instance or the target OS
does not support UEFI boot and requires BIOS boot.

If you click on the blue hyperlinked data size and folder icon in the Used column, it will open a
separate menu where you can choose to exclude certain data from the restore:
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Select partitions to restore *

Disk  Volume Size Used Target Size Label Fs
0 260 MB 67 MB 260 MB SYSTE... FAT
0 16 MB 0 bytes 16MB  [Micro... U...
0 () 1709GB | 146.4 GB % 171 GB ¢ Windo... N..
0 1000 MB 830MB B 1000 MB & WINRE... N..

Exclude Folders

’ $Recycle.Bin

4 Config.Msi

U8eUU0uoooooououod

© 2025 MSP360. All rights reserved.

Documents and Settings
MSP360_Refactoring_Project
PerfLogs

Program Files

Program Files (x86)
ProgramData

Recovery

Restore_Test

Scripts

SQL2019

System Volume Information
Users

Windows

Sector Size

512B

512B

512B

512B

If you click on the blue hyperlink value under the Target Size column, it will open a separate
menu where you can specify the target size of the partition:
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Select partitions to restore *

Disk  Volume Size Used Target Size Label Fs Sector Size .

0 260 MB 67 MB 260MB  5SYSTE.. FAT 512B

0 16 MB 0 bytes 16MB [Micro.. U.. 512B

'd 0 c\ 1709 GB 146.4 GB &= Windo... N.. 512B

M 0 1000 MB 890 MB &= 1000 MB & WINRE... N... 512B -
Specify Partition Size X

Minimum size: 171.00 GB

Maximum size: 65535.73 GB

Partition size 171 * GB -

A\ Attempts to restore to smaller partition can succeed if no blocks
in the backup image are used beyond the size of a new. If such
blocks exist, the restore plan will fail with a "block intersection
exists” error. If the restore to a smaller partition is inevitable, make
the partition as large as possible.

Attempts to restore to a smaller partition can succeed if no blocks in the backup
image are used beyond the size of a new. If such blocks exist, the restore plan will
fail with a “block intersection exists” error. If the restore to a smaller partition is
inevitable, make the partition as large as possible.
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Step 11. After selecting the partitions to be restored, next you will be prompted to select the
destination disk or partitions.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
© welcome Q© Select a physical disk
HDD: Fixed 476.9 GB SAMSUNG MZVLB512HBJQ-000L2 -

e Select Backup Storage

@ All data on the target disk will be lost
e Select Computer to

Restore () Select specific partition
Selected partition Volume
o Select Backup to
Restore 260 MB SAMSUNG MZVLB512HBJQ- -
000L2
o ReotarelP it 16 MB SAMSUNG MZVLB512HB|Q- -
0ooL2
e Type of Data 170.9 GB SAMSUNG MZVLB512HBJQ- -
000L2
aa 1000 MB SAMSUNG MZVLB512HBJQ-
a Partitions 4

0ooL2

e Destination .
A\ Restore to boot volume is not allowed

3 o

Be careful to select the correct target disk(s) and partition(s). All data in the
selected targets will be permanently destroyed.

The application will not allow you to restore to the boot volume of the target
computer from Windows or MBS. To restore the boot volume, use the Bare Metal
Restore bootable USB.
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Step 12. If the image backup dataset was encrypted, the restore plan will prompt you to enter
the password.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

o Welcome Password *

Enter passworc ®
e Select Backup Storage

Forgot Password?
e Select Computer to
Restore

Select Backup to
Restore

Restore Point
Type of Data
Partitions

Destination

Encryption Options
Schedule Options
Pre / Post Actions

Notifications

3 o
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Step 13. If the restore plan is saved for later, next you will set the schedule for the plan,
otherwise proceed to the next step.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan

° Welcome Run restore plan manually or configure the schedule for automatic plan execution

e e e e () No schedule (run manually)

() Specific date
e Select Computer to © Recurring

Restore
Settings will be available on the next step

o Select Backup to [] synchronize repository before restore

Restore
[] Stop plan if it runs longer than j

e Restore Point
[] Mark plan as 'Overdue’ after f -

G Type of Data

a Partitions
e Destination

e Encryption Options

@ Schedule Options

Back  Next E Cancel

[] Run missed scheduled plan immediately when computer starts up

No schedule (run manually): Use this option only when you wish to execute the

Restore manually.

Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option will add an additional step to the wizard which enables you

to schedule recurring Restorations at custom intervals:

It is recommended to Synchronize repository before restore if you are
restoring a backup dataset for a computer different from the original or if you are

signed in with a different backup user.

© 2025 MSP360. All rights reserved.
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Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

e Recurring Schedule: if you have selected the “Recurring” option, the next step will
enable you to configure schedule based on the criteria in the fields below:

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

e Select Backup Storage . .
- Schedule Recurring Options

Ehm Computer to Occurs every 1 week on Monday at 5:30 AM starting from Feb 27, 2025

Restore

Frequen Daily frequenc
o Select Backup to auency yired y

Restore Weekly - } © Occursat

. 05:30 AM Q
o Restore Point Repeat every Start from

Yy
() Occurs every

11 Week(s)  Feb27, 2025

e Type of Data o .
N Sun Mon Tue Wed Thu Fri Sat
e Partitions 0 OO0 000
o Destination o o

e Encryption Options
@ Schedule Options

m Recurring Schedule

E3 o
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Step 14. The next step is to specify any Pre or Post Actions which should be triggered by the
Restore Plan.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

© welcome [ Pre-restore action

e Select Backup Storage
© Do not run the restore plan if the pre-restore actic
e Select Computer to Run the restore plan if the pre-restore action fails
Restore
[] Post-restore action
Select Backup to
Restore

(o

Restore Point

Type of Data

Partitions

Destination

Encryption Options
@ Schedule Options
m Recurring Schedule

@ Pre / Post Actions

3 o
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Step 15. Finally, specify any notifications you would like to receive when the plan runs.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
0 Welcome Q Use company options () Specify custom options -
Success ©

e Select Backup Storage

(leonid.l@msp360.com)

e Select Computer to

Restore Add
e Select Backup to Warning ©

e (leonid.l@msp360.com)
o Restore Point Add
e Type of Data Failure @

. (leonid.|@msp360.com)
o Partitions

Add
9 Destination

| want to receive a notification email

Encryption Options
e P P © Ifthe restore plan fails or completes with warnings

S
@ schedule Options (U Inall cases

[ ] Add entry to Windows Event Log

o

0 Recurring Schedule
@ Pre / Post Actions

@ Notifications -

Step 16. Click on Save when you are happy with your selections. If the plan is set to run only a
single time and has no set schedule, it will automatically start. Otherwise, if it is set to run only
once and is scheduled, it will display in the list of plans until the scheduled time. If it is only set

to run once, then when it completes successfully it will remove itself from the list of plans. Only

Restore Plans which are saved will remain in the list for future use.
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Restore to Virtual Disk using the Agent

Step 1. After launching the Online Backup, you can run the Restore Wizard by “Restore” on the
application's main toolbar.

Home Tools

I& -I'.l’ £ MS 5QL Server «*K | I Restore to EC2 % rH Q
T
. L [ MS Exchange ‘sar B Restore to Azure WM ./
Files Image Restore Make Refresh  Search
Based Bootable USE

Backup fisc

Step 2. The first step of the wizard indicates that you have started the wizard.

|é3h Restore Wizard >
|
i Welcome to the Restore Wizard
This wizard helps you to restore files.
o~
|
__,Jﬂ
’ < Back Cancel
. e =0
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Step 3. The next step will prompt you to select the storage location for the source.

|G Restore Wizard >
f select Backup Storage g‘ A
| Select Backup storage or create a new one ( b
., Amazon 53 v =
@ Online Backup Account
Consistency Check: 12/27/2021 Used: 0 bytes
@ local disk =
> File System
"R Consistency Check: 12/27/2021 Used: 51.7 GB | Free: 130.9 GB
- '
t - Add new Storage Account
) & £

‘~ J gk carce
A - e =

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next you will choose whether to run the restore operation only once, or to save it for
later use. The latter will allow you to name the plan.

() Restore Wizard X

Plan Name

Mg )
Specify a plan name ( D

() Run restore once

Run restore only once when press Finish button on the last wizard step. No schedule option is
avaiable

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Image Restore as Virtual Disk
<ok caree
0
© 2025 MSP360. All rights reserved. msp360.com

169


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 5. Next you will be presented with a list of computers with the same prefix and associated
“Backup User” as the computer on which the Agent is currently running. Click to select the
desired computer then click on “Next”.

i) Restore Wizard et

Select Computer to Restore .g \
Select computer to restore ( b

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

E WIN10VM . ‘

) <Back | [ MNext> || cancel
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Step 6. Based on the contents of the selected source and computer, the next step is to choose
the type of restore. Select “Restore Image Based Backup” then continue to the next step by
clicking “Next”.

| &3 Restore Wizard A

'_ Type of Data ,‘f L&\
i Select type of data for restore @

Restore files and folders I_‘T_|

Restore M5 S5QL Server Database E

Restore M5 SQL Server backup files
O Restore Image Based Backup I_‘T_|

Bare Metal Restore [3]

Restore System State

/)

< Back Mext = Cancel

¥
Gad,
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

() Ediit Restore Wizard X

Select Backup to Restore g ;
)
Select backup to restore (}

.... Image-Based Backup Plan (NBF)

\ J <t cace
-~ d
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Step 8. The next step is to select the desired point in time to restore to.

() Edit Restore Wizard

Restore Point Pf 3
Restore from specified time ( b

© Latest version
Restore the latest versions of selected files

(O select the Restore Point
Specify the existing restore point
Incremental - 1/29/2025 11:33 PM - 43.8 GB

) <o coce

e Latest Version: Automatically restores the newest version of each file in the source

regardless of which restore point it belongs to.
e Select the Restore Point: Allows you to select which restore point to restore from the

dropdown list.
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Step 9. Next, select the desired target format for the restored data

() Restore Wizard X

Restore Type A \
Select type of data for restore ()

() Restore as physical disk
Use this option if you want to restore Image Backup to a physical disk

© Restore as virtual disk
Use this option to restore as virtual disk file. Later you can mount this disk as virtual drive or use
in your Virtual Machine environment
Select virtual file format: Hyper-V Virtual Disk (VHDX-format) dynamic i
() Restore to Amazon Web Services
Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

() Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

() Restore to VMware vSphere
Restore as VMware virtual machine

<t cace

Restore as physical disk: Restores the partitions selected later to a physical disk.
Restore as virtual disk: Restores the data as a virtual disk in multiple supported

formats.
e Restore to Amazon Web Services: Restores the data as either an EC2 machine, EBS

volume, or Amazon Machine Image.
e Restore to Microsoft Azure: Restores the image to either an Azure Virtual Machine or

Azure Data Disk.
e Restore to VMware vSphere: Restores the image as a new virtual machine in vSphere.

For AWS and Azure destinations, a storage account must already be specified
through the MBS portal
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Step 10. After selecting the type of restore target in the previous step, you can now choose to
restore the partitions with their existing parameters or to reorganize and resize them.

| é3¥ Restore Wizard X
I A
Select Partitions e )
Select partitions to restore ( b
() Reorganize partitions using advanced dialog (open dialog)
You can resize selected partitions and restore to several virtual disks
O Restore selected partitions to one virtual disk
| |pisk | volume |size | Used | Target Size | Label
ﬂ a 260 MB 32 MB 260 MB SYSTEM_DRV
[ I 15 MB 0 bytes 16 MB [MicrosoftR...
[ ] c:y 475.5GE 50.1GB 475,5 GB Windows-550
@0 1.12GB 1.04 GB 1,12 GB
\ [ ConvertGPT to BIOSMBR L2
w0

If you select “Reorganize partitions using advanced dialog” a new window will appear and allow
you to resize the partitions and rearrange them on one or more virtual disks.
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a Resize partitions

£ You can reorganize restoring partitions using this dialog: simply drag the partition from the original backup to a physical or
/ virtual disk.

Original backup (2/28/2025 5:00:55 AM)

&R HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HB]Q-000L2  GPT

SYSTE... FAT Windows-SSD (C:\) New Volume (D:\) WINRE_DRV NTFS
| | I |
Used: 67 MB Used: 145.0 GB Used: 253.7 GB Used: 929 MB
Size: 260 MB ize: § Size: 170.9 GB Size: 304.8 GB Size: 1000 MB
I
Restore to: (3) Add Virtual Disk
(= 0bytes (5 Remove
SYSTEM_DRV FAT || [Mi... Unknown || Windows-SSD (C:\) NTFS | WINRE_DRV NTFS
|| | |
Used: 67 MB Used: 0 bytes Used: 145.0 GB Exclude items ‘ Used: 929 MB Exclude items
Size: 260 MB Size: 16 MB Size: 170.9 GB Size: 1000 MB
- | |
Boot Partition M Required by System Partition M Data Partition
Cance

Click on any of the blue hyperlinks to open additional dialogue boxes allowing you greater

control over the name and size of the virtual disk, as well as the ability to add additional virtual
disks, and also exclude specific files or folders if desired.
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Step 11. Once the partitions are selected, the next step allows you to choose the name for the

virtual disk as well as the path it should be created in.

{3 Restore Wizard
A

Destination .p.. \
Specify local folder you want to restore the selected ( b

partitions

D:\Hypery YMs

Destination folder:

Virtual image name: restore_to_wirtual

Destination Disk Capacity: [478.94 El GB E

Minimum size:  476.94 GB
Maximum size: 65536.00 GB

\\ /

. _— -“.J

msp360.com
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Step 12. If the backed up data was encrypted, the next step will be to enter the password for
decryption. If the password is incorrect or missing, the restore plan will fail and you will need to
edit the plan to input the correct password.

| &3 Restore Wizard e

I_ Encryption Options \
i Spedfy encryption options ‘ b

("] Decrypt encrypted files with the following password

W

Password:
Display password

Current language: English (United States)

G _— "‘\.J
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Step 13. If the restore plan is saved for later, next you will set the schedule for the plan,
otherwise proceed to the next step.
| 3¥ Restore Wizard o - . X
! Schedule

i Specify schedule options ( B

Restore plan can be run manually or automatically by schedule.

W

® No schedule {run manually)

&t | [5 | Time: (14 : 00 : 00}
i) Recurring (Edit schedule)

[ ] synchronize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

Run missed scheduled plan immediately when computer starts up

Mot Scheduled

\ ¥

/ <tac Careel
e iy =~ "';4 —

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria by clicking on the “Edit schedule” hyperlink to open this dialogue:
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@ Schedule Recurring Options > 1
Frequency
Tpe
[ ] Monday [] Wednesday [ Friday [ Saturday
[] Tuesday [] Thursday [] Sunday
Repeat every: weeks Start from: | 12/30/2021 |
Daily frequency
®) Occurs at 00 : 00
§ Fom 20 005
() Occurs every - hourl(s)
To 23 : 5015
| ok || cancel

Do not use the “Stop the plan if it runs for:” option if you have a slow or

unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during

working hours.
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Step 14. The next step page allows the execution of custom scripts before and/or after the
running of a Restore Plan.

aar zanss s s

|a Restore Wizard *

! Pre / Post Actions 3
Specify actions to be executed before and/or after the
restore plan is completed

[_] Pre-restore action

Do not run the restore plan if the pre-restore action fails

Run the restore plan if the pre-restore action fails

[_] Postrestore action

Execute the postrestore action only if the restore plan completes successfully

Execute the postrestore action regardless of the restore plan result

i & . = Back Mext = Cancel
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Step 15. The “Notifications and Logging” page allows you to enable notification email and add
an entry to Windows Event Log upon restore plan completion or failure.

() Restore Wizard X

Notifications and Logging A 3
Specify email notification settings and logging options ‘ b

® 1want to receive a notification emai

© When the restore plan fais or finished with warnings
() 1n al cases
] Add entry to Windows Event Log
When the restore plan fails or finished with warnings

In all cases

/ <o coce
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Step 16. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

.!3 Restore Wizard X

Summary _; \

Summary:

Flan name: Restore plan on 12/30,/2021 1:07:46 PM -
Restore Type: Manual

Restore Image Based backup from 12/23/2021 7:09 PM

Restore image backup as Virtual disk

Virtual file format: Hyper-v Virtual Disk (vHDX-format) dynamic

Destination folder: D:\Hypery YMs

Virtual image name: restore_to_virtual

Disk Capacity: 476.94 GB

Virtual machines will not be imparted
Encryption: disabled
Schedule restore:

Restore is not scheduled

v
‘\ Click "™Mext™ to create restore plan
< Back Cancel
= C‘
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Step 17. The final step of the process is to select when the Restore Plan will start running. To
have it start immediately, select the “Run Backup Now” option and click “Finish”. Otherwise, click
“Finish” and the plan will begin at the next scheduled time.

{3 Edit Restore Wizard
1
Restore Plan is successfully created.

[ Run restore now

!

m
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Restore to Virtual Disk using MBS

Step 1. Navigate to the MBS Portal and select the “Computers” page on the main menu.

€ O Computers @ Backup - % M365/Google Backup @ RMM ~  lul Reporting ~ i Organization ~  # Settings ~ & Downloads ® o- ®-

Computers

Enter search request Q| Test_Company X~ o :
A1 @ Waming:0 Failed:0 Overdue:0 @ Problem:1 Warning:0  Pending:0 Unsupported Versions:0 Installation Issues: 0 c
) O Compuertiome Computer Status 1 Backup Company & User Account Action
Plan Status
- DSSTOPEQSRNON Backup for Windows, v8.0.4.6 -
F niine o -
O 8 e windows © oni a o S Connect

Server license. Paid. Auto-renew on Mar 1, 2025

Step 2. Locate the computer which backup dataset you wish to restore from and click on the
name of the computer or the backup status bar.

© O Computers @ Backup - & M365/Google Backup @ RMM ~  lal Reporting - & Organization ~  # Settings - & Downloads 2® o- o-
ol | -~
computers 52 DESKTOP-EQ5RMOH (oniine) X
Enter search request Q | Test_Company X v General

+ Add New Plan D History <

Al:1 | @ Warning:0 Failed:0 Overdue:0 = @ Problem:0 Warning:1 ~ Pending:0 Unsupported Versions: 0 Installation Issu ~ LiCense

£4 SCHEDULED
[ O Computername Computer status 1 Backup Backup Plans
AEOSETS Image-Based Backup Plan (NBF)
DESKTOP-EQSRMOH Backup for Windows, v8.0.4.6 Restore Plans
| et v @ onlre 1 Plan Type A2 image-Based Backup Plan
Server license. Paid. Auto-renew on Mar 1, 2025 Backup Storage (BETA) P 8 P
P & Destination W8 Amazon S3
Backup Format e
Next Run Feb 27,2025, 12:00 AM ©

~ Plan settings

;ele —
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Step 3. Switch to the “Restore Plans” tab. Click on the “+ Add New Plan” button and select
“Image-Based Restore Plan”

@& DESKTOP-EQ5RMOH (online) X

General
License
Backup Plans

Restore Plans
+ Add New Plan

Backup Storage (BETA
P ge ) Files Restore Plan

Image-Based Restore Plan

@ Open RMM
@ Connect ~

Q Agent Settings
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Step 4. The first step when making a Restore Plan is to select if it should run only once, or if it
should be saved for future or scheduled use. The latter will allow you to name the plan.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

o Welcome

Select Backup Storage

Select Computer to
Restore

Select Backup to
Restore

Restore Point
Type of Data
Partitions
Destination
Schedule Options
Pre / Post Actions

Notifications

© 2025 MSP360. All rights reserved.

~

() Run the restore plan once
Run the restore only cnce by clicking the "Save’ butten on the last step of the wizard.

No scheduling options are available.

Q Saverestore plan

Save the restore plan settings for a later run or scheduled recovery

Plan name *

{ Image-Based Restore Plan

3 o

msp360.com
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Step 5. Next you will need to select the restore source.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
o Welcome Local or cloud storage
e Select Backup Storage ‘ Amazon 53 (leomsp360onboard)

=% Local Storage

€ Toadd a new storage account click here %

E3 o
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Step 6. Next you will need to select the computer to be restored.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

o Welcome

e Select Backup Storage

E DESKTOP-EQSRMOH

e Select Computer to
Restore

Select Backup to
Restore

Restore Point

Type of Data
Partitions
Destination
Encryption Options
Schedule Options
Pre / Post Actions

Notifications

E o
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Step 7. Next you will need to select the backup plan which contains the desired restore point.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

° Welcome

e Select Backup Storage

;: Image-Based Backup Plan (NBF)

e Select Computer to
Restore

e Select Backup to
Restore

3 o
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Step 8. The next step is to select the desired point in time to restore to.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
© weicome © Latest version

Restore the latest versions of selected files
© select Backup Storage () Select the Restore Point

Specify the existing Restore Point
e Select Computer to

Restore

o Select Backup to
Restore

o Restore Point

e Latest Version: Automatically restores the newest version of each file in the source
regardless of which restore point it belongs to.

e Select the Restore Point: Restores the image as it existed at the specified restore point
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Step 9. Next, select the desired target format for the restored data.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan b 4
@ welcome () Restore as physical disk
Use this option if you want to restore Image Backup to a physical disk
© select Backup Storage O Restore as virtual disk
Use this option to restore as virtual disk file. Later you can mount this disk as virtual drive or use in your
e Select Computer to Virtual Machine environment
Restore

Select virtual file format *

Select Backup to Hyper-V Virtual Disk (VHDX-format) dynamic a
Restore Hyper-V Virtual Disk (VHDX-format) dynamic -
Hyper-V Virtual Disk (VHD-format) dynamic

Hyper-V Virtual Disk (VHD-format) fixed

o
o Restore Point
o

Type of Data VMware Virtual Disk vmfsdynamic

VirtualBox Virtual Disk dynamic
VMware Virtual Disk vmfsfixed
VirtualBox Virtual Disk fixed

RAW disk image rawsparse

E3 o

Restore as physical disk: Restores the partitions selected later to a physical disk.
Restore as virtual disk: Restores the data as a virtual disk in multiple popular formats.
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Step 10. After selecting the type of restore target in the previous step, you now need to select
which partitions to restore. You can also select to convert GPT to MBR if needed.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
. .
° aleome Select partitions to restore
~
[] pisk volume Size Used Target Size  Label Fs Sector Size
e Select Backup Storage
D 0 260 MB 67 MB 260 MB  SYSTE.. FAT 512B
e Select Computer to
HeStors ] o 16 MB 0 bytes 16MB  [Micro... U.. 5128
o Select Backup to D 0 Ch 1705 GB 146.4 GB & 171GB # Windo... N.. 512B
Restore
E] 0 1000 MB 830 MB &= 1000 MB & WINRE... N.. 512B -
e Restore Point

(] Convert GPT to BIOS/MBR @
o Type of Data

o Partitions

E3 o

e Covert GPT to BIOS/MBR: Select this checkbox if the target instance or the target OS
does not support UEFI boot and requires BIOS boot.

If you click on the highlighted in blue used space or folder icon, it will open an exclusion menu:
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Select partitions to restore *

Disk  Volume Size Used Target Size Label Fs Sector Size
0 260 MB 67 MB 260 MB  SYSTE... FAT 512B
0 16 MB 0 bytes 16MB [Micro... U.. 512B
0 [ 170.9 GB 146.4 GB & 171 GB ¢ Windo... N.. 512B
0 1000 MB 890 MB & 1000 MB & WINRE... N... 512B

Using this menu, you can select folders you want to exclude from the restore job:

Exclude Folders X

$Recycle.Bin

Config.Msi

Documents and Settings
MSP360_Refactoring_Project
PerfLogs

Program Files

Program Files (x86)
ProgramData

Recovery

Restore_Test

Scripts

SQL2019

System Volume Information

Users

U8eUU0uoooooououod

Windows

If you click on highlighted in blue target size or pen icon, it will open the partition size menu:
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Select partitions to restore *

Disk  Volume Size Used Target Size  Label ES Sector Size -
0 260 MB 67 MB 260 MB  SYSTE.. FAT 512B
0 16 MB 0 bytes 16 MB [Micro... U.. 512B
0 A 170.9 GB 146.4 GB & Windo... N... 512B
0 1000 MB 890 MB & 1000 MB #* WINRE... N.. 512B

Using the partition size menu, you can extend your target partition:
Specify Partition Size X

Minimum size: 171.00 GB

Maximum size: 65535.73 GB

Partition size 171 GB -

£\ Attempts to restore to smaller partition can succeed if no blocks
in the backup image are used beyond the size of a new. If such
blocks exist, the restore plan will fail with a “block intersection
exists” error. If the restore to a smaller partition is inevitable, make
the partition as large as possible.

Attempts to restore to a smaller partition can succeed if no blocks in the backup
image are used beyond the size of a new. If such blocks exist, the restore plan will
fail with a “block intersection exists” error.
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Step 11. After selecting the partitions to be restored, next you will be prompted to select the
destination disk or partitions.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
© welcome Q© Select a physical disk
HDD: Fixed 476.9 GB SAMSUNG MZVLB512HBJQ-000L2 -

e Select Backup Storage

@ All data on the target disk will be lost
e Select Computer to

Restore () Select specific partition
Selected partition Volume
o Select Backup to
Restore 260 MB SAMSUNG MZVLB512HBJQ- -
000L2
o ReotarelP it 16 MB SAMSUNG MZVLB512HB|Q- -
0ooL2
e Type of Data 170.9 GB SAMSUNG MZVLB512HBJQ- -
000L2
aa 1000 MB SAMSUNG MZVLB512HBJQ-
a Partitions 4

0ooL2

e Destination .
A\ Restore to boot volume is not allowed

3 o

Be careful to select the correct target disk(s) and partition(s). All data in the
selected targets will be permanently destroyed.

The application will now allow you to restore to the boot volume of the target
computer from Windows or MBS. To restore the boot volume, use the Bare Metal
Restore bootable USB.
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Step 12. If the image backup dataset was encrypted, the restore plan will prompt you to enter
the password.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

o Welcome Password *

Enter passworc ®
e Select Backup Storage

Forgot Password?
e Select Computer to
Restore

Select Backup to
Restore

Restore Point
Type of Data
Partitions

Destination

Encryption Options
Schedule Options
Pre / Post Actions

Notifications

3 o
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Step 13. If the restore plan is saved for later, next you will set the schedule for the plan,
otherwise proceed to the next step.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan

° Welcome Run restore plan manually or configure the schedule for automatic plan execution

e e e e () No schedule (run manually)

() Specific date
e Select Computer to © Recurring

Restore
Settings will be available on the next step

o Select Backup to [] synchronize repository before restore

Restore
[] Stop plan if it runs longer than j

e Restore Point
[] Mark plan as 'Overdue’ after f -

G Type of Data

a Partitions
e Destination

e Encryption Options

@ Schedule Options

Back  Next E Cancel

[] Run missed scheduled plan immediately when computer starts up

No schedule (run manually): Use this option only when you wish to execute the

Restore manually.

Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option will add an additional step to the wizard which enables you

to schedule recurring Restorations at custom intervals:

It is recommended to Synchronize repository before restore if you are
restoring a backup dataset for a computer different from the original or if you are

signed in with a different backup user.
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Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

e Recurring Schedule: if you have selected the “Recurring” option, the next step will
enable you to configure schedule based on the criteria in the fields below:

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

e Select Backup Storage . .
- Schedule Recurring Options

Ehm Computer to Occurs every 1 week on Monday at 5:30 AM starting from Feb 27, 2025

Restore

Frequen Daily frequenc
o Select Backup to auency yired y

Restore Weekly - } © Occursat

. 05:30 AM Q
o Restore Point Repeat every Start from

Yy
() Occurs every

11 Week(s)  Feb27, 2025

e Type of Data o .
N Sun Mon Tue Wed Thu Fri Sat
e Partitions 0 OO0 000
o Destination o o

e Encryption Options
@ Schedule Options

m Recurring Schedule

E3 o
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Step 14. The next step is to specify any Pre or Post Actions which should be triggered by the
Restore Plan.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X

© welcome [ Pre-restore action

e Select Backup Storage
© Do not run the restore plan if the pre-restore actic
e Select Computer to Run the restore plan if the pre-restore action fails
Restore
[] Post-restore action
Select Backup to
Restore

(o

Restore Point

Type of Data

Partitions

Destination

Encryption Options
@ Schedule Options
m Recurring Schedule

@ Pre / Post Actions

3 o
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Step 15. Finally, specify any notifications you would like to receive when the plan runs.

Create Image-Based Restore Plan for DESKTOP-EQ5RMOH | Image-Based Restore Plan X
0 Welcome Q Use company options () Specify custom options -
Success ©

e Select Backup Storage

(leonid.l@msp360.com)

e Select Computer to

Restore Add
e Select Backup to Warning ©

e (leonid.l@msp360.com)
o Restore Point Add
e Type of Data Failure @

. (leonid.|@msp360.com)
o Partitions

Add
9 Destination

| want to receive a notification email

Encryption Options
e P P © Ifthe restore plan fails or completes with warnings

S
@ schedule Options (U Inall cases

[ ] Add entry to Windows Event Log

o

0 Recurring Schedule
@ Pre / Post Actions

@ Notifications -

Step 16. Click on Save when you are happy with your selections. If the plan is set to run only a
single time and has no set schedule, it will automatically start. Otherwise, if it is set to run only
once and is scheduled, it will display in the list of plans until the scheduled time. If it is only set

to run once, then when it completes successfully it will remove itself from the list of plans. Only

Restore Plans which are saved will remain in the list for future use.
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Restore to an EC2 Instance using the Agent

Please note that in order to enable restore to EC2 and EBS capabilities, the
vmimport role must be created in advance. You can find more info in the help

article below:
https://help.mspbackups.com/billing-storage/storage-providers/amazon/required

-permissions

Step 1. After launching the Online Backup, click on “Restore to EC” in the top menu

a b4 Home Tools

I& .,l. MS SOL Server +"K | WP Restore to EC2 % Fap'| Q
R
L [ MS Exchange ae B Restore to Azure VM U
Files Image Restore Make Refresh  Search
Based Bootable USB
Backup Recover Misc
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Step 2. The first step of the wizard indicates that you have started the wizard.

FLial £ A

E} Edit Restore Wizard =

Welcome to the Restore to EC2 Wizard

This wizard helps you to restore disk image based backup to
the EC2

’ < Back Cancel
e — "‘:J ~
© 2025 MSP360. All rights reserved. msp360.com

203


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkupS and Restores

Step 3. The next step will prompt you to select the storage location for the source.

|G Restore Wizard >
f select Backup Storage g‘ A
| Select Backup storage or create a new one ( b
., Amazon 53 v =
@ Online Backup Account
Consistency Check: 12/27/2021 Used: 0 bytes
@ local disk =
> File System
"R Consistency Check: 12/27/2021 Used: 51.7 GB | Free: 130.9 GB
- '
t - Add new Storage Account
) & £

‘~ J gk carce
A - e =

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next you will choose whether to run the restore operation only once, or to save it for
later use. The latter will allow you to name the plan.

{:} Edit Restore Wizard >

Plan Name _; \
Specify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Restore to EC2
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Step 5. Next you will be presented with a list of computers with the same prefix and associated
“Backup User” as the computer on which the Agent is currently running. Click to select the
desired computer then click on “Next”.

i) Restore Wizard et

Select Computer to Restore .g \
Select computer to restore ( b

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

E WIN10VM . ‘

) <Back | [ MNext> || cancel
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Step 6. Based on the contents of the selected source and computer, the next step is to choose
the type of restore. Select “Restore Image Based Backup” then continue to the next step by
clicking “Next”.

Hsurmysnr 1 Bllacs

O Edit Restore Wizard >

i —.
Type of Data ﬁ B
Select type of data for restore G b

© Restore Image Based Backup I_‘?_l

4 Conce
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

() Ediit Restore Wizard X

Select Backup to Restore g ;
)
Select backup to restore (}

.... Image-Based Backup Plan (NBF)

\ J <t cace
-~ d
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Step 8.The next step is to select the desired point in time to restore to.

() Edit Restore Wizard X

Restore Point P‘ LA
Restore from specified time ( B

© Latest version
Restore the latest versions of selected files
(O select the Restore Point
Specify the existing restore point
Incremental - 1/29/2025 11:33 PM - 43.8 GB

J <o coce

e Latest Version: Automatically restores the most recent backup restore point.
e Select the Restore Point: Allows you to select a specific restore point (date) to restore.
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Step 9. Next, select the desired target format for the restored data

() Edit Restore Wizard X

Amazon Data Type e [
Select type of data for restore ( b ’

© Restore as Amazon EC2 Instance
Supported OS: Windows 2008, 2012, 2016, 2019

() Create AMI (Amazon Machine Image)
Supported OS: Windows 7, 8, 10, 2008, 2012, 2016

() Restore as EBS Volume
The target wil not be prepared for using it as a boot disk

< cocs

-

e Restore as Amazon EC2 Instance: Restores the partitions selected later to a physical

disk.
e Create AMI (Amazon Machine Image): Restores the data as a virtual disk in multiple

supported formats.
e Restore as an EBS Volume: Restores the data as either an EC2 machine, EBS

volume, or Amazon Machine Image.

For AWS and Azure destinations, a storage account must already be specified
through the MBS portal
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Step 10. After selecting the type of restore target in the previous step, you are prompted to
specify the parameters of the new EC2 instance.

() Edit Restore Wizard X

Specify Target EC2 Instance details

8 : )
EC2 Instance Details

* Temporary S3 storage and target EC2 instance account:

Select Account: Amazon 53 i

Note: make sure the specified account has reguired permissions

‘ Target EC2 Instance Details

Region: US East (Northern Virginia) [z
Instance type: m3.2xlarge v
Subnet: subnet-814a0ecc | us-east-1a v
Security Group: launch-wizard-1 v
IAM role checking state:  User is not authorized to perform actions with TAM

EBS volume type: Magnetic (standard) v

< cace
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Step 11. After specifying the target EC2 instance details, you will need to choose between using
a temporary EC2 instance or local computer for the restore operation.

() Restore Wizard X

Specify Temporary Instance A \
Temporary Instance ( !’
© Use temporary instance

Files wil be copied faster via temporary virtual machine. Extra fee wil be charged depending on
instance type and restore running time.

Fj} s ‘ . .
Corp Wasabi East 2 Temporary Target
instance instance

() Do not use temporary instance
Files will be copied via local computer. Usually slower, depends on local internet connection.

g — &2 — ©®

Corp Wasabi East 2 Local Target
computer instance

<o cace

e Use temporary instance: This option creates a temporary EC2 instance in Amazon
Web Services that will download backup data from the storage destination and restore it
as a target instance. Usually, this method is faster as the temporary and target instance
are located in the same AWS network.

e Do not use temporary instance: When selecting this option, the restore operation will
be performed using the resources of the local computer. Usually, this approach is slower,
depending on the local internet connection.

Enabling the “Use temporary instance” option will lead to additional charges in
Amazon Web Services for running the temporary EC2 instance. Please check
the AWS documentation on instance types and pricing for more information.
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Step 12. If you have selected to use a temporary instance, the next page will allow you to
select the Amazon account from the upper dropdown box, and specify the Temporary EC2
Instance details below.

) Restore Wizard X

Specify Temporary EC2 Instance details - IR ‘

g )
Temporary EC2 Instance Details ( B

* Temporary 53 storage and target EC2 instance account:

Select Account: Amazon 53 =

Note: make sure the specified account has reguired permissions

. Target EC2 Instance Details

Region: US East (Northern Virginia)
Instance type: t2.medium -
Subnet: subnet-814alecc | us-east-1a ~
Security Group: launch-wizard-1 v
AMI: ami-0a749d160bf052e89 Windows_Server-2016-English-Full-Bas
EBS volume type: Magnetic (standard) v

<o carce
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Step 13. After selecting the type of restore target in the previous step, you can now choose to
restore the partitions with their existing parameters or to reorganize and resize them.

{3 Edit Restore Wizard X

1

X

Select Partitions e
Select partitions to restore ‘ b

() Reorganize partitions using advanced dialog (open dialog)
‘You can resize selected partitions and restore to several virtual disks

O Restore selected partitions to one virtual disk

Disk | Volume | Size Used Target Size Label
260 MB 32MB 260 MB SYSTEM_DRV
o 16 MB 0 bytes 16 MB Microsoft ..
Bo o 475.5 GB 90.1GB 475,5 GB Windows-550
[ IV 1,12 GB 1,04 GB 1,12 GB

. B convert GPT to BIOS/MBR (2]
\\ /
), <o Cance

. e =

If you select “Reorganize partitions using advanced dialog” a new window will appear and allow
you to resize the partitions and rearrange them on one or more virtual disks.
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a Resize partitions

£ You can reorganize restoring partitions using this dialog: simply drag the partition from the original backup to a physical or
/ virtual disk.

Original backup (2/28/2025 5:00:55 AM)

&R HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HB]Q-000L2  GPT

SYSTE... FAT Windows-SSD (C:\) New Volume (D:\) WINRE_DRV NTFS
| | I |
Used: 67 MB Used: 145.0 GB Used: 253.7 GB Used: 929 MB
Size: 260 MB ize: § Size: 170.9 GB Size: 304.8 GB Size: 1000 MB
I
Restore to: (3) Add Virtual Disk
(= 0bytes (5 Remove
SYSTEM_DRV FAT || [Mi... Unknown || Windows-SSD (C:\) NTFS | WINRE_DRV NTFS
|| | |
Used: 67 MB Used: 0 bytes Used: 145.0 GB Exclude items ‘ Used: 929 MB Exclude items
Size: 260 MB Size: 16 MB Size: 170.9 GB Size: 1000 MB
- | |
Boot Partition M Required by System Partition M Data Partition
Cance

Click on any of the blue hyperlinks to open additional dialogue boxes allowing you greater

control over the name and size of the virtual disk, as well as the ability to add additional virtual
disks, and also exclude specific files or folders if desired.
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Step 14. Once the partitions are selected, the next step allows you to choose the size of the
virtual disk used by the instance.

BT R 1 BT

Q Edit Restore Wizard >

! Destination .‘c 3
Spedfy destination disk capacity G b

Destination Dick Capadty: 476.67 |3 e [

Minimum size: 476.67 GB
Maximum size: 2048.00 GB
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Step 15. If the backed up data was encrypted, the next step will be to enter the password for
decryption. If the password is incorrect or missing, the restore plan will fail and you will need to
edit the plan to input the correct password.

| &3 Restore Wizard e

I_ Encryption Options \
i Spedfy encryption options ‘ b

("] Decrypt encrypted files with the following password

W

Password:
Display password

Current language: English (United States)

G _— "‘\.J
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Step 16. If the restore plan is saved for later, next you will set the schedule for the plan,
otherwise proceed to the next step.
| 3¥ Restore Wizard o - . X
! Schedule

i Specify schedule options ( B

Restore plan can be run manually or automatically by schedule.

W

® No schedule {run manually)

&t | [5 | Time: (14 : 00 : 00}
i) Recurring (Edit schedule)

[ ] synchronize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

Run missed scheduled plan immediately when computer starts up

Mot Scheduled

\ ¥

/ <tac Careel
e iy =~ "';4 —

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria by clicking on the “Edit schedule” hyperlink to open this dialogue:
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@ Schedule Recurring Options > 1
Frequency
Tpe
[ ] Monday [] Wednesday [ Friday [ Saturday
[] Tuesday [] Thursday [] Sunday
Repeat every: weeks Start from: | 12/30/2021 |
Daily frequency
®) Occurs at 00 : 00
§ Fom 20 005
() Occurs every - hourl(s)
To 23 : 5015
| ok || cancel

Do not use the “Stop the plan if it runs for:” option if you have a slow or

unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during

working hours.
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Step 17. The next step page allows the execution of custom scripts before and/or after the
running of a Restore Plan.

aar zanss s s

|a Restore Wizard *

! Pre / Post Actions 3
Specify actions to be executed before and/or after the
restore plan is completed

[_] Pre-restore action

Do not run the restore plan if the pre-restore action fails

Run the restore plan if the pre-restore action fails

[_] Postrestore action

Execute the postrestore action only if the restore plan completes successfully

Execute the postrestore action regardless of the restore plan result

i & . = Back Mext = Cancel
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Step 18. The “Notifications and Logging” page allows you to enable notification email and add
an entry to Windows Event Log upon restore plan completion or failure.
() Edit Restore Wizard X

Notifications and Logging ra
Specify email notification settings and logging options ‘ B

B 1 want to receive a notification email

© When the restore plan fais or finished with warnings
() In all cases
[] Add entry to Windows Event Log
When the restore plan fais or finished with warnings

In al cases

/ < coce
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Step 19. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

O zaase

| &b Edit Restore Wizard

% |
| . I
Summary .Pj \
Summary:
Plan name; Restore to EC2 -
Restore Type: Manual
Restore Image Based backup from 12/23/2021 7:09 PM
Region name: us-east-2
Security Group: default
Subnet ID: subnet-ab41badé
Instance type: m3_medium
Disk Capacity: 476.67 GB
Encryption: disabled
Schedule restore:
Restore is not scheduled
L4
‘\ Click "™Mext™ to create restaore plan
L
/ <o carce
- e 0
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Step 20. The final step of the process is to select when the Restore Plan will start running. To
have it start immediately, select the “Run Backup Now” option and click “Finish”. Otherwise, click
“Finish” and the plan will begin at the next scheduled time.

{3 Edit Restore Wizard
1
Restore Plan is successfully created.

[ Run restore now

!

m
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Restore to an EC2 Instance using MBS

Please note that in order to enable restore to EC2 and EBS capabilities, the
vmimport role must be created in advance. You can find more info in the help

article below:

https://help.mspbackups.com/billing-storage/storage-providers/amazon/required

-permissions

Step 1. Navigate to the MBS Portal and select “Backup” on the main menu, then click on
“Restore to Cloud™:

[ O Computers @ Backup ~ & M365/Google Backup ~ @ RMM ~  lul Reporting ~ i Organization -  # Settings ~ & Downloads a4 ©0- @~

Computers © compuers

le2 Monitoring / History
Enter search request ® Backup Templates Q - o
& Restore to Cloud
Al:3 | @ Warning roblem Warning  Pending Unsupported Versions fe
= M365/Google
0 os Comp ater Status T Backup RMM @ Company & User Account  Action
& Storage Accounts Plan Status Disk CPU  MEM Updates Antivirus Events
Backup for Windows, v7.9.7.69
& Storage Limits
0 &= m;wl & line &  Agentisnotinstalled ;:i:f:g”"y @ Connect v
""""" Server license. Paid. Auto-renew on Nov 1, 2024 -
13 ” H
Step 2. Next, please select the “Amazon EC2 Restore” option.
Back
€ O cComputers & - = M365/Google Backup ~ RMM - Ll Reporting ~ i Organization - % Settings - & Downloads. LIRS 2 0 - @ -
P Restore to Cloud 8l P P g & &

© Learn more about Amazon EC2 Restore and MS Azure Restore

Restore to Cloud

Amazon EC2 Restore || MS Azure Restore

Plan Name Source Computer Restore Type Instance Type

Status Plan Info Message Actions

No Data Provided
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Step 3. The first page will prompt you to provide the restore plan name and select a backup
dataset to restore.

Restore to EC2 X

o What to Restare
Plan Name *

Encryption [ Restore as new EC2 instance ]

User

[ new_user X - ]
Destination

[ Amazon 53 (Amazon 53) X~ ]
Computer

[ WIN-QT8520B6NUB X - ]

Point in Time

NBF to 53 01/29/2025 23:33:49 X -

e o

Plan Name: The plan name is displayed on the Restore to Cloud dashboard
User: Please select the user authorized during the creation of the backup dataset.
Destination: Select the backup destination that contains the required backup data.
Computer: Select the computer (prefix) containing the data to be restored.

Point in Time: Pick the date/ backup version that is to be restored.

Note that only cloud storage buckets can be used when restoring to EC2 from
the MBS Console. Local storage can only be used when restoring from the
Agent.
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Step 4. If the backup dataset was encrypted, the next page will prompt for the encryption

password.
Restore to EC2 X
a What to Restore Backup data was encrypted. You must provide encryption password. *
............... @
Q Encryption

Show password hint
Select Partitions

Target Instance
Temporary Instance

Preview
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Step 5. Next you will need to select the partitions to restore.

Restore to EC2

€ what to Restore Select Partitions
© Encryption Disk DiskModel Size
©) selectPartitions 0 Microsoft Virtu... 498 MB
0 Microsoft Virtu... 99 MB
0 Microsoft Virtu... 16 MB
0 Microsoft Virtu...  39.4 GB
Encrypted: Yes [ ] Convertto MBR

Used

384 MB

27 MB

0 bytes

238GB

Label FS

Recovery NTFS

- FAT

[Microsoft Reserv...  Unknown

- NTFS -

Boot Mode  Detect automatically ~

A Some instance types may not support some features such as UEFI boot or TPM. Refer to the
documentation to ensure selection of appropriate instance type
Refer to AWS documentation: Article 1, Article 2

A AWS import/export limitations may resultin failure when importing a machine with Secure

Boot enabled to AWS. Learn more

e Convert to MBR: Please select this option if the system does not support GPT (GUID
Partition Table) and requires conversion to the Master Boot Record.
e Boot Mode: allows you to select “Detect automatically”, “Force UEFI boot mode”, or

“Force BIOS boot mode”

Some instance types may not support some features such as UEFI boot or
TPM. Refer to the documentation to ensure selection of appropriate instance

type. Refer to AWS documentation: Article 1, Article 2.

AWS import/export limitations may result in failure when importing a machine

with Secure Boot enabled to AWS. Learn more.
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Step 6. The next step is to specify the parameters for your target EC2 instance:

Restore to EC2 X
@ what to Restore Target Instance
o Encryption AWS Account *

. Amazon 53 X -
o Select Partitions

AWS Region *
o Target Instance
S East (Northern Virginia) X -

Temp Destination *

leomsp360onboard X - +

Instance Type *

[ m3_medium X - }
Subnet *
[ subnet-814a0ecc | us-east-1a X - }
Security Group *

launch-wizard-1 X -

-]

AWS Account: The account under which a new EC2 instance will be stored
AWS Region: The region that is to store the newly created EC2 instance. Please note
that the EC2 price is different depending on the AWS region selected. More information
can be found here.

e Temp Destination: Storage destination to store temporary disk for VM import. Use the +
button to create a new bucket, if necessary.
Instance Type: The type of instance required. Learn more about EC2 instance types.
Subnet: Select one of the subnets available. Learn more about EC2 subnets.
Security Group: Select the default security group or the custom one you created
yourself.
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When selecting the Target Instance Type, please make sure that the selected
type has sufficient resources (RAM, storage, and vCPUs) to accommodate the
restored computer.

Step 7. Next, please specify the Temporary Instance parameters:

Restore to EC2 X
€ what to Restore Temporary Instance
o Encryption AWS Account *

o Amazon 53 X~
e Select Partitions

AWS Region *
o Target Instance
US East (Northern Virginia) X -

Temporary Instance
e porary Instance Type *

m1_small X -
Subnet *

subnet-814alecc | us-east-1a X -
Security Group *

launch-wizard-1 X -
AMI *

ami-0790368b78dc061ch Windows_Server-2019-English-Full-Base-2024.09.11 (Microsoft Wi... X ~

(o [ [

AWS Account: The account under which a new EC2 instance will be stored
AWS Region: The region that is to store the newly created EC2 instance. Please note
that the EC2 price is different depending on the AWS region selected. More information
can be found here.

e Temp Destination: Storage destination to store temporary disk for VM import. Use the +
button to create a new bucket, if necessary.
Instance Type: The type of instance required. Learn more about EC2 instance types.
Subnet: Select one of the subnets available. Learn more about EC2 subnets.
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e Security Group: Select the default security group or the custom one you created
yourself.

e AMI: AMI (Amazon Machine Image) allows you to create an Amazon machine image
(based on your image backup configuration) in addition to a restored EC2 instance. The
restored EC2 instance will be run automatically and it will have a public IP address. The
created Amazon machine image can be used for setting up other EC2 instances in the
future. You can find Amazon machine images on the IMAGES section of the AWS EC2
Management Console. More information here.

Step 8. Review all settings specified across the restore wizard and ensure that they are
accurate. Click Save and Run to execute the restore to an EC2 instance.

Restore to EC2 X
o What to Restore Preview
@ Encryption Plan Name: Restore as new EC2 instance on Oct 4, 2024, 12:18:13 AM

e Select Partitions Restore Source

o Target Instance Backup Type: Image Based

Computer: WIN-QT8520B6NUB
© Temporary Instance Point in Time: 10/01/2024 20:24:13 image (legacy backup format)
© Preview

Selected Partitions
Partition Name: FS: NTFS. Label: Recovery. Size: 499 MB
Partition Name: FS: FAT. Label: . Size: 99 MB
Partition Name: FS: Unknown. Label: [Microsoft Reserved]. Size: 16 MB
Partition Name: C:\39.4 GB (23.8 GB)
Convert to MBR: No

Boot Mode: Detect automatically

Target Instance
AWS Account: Amazon S3
AWS Region: US East (Northern Virginia)

Temp Destination: leomsp360onboard
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Restore to an Amazon Machine Image using the Agent

Step 1. After launching the Online Backup, click on “Restore to EC2” in the top menu

Home Tools

Iﬁ .l.r £ M5 50L Server +"K | WP Restore to EC2 % Fap'| Q
A
L MS Exchange ae B Restore to Azure VM u
Files Image

Restore Make Refresh  Search
Based Bootable USB
Backup

Step 2. The first step of the wizard indicates that you have started the wizard.

FLial £ A

E} Edit Restore Wizard =
|

Welcome to the Restore to EC2 Wizard

This wizard helps you to restore disk image based backup to
the EC2

- _— ‘ij )
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Step 3. The next step will prompt you to select the storage location for the source.

|G Restore Wizard >
f select Backup Storage g‘ A
| Select Backup storage or create a new one ( b
., Amazon 53 v =
@ Online Backup Account
Consistency Check: 12/27/2021 Used: 0 bytes
@ local disk =
> File System
"R Consistency Check: 12/27/2021 Used: 51.7 GB | Free: 130.9 GB
- '
t - Add new Storage Account
) & £

‘~ J gk carce
A - e =

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next you will choose whether to run the restore operation only once, or to save it for
later use. The latter will allow you to name the plan.

{:} Edit Restore Wizard >

Plan Name _; \
Specify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Restore to EC2
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Step 5. Next you will be presented with a list of computers with the same prefix and associated
“Backup User” as the computer on which the Agent is currently running. Click to select the
desired computer then click on “Next”.

i) Restore Wizard et

Select Computer to Restore .g \
Select computer to restore ( b

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

E WIN10VM . ‘

) <Back | [ MNext> || cancel
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Step 6. Based on the contents of the selected source and computer, the next step is to choose
the type of restore. Select “Restore Image Based Backup” then continue to the next step by
clicking “Next”.

Hsurmysnr 1 Bllacs

O Edit Restore Wizard >

i —.
Type of Data ﬁ B
Select type of data for restore G b

© Restore Image Based Backup I_‘?_l

4 Conce
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

() Ediit Restore Wizard X

Select Backup to Restore g ;
)
Select backup to restore (}

.... Image-Based Backup Plan (NBF)

\ J <t cace
-~ d
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Step 8. The next step is to select the desired point in time to restore to.

() Edit Restore Wizard X

Restore Point P‘ LA
Restore from specified time ( B

© Latest version
Restore the latest versions of selected files
(O select the Restore Point
Specify the existing restore point
Incremental - 1/29/2025 11:33 PM - 43.8 GB

J <o coce

e Latest Version: Automatically restores the most recent backup restore point.
e Select the Restore Point: Allows you to select a specific restore point (date) to restore.
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Step 9. Next, select the desired target format for the restored data

() Edit Restore Wizard X

Amazon Data Type e
Select type of data for restore ( !’

(") Restore as Amazon EC2 Instance

Supported OS: Windows 2008, 2012, 2016, 2019
© cCreate AMI (Amazon Machine Image)

Supported 05: Windows 7, 8, 10, 2008, 2012, 2016
() Restore as EBS Volume

The target wil not be prepared for using it as a boot disk

<o carce

-

e Restore as Amazon EC2 Instance: Restores the partitions selected later to a physical

disk.
e Create AMI (Amazon Machine Image): Restores the data as a virtual disk in multiple

supported formats.
e Restore as an EBS Volume: Restores the data as either an EC2 machine, EBS

volume, or Amazon Machine Image.

For AWS and Azure destinations, a storage account must already be specified
through the MBS portal
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Step 10. After selecting the type of restore target in the previous step, you are prompted to
specify the parameters of the new AMI.

() Edit Restore Wizard

X
Spedify Target EC2 Instance details )
EC2 Instance Details ( b

* Temporary S3 storage and target EC2 instance account:
Select Account: Amazon 53 v
Note: make sure the specified account has required permissions

‘ Target EC2 Instance Details
Region: US East (Northern Virginia) 52
IAM role checking state:  User is not authorized to perform actions with IAM
EBS volume type: Magnetic (standard) ~

J <k cocs
. _— . “.‘
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Step 11. After selecting the type of restore target in the previous step, you can now choose to
restore the partitions with their existing parameters or to reorganize and resize them.

{3 Edit Restore Wizard X

1

X

Select Partitions e
Select partitions to restore ‘ b

() Reorganize partitions using advanced dialog (open dialog)
‘You can resize selected partitions and restore to several virtual disks

O Restore selected partitions to one virtual disk

Disk | Volume | Size Used Target Size Label
260 MB 32MB 260 MB SYSTEM_DRV
o 16 MB 0 bytes 16 MB Microsoft ..
Bo o 475.5 GB 90.1GB 475,5 GB Windows-550
[ IV 1,12 GB 1,04 GB 1,12 GB

. B convert GPT to BIOS/MBR (2]
\\ /
), <o Cance

. e =

If you select “Reorganize partitions using advanced dialog” a new window will appear and allow
you to resize the partitions and rearrange them on one or more virtual disks.
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a Resize partitions

£ You can reorganize restoring partitions using this dialog: simply drag the partition from the original backup to a physical or
/ virtual disk.

Original backup (2/28/2025 5:00:55 AM)

&R HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HB]Q-000L2  GPT

SYSTE... FAT Windows-SSD (C:\) New Volume (D:\) WINRE_DRV NTFS
| | I |
Used: 67 MB Used: 145.0 GB Used: 253.7 GB Used: 929 MB
Size: 260 MB ize: § Size: 170.9 GB Size: 304.8 GB Size: 1000 MB
I
Restore to: (3) Add Virtual Disk
(= 0bytes (5 Remove
SYSTEM_DRV FAT || [Mi... Unknown || Windows-SSD (C:\) NTFS | WINRE_DRV NTFS
|| | |
Used: 67 MB Used: 0 bytes Used: 145.0 GB Exclude items ‘ Used: 929 MB Exclude items
Size: 260 MB Size: 16 MB Size: 170.9 GB Size: 1000 MB
- | |
Boot Partition M Required by System Partition M Data Partition
Cance

Click on any of the blue hyperlinks to open additional dialogue boxes allowing you greater

control over the name and size of the virtual disk, as well as the ability to add additional virtual
disks, and also exclude specific files or folders if desired.

© 2025 MSP360. All rights reserved.

msp360.com

241


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 12. After specifying the target EC2 instance details, you will need to choose between using
a temporary EC2 instance or local computer for the restore operation.

() Restore Wizard X

Specify Temporary Instance A \
Temporary Instance ( !’
© Use temporary instance

Files wil be copied faster via temporary virtual machine. Extra fee wil be charged depending on
instance type and restore running time.

Fj} s ‘ . .
Corp Wasabi East 2 Temporary Target
instance instance

() Do not use temporary instance
Files will be copied via local computer. Usually slower, depends on local internet connection.

g — &2 — ©®

Corp Wasabi East 2 Local Target
computer instance

<o cace

e Use temporary instance: This option creates a temporary EC2 instance in Amazon
Web Services that will download backup data from the storage destination and restore it
as a target instance. Usually, this method is faster as the temporary and target instance
are located in the same AWS network.

e Do not use temporary instance: When selecting this option, the restore operation will
be performed using the resources of local computer. Usually, this approach is slower,
depending on the local internet connection.

Enabling the “Use temporary instance” option will lead to additional charges in
Amazon Web Services for running the temporary EC2 instance. Please check
the AWS documentation on instance types and pricing for more information.
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Step 13. If you have selected to use a temporary instance, the next page will allow you to
select the Amazon account from the upper dropdown box, and specify the Temporary EC2
Instance details below.

() Edit Restore Wizard X ‘

Specify Temporary EC2 Instance details

,-P:
Temporary EC2 Instance Details

* Temporary S3 storage and target EC2 instance account:

Select Account: Amazon 53 2

Note: make sure the specified account has reguired permissions

‘ Target EC2 Instance Details

Region: US East (Northern Virginia) K2
Instance type: t2.medium v
Subnet: subnet-814a0ecc | us-east-1a -
Security Group: launch-wizard-1 ~
AMI: ami-0893df1bd754c3189 Windows_Server-2019-English-Full-Bas
EBS volume type: Magnetic (standard) v

<o cace
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Step 14. Once the partitions are selected, the next step allows you to choose the size of the
virtual disk used by the instance.

BT R 1 BT

Q Edit Restore Wizard >

! Destination .‘c 3
Spedfy destination disk capacity G b

Destination Dick Capadty: 476.67 |3 e [

Minimum size: 476.67 GB
Maximum size: 2048.00 GB
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Step 15. If the backed up data was encrypted, the next step will be to enter the password for
decryption. If the password is incorrect or missing, the restore plan will fail and you will need to
edit the plan to input the correct password.

| &3 Restore Wizard e

I_ Encryption Options \
i Spedfy encryption options ‘ b

("] Decrypt encrypted files with the following password

W

Password:
Display password

Current language: English (United States)

G _— "‘\.J
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Step 16. If the restore plan is saved for later, next you will set the schedule for the plan,
otherwise proceed to the next step.
| 3¥ Restore Wizard o - . X
! Schedule

i Specify schedule options ( B

Restore plan can be run manually or automatically by schedule.

W

® No schedule {run manually)

&t | [5 | Time: (14 : 00 : 00}
i) Recurring (Edit schedule)

[ ] synchronize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

Run missed scheduled plan immediately when computer starts up

Mot Scheduled

\ ¥

/ <tac Careel
e iy =~ "';4 —

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria by clicking on the “Edit schedule” hyperlink to open this dialogue:
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@ Schedule Recurring Options > 1
Frequency
Tpe
[ ] Monday [] Wednesday [ Friday [ Saturday
[] Tuesday [] Thursday [] Sunday
Repeat every: weeks Start from: | 12/30/2021 |
Daily frequency
®) Occurs at 00 : 00
§ Fom 20 005
() Occurs every - hourl(s)
To 23 : 5015
| ok || cancel

Do not use the “Stop the plan if it runs for:” option if you have a slow or

unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during

working hours.
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Step 17. The next step page allows the execution of custom scripts before and/or after the
running of a Restore Plan.

aar zanss s s

|a Restore Wizard *

! Pre / Post Actions 3
Specify actions to be executed before and/or after the
restore plan is completed

[_] Pre-restore action

Do not run the restore plan if the pre-restore action fails

Run the restore plan if the pre-restore action fails

[_] Postrestore action

Execute the postrestore action only if the restore plan completes successfully

Execute the postrestore action regardless of the restore plan result

i & . = Back Mext = Cancel
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Step 18. The “Notifications and Logging” page allows you to enable notification email and add
an entry to Windows Event Log upon restore plan completion or failure.
() Edit Restore Wizard X

Notifications and Logging ra
Specify email notification settings and logging options ‘ B

B 1 want to receive a notification email

© When the restore plan fais or finished with warnings
() In all cases
[] Add entry to Windows Event Log
When the restore plan fais or finished with warnings

In al cases

/ < coce
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Step 19. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

{3 Edit Restore Wizard X
|

Summary

Summary:
Plan name; Restore to EC2 &~
Restore Type: Manual

Restore Image Based backup from 12/23/2021 7:09 PM
Region name: us-east-2
Disk Capadity: 476.67 GB

Encryption: disabled
Schedule restore:

Restore is not scheduled

‘-\ Click "Mext" to create restore plan
L

) < Back

. e~
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Step 20. The final step of the process is to select when the Restore Plan will start running. To
have it start immediately, select the “Run Backup Now” option and click “Finish”. Otherwise, click
“Finish” and the plan will begin at the next scheduled time.

{3 Edit Restore Wizard
1
Restore Plan is successfully created.

[ Run restore now

!

m
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Restore to an EBS Volume using the Agent

Please note that in order to enable restore to EC2 and EBS capabilities, the
vmimport role must be created in advance. You can find more info in the help

article below:
https://help.mspbackups.com/billing-storage/storage-providers/amazon/required

-permissions

Step 1. After launching the Online Backup, click on “Restore to EC2” in the top menu

‘1 b4 Home Tools

IE -0 MSSQLServer | +**K | W) Restore to EC2 % " O\
- “eae’ B Restore to Azure VM ./

@MS Exchange

Files Image Restore Make Refresh  Search
Based Bootable USB
Backup Recover Misc
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Step 2. The first step of the wizard indicates that you have started the wizard.

FLial £ A

E} Edit Restore Wizard =

Welcome to the Restore to EC2 Wizard

This wizard helps you to restore disk image based backup to
the EC2

’ < Back Cancel
e — "‘:J ~
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Step 3. The next step will prompt you to select the storage location for the source.

|G Restore Wizard >
f select Backup Storage g‘ A
| Select Backup storage or create a new one ( b
., Amazon 53 v =
@ Online Backup Account
Consistency Check: 12/27/2021 Used: 0 bytes
@ local disk =
> File System
"R Consistency Check: 12/27/2021 Used: 51.7 GB | Free: 130.9 GB
- '
t - Add new Storage Account
) & £

‘~ J gk carce
A - e =

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next you will choose whether to run the restore operation only once, or to save it for
later use. The latter will allow you to name the plan.

{:} Edit Restore Wizard >

Plan Name _; \
Specify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Restore to EC2
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Step 5. Next you will be presented with a list of computers with the same prefix and associated
“Backup User” as the computer on which the Agent is currently running. Click to select the
desired computer then click on “Next”.

i) Restore Wizard et

Select Computer to Restore .g \
Select computer to restore ( b

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

E WIN10VM . ‘

) <Back | [ MNext> || cancel
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Step 6. Based on the contents of the selected source and computer, the next step is to choose
the type of restore. Select “Restore Image Based Backup” then continue to the next step by
clicking “Next”.

Hsurmysnr 1 Bllacs

O Edit Restore Wizard >

i —.
Type of Data ﬁ B
Select type of data for restore G b

© Restore Image Based Backup I_‘?_l

4 Conce
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

() Ediit Restore Wizard X

Select Backup to Restore g ;
)
Select backup to restore (}

.... Image-Based Backup Plan (NBF)

\ J <t cace
-~ d
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Step 8. The next step is to select the desired point in time to restore to.

() Edit Restore Wizard X

Restore Point

g )
Restore from specified time ‘ b

© Latest version
Restore the latest versions of selected files

() Select the Restore Point
Specify the existing restore point
Incremental - 1/29/2025 11:33 PM - 43.8 GB

/ <o cocs

e Latest Version: Automatically restores the most recent backup restore point.
e Select the Restore Point: Allows you to select a specific restore point (date) to restore.
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Step 9. Next, select the desired target format for the restored data

() Edit Restore Wizard X

Amazon Data Type o~ N\
Select type of data for restore ( !'

() Restore as Amazon EC2 Instance

Supported OS: Windows 2008, 2012, 2016, 2019
() Create AMI (Amazon Machine Image)

Supported 0S: Windows 7, 8, 10, 2008, 2012, 2016
O Restore as EBS Volume

The target wil not be prepared for using it as a boot disk

< cace

o

e Restore as Amazon EC2 Instance: Restores the partitions selected later to a physical

disk.
e Create AMI (Amazon Machine Image): Restores the data as a virtual disk in multiple

supported formats.
e Restore as an EBS Volume: Restores the data as either an EC2 machine, EBS

volume, or Amazon Machine Image.

For AWS and Azure destinations, a storage account must already be specified
through the MBS portal
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Step 10. After selecting the type of restore target in the previous step, you are prompted to
specify the parameters of the new EBS volume.

e Select Account: Please select the target AWS account.

e Region: Specify the geographic region for the target EBS volume.

e Availability Zones: Select one of the availability zones (depends on the region).

e EBS volume type: Specify the EBS volume type. The available options are: Magnetic
(standard), General Purpose SSD (gp2), Provisioned IOPS SSD (io1), Cold HDD (sc1),
Throughput Optimized HDD (st1). You can find more information about EBS volume
types in AWS documentation.

() Edit Restore Wizard X

Specify Target EC2 Instance details ) 1‘: . ':
EC2 Instance Details ( !'
* Temporary S3 storage and target EC2 instance account:
Select Account: Amazon 53 v
Note: make sure the specified account has required permissions
. Target EC2 Instance Details
Region: US East (Northern Virginia) 2
Refresh
Availability Zones: us-east-1la ~
IAM role checking state:  User is not authorized to perform actions with TAM
EBS volume type: Magnetic (standard) v
\\
< sac cane
Fi
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Step 11. After specifying the target EC2 instance details, you will need to choose between using
a temporary EC2 instance or local computer for the restore operation.

() Restore Wizard X

Specify Temporary Instance A  .
Temporary Instance ( !’
© Use temporary instance

Files wil be copied faster via temporary virtual machine. Extra fee wil be charged depending on
instance type and restore running time.

8 — ® — ®

Corp Wasabi East 2 Temporary Target
instance instance

() Do not use temporary instance
Files will be copied via local computer. Usually slower, depends on local internet connection.

g — &2 — ©®

Corp Wasabi East 2 Local Target
computer instance

<o cace

-

e Use temporary instance: This option creates a temporary EC2 instance in Amazon
Web Services that will download backup data from the storage destination and restore it
as a target instance. Usually, this method is faster as the temporary and target instance
are located in the same AWS network.

e Do not use temporary instance: When selecting this option, the restore operation will
be performed using the resources of local computer. Usually, this approach is slower,
depending on the local internet connection.

Enabling the “Use temporary instance” option will lead to additional charges in
Amazon Web Services for running the temporary EC2 instance. Please check
the AWS documentation on instance types and pricing for more information.
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Step 12. If you have selected to use a temporary instance, the next page will allow you to
select the Amazon account from the upper dropdown box, and specify the Temporary EC2
Instance details below.

() Edit Restore Wizard X ‘

Specify Temporary EC2 Instance details

,-P:
Temporary EC2 Instance Details

* Temporary S3 storage and target EC2 instance account:

Select Account: Amazon 53 2

Note: make sure the specified account has reguired permissions

‘ Target EC2 Instance Details

Region: US East (Northern Virginia) K2
Instance type: t2.medium v
Subnet: subnet-814a0ecc | us-east-1a -
Security Group: launch-wizard-1 ~
AMI: ami-0893df1bd754c3189 Windows_Server-2019-English-Full-Bas
EBS volume type: Magnetic (standard) v

<o cace
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Step 13. After selecting the type of restore target in the previous step, you can now choose to
restore the partitions with their existing parameters or to reorganize and resize them.

() Edit Restore Wizard

Select Partitions ~

y-
Select partitions to restore ( b

) Reorganize partitions using advanced dialog (open dialog)

You can resize selected partitions and restore to several virtual disks

o Restore selected partitions to one virtual disk

Disk | Volume| Size Used Target Size Label FS Sector
260 MB 67 MB 260 MB SYSTEM._...
Bo 16 MB Obytes 16MB [Microsoft... Unkn... 512b
B 0 C:\ 170.9GB 146.4GB 1709 GB Windows... NTFS 512b
a 0 1000 MB 8590 MB 1000 MB WINRE_... NTFS 512b
\ (] Convert GPT to BIOS/MBR

<o coce
=T

If you select “Reorganize partitions using advanced dialog” a new window will appear and allow
you to resize the partitions and rearrange them on one or more virtual disks.
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a Resize partitions

£ You can reorganize restoring partitions using this dialog: simply drag the partition from the original backup to a physical or
/ virtual disk.

Original backup (2/28/2025 5:00:55 AM)

&R HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HB]Q-000L2  GPT

SYSTE... FAT Windows-SSD (C:\) New Volume (D:\) WINRE_DRV NTFS
| | I |
Used: 67 MB Used: 145.0 GB Used: 253.7 GB Used: 929 MB
Size: 260 MB ize: § Size: 170.9 GB Size: 304.8 GB Size: 1000 MB
I
Restore to: (3) Add Virtual Disk
(= 0bytes (5 Remove
SYSTEM_DRV FAT || [Mi... Unknown || Windows-SSD (C:\) NTFS | WINRE_DRV NTFS
|| | |
Used: 67 MB Used: 0 bytes Used: 145.0 GB Exclude items ‘ Used: 929 MB Exclude items
Size: 260 MB Size: 16 MB Size: 170.9 GB Size: 1000 MB
- | |
Boot Partition M Required by System Partition M Data Partition
Cance

Click on any of the blue hyperlinks to open additional dialogue boxes allowing you greater

control over the name and size of the virtual disk, as well as the ability to add additional virtual
disks, and also exclude specific files or folders if desired.
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Step 14. Once the partitions are selected, the next step allows you to choose the size of the
virtual disk used by the instance.

BT R 1 BT

Q Edit Restore Wizard >

! Destination .‘c 3
Spedfy destination disk capacity G b

Destination Dick Capadty: 476.67 |3 e [

Minimum size: 476.67 GB
Maximum size: 2048.00 GB
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Step 15. If the backed up data was encrypted, the next step will be to enter the password for
decryption. If the password is incorrect or missing, the restore plan will fail and you will need to
edit the plan to input the correct password.

| &3 Restore Wizard e

I_ Encryption Options \
i Spedfy encryption options ‘ b

("] Decrypt encrypted files with the following password

W

Password:
Display password

Current language: English (United States)

G _— "‘\.J
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Step 16. If the restore plan is saved for later, next you will set the schedule for the plan,
otherwise proceed to the next step.
| 3¥ Restore Wizard o - . X
! Schedule

i Specify schedule options ( B

Restore plan can be run manually or automatically by schedule.

W

® No schedule {run manually)

&t | [5 | Time: (14 : 00 : 00}
i) Recurring (Edit schedule)

[ ] synchronize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

Run missed scheduled plan immediately when computer starts up

Mot Scheduled

\ ¥

/ <tac Careel
e iy =~ "';4 —

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria by clicking on the “Edit schedule” hyperlink to open this dialogue:

© 2025 MSP360. All rights reserved. msp360.com
268


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

@ Schedule Recurring C;:;i;:.ns - —}(1
Frequency |
Tpe
[ ] Monday [] Wednesday [ Friday [ Saturday
[] Tuesday [] Thursday [] Sunday

Repeat every: weeks Start from: | 12/30/2021 = |

Daily frequency
(® Ocours at 00 : 00 -
From -ca : 00
() Occurs every hourl(s)
To 23 : 59
| ok || cancel |

It is recommended to enable the “Synchronize repository before restore” if
you are restoring on a computer different from the original or you are restoring
data while logged in with a new or different backup user.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.
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Step 17. The next step page allows the execution of custom scripts before and/or after the
running of a Restore Plan.

aar zanss s s

|a Restore Wizard *

! Pre / Post Actions 3
Specify actions to be executed before and/or after the
restore plan is completed

[_] Pre-restore action

Do not run the restore plan if the pre-restore action fails

Run the restore plan if the pre-restore action fails

[_] Postrestore action

Execute the postrestore action only if the restore plan completes successfully

Execute the postrestore action regardless of the restore plan result

i & . = Back Mext = Cancel
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Step 18. The “Notifications and Logging” page allows you to enable notification email and add
an entry to Windows Event Log upon restore plan completion or failure.
() Edit Restore Wizard X

Notifications and Logging ra
Specify email notification settings and logging options ‘ B

B 1 want to receive a notification email

© When the restore plan fais or finished with warnings
() In all cases
[] Add entry to Windows Event Log
When the restore plan fais or finished with warnings

In al cases

/ < coce
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Step 19. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

{3 Edit Restore Wizard X
|

Summary

Summary:
Plan name; Restore to EC2 &~
Restore Type: Manual

Restore Image Based backup from 12/23/2021 7:09 PM
Region name: us-east-2
Disk Capadity: 476.67 GB

Encryption: disabled
Schedule restore:

Restore is not scheduled

‘-\ Click "Mext" to create restore plan
L

) < Back

. e~
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Step 20. The final step of the process is to select when the Restore Plan will start running. To
have it start immediately, select the “Run Backup Now” option and click “Finish”. Otherwise, click
“Finish” and the plan will begin at the next scheduled time.

{3 Edit Restore Wizard
1
Restore Plan is successfully created.

[ Run restore now

!

m
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Restore to an Azure VM Instance - Agent

Please note that in order to enable restore to AzureVM, you need to prepare
your Azure environment (create a Resource Group, Storage Container, Virtual
Network, Subnet, and Network Security Group). You can find more info in the
help article below:
https://help.mspbackups.com/restore/restore2cloud/restore-azurevm/prepare

Step 1. After launching the Online Backup, please click on the “Restore to Azure VM” button.

@. Online Backup Server

Home Tools Manage
I% Ny <K P Restore to EC2 % '
.
H ./
Ay Yeae mRestore to Azure VM

Files Image Restore Create Refresh
- Based ~ Bootable USB
Backup Recover Misc
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Step 2. The first step of the wizard indicates that you have started the wizard.

() Edit Restore Wizard x

Welcome to the Restore to Azure Wizard

This wizard helps you to restore disk image-based backup to
the Azure
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Step 3. The next step will prompt you to select the storage location for the source.

() Edit Restore Wizard X
Select Backup Storage A A
Select Backup storage or create a new one ()
<, Amazon S3 v =
@ Online Backup Account
Consistency Check: N/A Used: 123.6 GB
@ Local Storage =
> File System
"ESE | Consistency Check: N/A Used: 14.4 GB | Free: 51.1 GB
~\ Add new Storage Account
o

<o cace

- i -'-‘\J

You can click “Add new Storage Account” to add a new local storage account. If you need to
add a new cloud storage, this can be only done via the MBS portal, “Storage Accounts” page.
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Step 4. Next you will choose whether to run the restore operation only once, or to save it for
later use. The latter will allow you to name the plan.

() Edit Restore Wizard X

Plan Name

> : )
Specify a plan name

) Run restore once

Run restore only once when press Finish button on the last wizard step. No schedule option is
avaiable

© save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Image Restore to Azure VM

<o coce
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Step 5. Next you will be presented with a list of computers with the same prefix (computer
name) and associated “Backup User” as the computer on which the Agent is currently running.
Click to select the desired computer then click on “Next”.
() Edit Restore Wizard X
Select Computer to Restore

e )
Select computer to restore

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

7 ‘
| ; | DESKTOP-EQ5RMOH

J <ot caree
. *\.‘
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Step 6. Based on the contents of the selected source and computer, the next step is to choose
the type of restore. Select “Restore Image Based Backup” then continue to the next step by
clicking “Next”.

() Edit Restore Wizard X

Type of Data

g .:
Select type of data for restore ( b

© Restore Image-Based Backup (7]

), < Bac Corce
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

() Edit Restore Wizard X

Select Backup to Restore S ; .”\.
Select backup to restore (}

.... Image-Based Backup Plan (NBF)

\
J < cace
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Step 8. The next step is to select the desired point in time to restore to.

() Edit Restore Wizard X

Restore Point

Restore from specified time

O Latest version

Restore the latest versions of selected files
() Select the Restore Point

Specify the existing restore point

Full - 1/29/2025 11:33 PM - 99.2 GB

B 4

b L

< cace

e Latest Version: Automatically restores the most recent backup restore point.
e Select the Restore Point: Allows you to select a specific restore point (date) to restore.
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Step 9. Next, select the Azure Data Type.

() Edit Restore Wizard X

Azure Data Type

i-r: )
Select type of data for restore

o Restore as Azure Virtual Machine

() Restore as Azure Data disk
The target will not be prepared for using it as a boot disk

J <o cace

e Restore as Azure Virtual Machine: Restores the image to an Azure VM
e Restore as Azure Data Disk: Restores the image as an Azure Data Disk

For AWS and Azure destinations, a storage account must already be specified
through the MBS portal
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Step 10. The next step is to specify the parameters for your target AzureVM instance:

() Edit Restore Wizard X

Specify Azure Virtual Machine Instance details

g )
Azure Virtual Machine Instance Details ( !'

‘rj Select Account:  AzureVM - New v
Refresh

Computer Name: Serverl

Location: East US ~
Resource group: SalesEngineersTeam v
VM Size: Standard_F64s_v2 Disk size:512.0 GB Memory: 128.0 GB ~
Network: Name: leonidVirtualNetwork AddressSpace: 10.0.0.0/16 W
Subnet: Name: default AddressPrefix: ~
Storage: Name: leo4restore2cloud Location: eastus AccountType: Standard_RA
Container: ftemp-container-restore2cloud/ w
Egggzgnm Name: leodrestore2cloud Location: eastus AccountType: Standard_RA

Operating system: Windows w

<o coce

!

Azure Account: The account under which a new Azure VM instance will be stored.
Computer Name: Specify the computer name that will be given to the Azure VM.
Location: The region that is to store the newly created Azure instance.

Resource Group: Azure Resource Group. This has to be created in advance.

VM Size: Select the required VM size that meets your requirements.

Network: Select the correct Network. This has to be created in advance.

Subnet: Specify one of the available subnets.

Storage: Select your Azure storage.

Container: Specify the Azure container is to store the temporary disk for VM import.
Boot Diagnostic Storage: Select the storage where you would like to place diagnostic
files. You can leave this option disabled.

e Operating system: Select the OS for the target instance.
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Step 11. After specifying the target Azure VM instance details, you will need to choose between
using a temporary instance or local computer for the restore operation.

() Edit Restore Wizard X

Specify Temporary Instance

r P i : |
Temporary Instance ( !’

© use temporary instance

Files will be copied faster via temporary virtual machine. Extra fee wil be charged depending on
instance type and restore running time.

A0 [ o "
i 2‘ _—> s J —_—> K J
Amazon 53 Temporary Target
instance instance

) Do not use temporary instance
Files will be copied via local computer. Usually slower, depends on local internet connection.

g — — o
Amazon S3 Local Target
computer instance

< coce

e Use temporary instance: This option creates a temporary Azure VM instance that will
download backup data from the storage destination and restore it as a target instance.
Usually, this method is faster as the temporary and target instance are located in the
same Azure network.

e Do not use temporary instance: When selecting this option, the restore operation will
be performed using the resources of the local computer. Usually, this approach is slower,
depending on the local internet connection.

Step 12. If you have selected to use a temporary instance, the next page will allow you to select
the Azure account from the upper dropdown box, and specify the Temporary Instance details
below.
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() Edit Restore Wizard X

Azure Virtual Machine Temporary Instance Details

-
Specify Azure Virtual Machine Temporary Instance Details ( B

:} Select Account:  AzureVM - New v

Refresh
Location: East US ~
Resource group: SalesEngineersTeam ~
VM Size: Standard_F4s Disk size:16.0 GB Memory: 8.00 GB ~
Network: Name: leonidVirtualNetwork AddressSpace: 10.0.0.0/16 W
Subnet: Name: default AddressPrefix: A4
Storage: Name: leo4restore2cloud Location: eastus AccountType: Standard_RAG
Container: [temp-container-restore2cloud/ ~
;Ig)?ggzgnosﬁc Name: leo4restore2cloud Location: eastus AccountType: Standard_RAG

\\
< Back Cancel
o
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Step 13. After selecting the type of restore target in the previous step, you can now choose to
restore the partitions with their existing parameters or to reorganize and resize them.

() Edit Restore Wizard

Select Partitions a

-
Select partitions to restore ( B

() Reorganize partitions using advanced dialog {open dialog)
You can resize selected partitions and restore to several virtual disks

© Restore selected partitions to one virtual disk

Disk | Volume| Size Used Target Size Label FS Sector
260 MB 67 MB 260 MB SYSTEM_...
B 16 MB Obytes 16MB [Microsoft... Unkn... 512b
@o c\ 1709GB 145.0GB 170.9GB Windows... NTES 512b
Bo 1000 MB 929 MB 1000 MB WINRE_... NTFS 512b
\ (7] Convert GPT to BIOS/MBR

<o cace
. 4 o |

e Convert GPT to BIOS/MBR: Select this checkbox if the target instance or the target OS
does not support UEFI boot and requires BIOS boot.

Some instance types may not support some features such as UEFI boot or

TPM. Refer to Azure Documentation to ensure selection of the appropriate type
of instance.

If you select “Reorganize partitions using advanced dialog” a new window will appear and allow
you to resize the partitions and rearrange them on one or more virtual disks.
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a Resize partitions

£ You can reorganize restoring partitions using this dialog: simply drag the partition from the original backup to a physical or
/ virtual disk.

Original backup (2/28/2025 5:00:55 AM)

&R HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HB]Q-000L2  GPT

SYSTE... FAT Windows-SSD (C:\) New Volume (D:\) WINRE_DRV NTFS
| | I |
Used: 67 MB Used: 145.0 GB Used: 253.7 GB Used: 929 MB
Size: 260 MB ize: § Size: 170.9 GB Size: 304.8 GB Size: 1000 MB
I
Restore to: (3) Add Virtual Disk
(= 0bytes (5 Remove
SYSTEM_DRV FAT || [Mi... Unknown || Windows-SSD (C:\) NTFS | WINRE_DRV NTFS
|| | |
Used: 67 MB Used: 0 bytes Used: 145.0 GB Exclude items ‘ Used: 929 MB Exclude items
Size: 260 MB Size: 16 MB Size: 170.9 GB Size: 1000 MB
- | |
Boot Partition M Required by System Partition M Data Partition
Cance

Click on any of the blue hyperlinks to open additional dialogue boxes allowing you greater

control over the name and size of the virtual disk, as well as the ability to add additional virtual
disks, and also exclude specific files or folders if desired.
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Step 14. Specify the destination disk capacity.

() Edit Restore Wizard X

Destination p‘ g ."\.
Specify destination disk capacity (}

Destination Disk Capacity: |172.19 GB

Minimum size: 172.19 GB
Maximum size: 2048.00 GB

A\
J < coce

© 2025 MSP360. All rights reserved. msp360.com
288


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 15. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the Image.

() Restore Wizard X

Encryption Options 1‘: A
Specify encryption options ( B

® Decrypt encrypted fies with the folowing password

Password: ooaoooooonn.|

[ Display password
Current language: English (United States)

J <o coce
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Step 16. With the decryption password entered, the next step is setting the schedule for the
restore plan.

() Edit Restore Wizard X ‘

Schedule \;‘
Specify schedule options ( B

Restore plan can be run manually or automatically by schedule.

© Noschedue (run manualy)

(U Specific date: [ Time: |05 0000
(U Reourring (Edit schedule)

[] Synchronize repository before restore

[] stop the plan ifitrunsfor:| 00 | hours | 01 = minutes

Run missed scheduled plan immediately when computer starts up

' Not Scheduled

/ <o cace

n _.‘"\-J

e No schedule (run manually): Use this option only when you wish to execute the

Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.

Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.
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@ Schedule Recurring Options X
Freguency
] Sunday ] Monday ] Tuesday ] Wednesday
] Thursday ] Friday ] Saturday
Repeat every: |?: weeks Start from: | 12/27/2024 E ‘

Daily frequency

@® Occursat |00 : 00 3

From |00 : 00
(O Occurs every | 2 “| hour(s)
To 23 : 59
‘ OK | ‘ Cancel

It is recommended to check the “Synchronize repository before restore” if the
restore plan is created on a computer different from the original or if you are
logged in with a different backup user account.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.
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Step 17. After setting the schedule, the next step allows pre and post actions to be defined.

|a Restore Wizard *

| -
Pre / Post Actions ™
Spedfy actions to be executed before and/for after the
restore plan is completed

] Pre-restore action

Do not run the restore plan if the pre-restore action fails

Run the restore plan if the pre—restore action fails

(| Postrestore action

Execute the post-restore action only if the restore plan completes successfully

Execute the post-restore action regardless of the restore plan result

i § ' < Back Mext = Cancel
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Step 18. Next, you can select options to receive notification email and/or add an entry to
Windows Event Log.

() Restore Wizard X

7Y

Notifications and Logging LA
Spedify email notification settings and logging options ‘ b

@ 1want to receive a notification email

© When the restore pian fails or finished with warnings
() In all cases
[] Add entry to Windows Event Log
When the restore plan fails or finished with warnings

In al cases

| ) e coce
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Step 19. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

() Edit Restore Wizard

Summary

Summary:
Plan name: Image Restore to Azure VM

a
Restore Type: Latest version
Disk Capacity: 172.19 GB

Encryption: enabled
Schedule restore:

Restore is not scheduled
Motification options:

send notification to user
when backup fails

v
\ Click "Next" to create restore plan

J o= e
. ‘ﬂ‘\J

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Restore to an Azure Virtual Machine using MBS

Please note that in order to enable restore to AzureVM, you need to prepare
your Azure environment (create a Resource Group, Storage Container, Virtual
Network, Subnet, and Network Security Group). You can find more info in the

help article below:
https://help.mspbackups.com/restore/restore2cloud/restore-azurevm/prepare

Step 1. Navigate to the MBS Portal and select “Backup” on the main menu, then click on
“Restore to Cloud”:

€@ O Computers @ Backup - &% M365/Google Backup ~ @) RMM ~ Ll Reporting ~ i Organization ~ 4 Settings ~ & Downloads + Add ~ a4 o @
Computers © compurers
L Monitoring / History
Enter search request ® Backup Templates Q - o
& Restore to Cloud
Al:3 | @ Warning roblem Warning  Pending Unsupported Versions <
M365/Google
O os Comp ater Status Backup RMM @ Company & User A it Acti
& Storage Accounts Plan Status Disk CPU  MEM Updates Antivirus Events
< & Storage Limits ° \Vindows. 7.9.7.69
0 &= [VVV“”“M line & Agentisnotinstalled nstall - [EAR & Connect ~

Step 2. Next, please select the “MS Azure Restore” option.

Backi
¢ O Computers & Ri‘;;re @ M365/Google Backup ~ €@ RMM ~  lul Reporting ~ % Organization ~  # Settings ~ & Downloads (YR & © - @ -
Restore to Cloud © Learn more about Amazon EC2 Restore and MS Azure Restore
Amazon EC2 Restore || Ms Azure Restore
Plan Name Source Computer  Restore Type Instance Type Status Plan Info Message Actions

No Data Provided
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Step 3. The first page will prompt you to provide the restore plan name and select a backup
dataset to restore.

Restore To Azure X

o What to Restore
Plan Name *

l Restore as new Azure instance l

User

l com X - l
Destination

l AWS 53 Bucket (AWS 53 Bucket) X - l
Computer

l WIN10-DEMO X - l
Point in Time

[ (NBF) Backup Image Based 07/01/2024 14:57:56 X - l

Plan Name: The plan name is displayed on the Restore to Cloud dashboard
User: Please select the user authorized during the creation of the backup dataset.
Destination: Select the backup destination that contains the required backup data.
Computer: Select the computer (prefix) containing the data to be restored.

Point in Time: Pick the date/ backup version that is to be restored.

Note that only cloud storage buckets can be used when restoring to EC2 from
the MBS Console. Local storage can only be used when restoring from the
Agent.
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Step 4. If the backup dataset was encrypted, the next page will prompt for the encryption

password.
Restore To Azure X
@ what to Restore Backup data was encrypted. You must provide encryption password. *
............ @&
e Encryption

Select Partitions
Target Instance
Temporary Instance

Preview
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Step 5. Next you will need to select the partitions to restore.

Restore To Azure

ﬂ What to Restore Disk DiskModel Size Used Label
Q Encryption 0 SAMSUNG MZV... 260 MB 67 MB SYSTEM_DRV
e Select Partitions 0 SAMSUNG M2ZV... 16 MB 0 bytes [Microsoft Reserv...
Target Instance 0 SAMSUNG MZv...  170.9 GB 133.4GB Windows-SSD
0 SAMSUNG MZV... 1000 MB 888 MB WINRE_DRV
Encrypted: Yes (] convertto MBR

ES

FAT

Unknown

NTFS

NTFS

/A Some instance types may not support some features such as UEFI boot or TPM. Refer to the

documentation to ensure selection of appropriate instance type
Refer to Azure Documentation

Cooi v JESST

] Cancel

e Convert to MBR: Please select this option if the system does not support GPT (GUID

Partition Table) and requires conversion to the Master Boot Record.

Some instance types may not support some features such as UEFI boot or
TPM. Refer to the documentation to ensure selection of appropriate instance

type. Refer to Azure Documentation
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Step 6. The next step is to specify the parameters for your target AzureVM instance:

Restore To Azure

o What to Restore
o Encryption
e Select Partitions

o Target Instance

and RAM.

© 2025 MSP360. All rights reserved.

Azure Account *

Azure VM X -
Computer Name *

WIN10-DEMO-restored
Location *

East US X -
Resource Group *

SalesEngineersTeam X -
VM size *

Standard_B2ms Core(s): 2, Memory: 8.00 GB X
Network *

Name: andrewanetwork AddressSpace: 10.10.0.0/16 X -
Subnet *

Name: default AddressPrefix: X -
Storage *
Storage *

Name: andrewastorageace Location: eastus AccountType: Standard_RAGRS XK=
Container *

/andrewacontainer/ X -
Boot Diagnostic Storage *

Name: andrewastorageace Location: eastus AccountType: Standard_RAGRS XK= l

299

Azure Account: The account under which a new Azure VM instance will be stored.
Computer Name: Select the computer (prefix) containing the data to be restored.
Location: The region that is to store the newly created Azure instance.

Resource Group: Azure Resource Group. This has to be created in advance.

VM Size: Select the required VM size that meets your requirements in terms of cores
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Network: Select the correct Network. This has to be created in advance.

Subnet: Specify one of the available subnets.

Storage: Select your Azure storage.

Container: Specify the Azure container is to store the temporary disk for VM import.
Boot Diagnostic Storage: Select the storage where you would like to place diagnostic
files. You can leave this option disabled.

Step 7. Next, please specify the Temporary Instance parameters:

Restore To Azure X

o What to Restore
Azure Account *

o Encryption Azure VM X -

e Select Partitions Location *

East US X -
o Target Instance

Resource Group *
e Temporary Instance

SalesEnginesrsTeam X -
VM Size *

Standard_B2ms Core(s): 2, Memory: 8.00 GB K-
Network *

Name: andrewanetwork AddressSpace: 10.10.0.0/16 XK=
Subnet *

Name: default AddressPrefix: X -
Storage *
Storage *

Name: andrewastorageacc Location: eastus AccountType: Standard_RAGRS X -
Container *

/andrewacontainer/ X~

Boot Diagnostic Storage *

Name: andrewastorageacc Location: eastus AccountType: Standard_RAGRS X -
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Step 8. Review all settings specified across the restore wizard and ensure that they are
accurate. Click Save and Run to execute the restore to an AzureVM instance.

Restore To Azure X

VM Size : Standard_B2ms Core(s): 2, Memory: 8.00 GB -

@ what toRestore Network : Name: andrewanetwork AddressSpace: 10.10.0.0/16

. Subnet : Name: default AddressPrefix:
e Encryption
Storage : Name: andrewastorageacc Location: eastus AccountType: Standard_RAGRS
e Select Partitions Container : /andrewacontainer/

Boot Diagnostic Storage : Name: andrewastorageacc Location: eastus AccountType:

o Target Instance standard_RAGRS

e Temporary Instance
Temporary Instance
o Preview Azure Account : Azure VM
Location : East US
Resource Group : SalesEngineersTeam
VM Size : Standard_B2ms Core(s): 2, Memory: 8.00 GB
Network : Name: andrewanetwork AddressSpace: 10.10.0.0/16
Subnet : Name: default AddressPrefix:
Storage : Name: andrewastorageacc Location: eastus AccountType: Standard_RAGRS
Container : /andrewacontainer/

Boot Diagnostic Storage : Name: andrewastorageacc Location: eastus AccountType:
Standard_RAGRS

Encrypted: Yes
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Restore to an Azure Data Disk using the Agent

Please note that in order to enable restore to AzureVM, you need to prepare
your Azure environment (create a Resource Group, Storage Container, Virtual
Network, Subnet, and Network Security Group). You can find more info in the
help article below:
https://help.mspbackups.com/restore/restore2cloud/restore-azurevm/prepare

Step 1. After launching the Online Backup, please click on the “Restore to Azure VM” button.

@ Online Backup Server

Home Tools Manage
I& | [} <R Il Restore to EC2 % '
[ ]
Ry e’ mRestore to Azure VM =

Files Image Restore Create Refresh
- Based ~ Bootable USB
Backup Recover Misc
© 2025 MSP360. All rights reserved. msp360.com
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Step 2. The first step of the wizard indicates that you have started the wizard.

() Edit Restore Wizard x

Welcome to the Restore to Azure Wizard

This wizard helps you to restore disk image-based backup to
the Azure

© 2025 MSP360. All rights reserved. msp360.com
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Step 3. The next step will prompt you to select the storage location for the source.

() Edit Restore Wizard X
Select Backup Storage A A
Select Backup storage or create a new one ()
<, Amazon S3 v =
@ Online Backup Account
Consistency Check: N/A Used: 123.6 GB
@ Local Storage =
> File System
"ESE | Consistency Check: N/A Used: 14.4 GB | Free: 51.1 GB
~\ Add new Storage Account
o

<o cace

- i -'-‘\J

You can click “Add new Storage Account” to add a new local storage account. If you need to
add a new cloud storage, this can be only done via the MBS portal, “Storage Accounts” page.
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Step 4. Next you will choose whether to run the restore operation only once, or to save it for
later use. The latter will allow you to name the plan.

() Edit Restore Wizard b4

Plan Name \"“ R
Specify a plan name ( b

() Run restore once

Run restore only once when press Finish button on the last wizard step. No schedule option is
avaiable

© save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Image Restore to Azure Disk
} < Back ] [ Next = Cancel
]
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Step 5. Next you will be presented with a list of computers with the same prefix (computer
name) and associated “Backup User” as the computer on which the Agent is currently running.
Click to select the desired computer then click on “Next”.
() Edit Restore Wizard X
Select Computer to Restore

e )
Select computer to restore

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

7 ‘
| ; | DESKTOP-EQ5RMOH

J <ot caree
. *\.‘
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Step 6. Based on the contents of the selected source and computer, the next step is to choose
the type of restore. Select “Restore Image Based Backup” then continue to the next step by
clicking “Next”.

() Edit Restore Wizard X

Type of Data

g .:
Select type of data for restore ( b

© Restore Image-Based Backup (7]

), < Bac Corce
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Step 7. With the correct type of restore selected, the application will generate a list of available
backup plans.

() Edit Restore Wizard X

Select Backup to Restore S ; .”\.
Select backup to restore (}

.... Image-Based Backup Plan (NBF)

\
J < cace
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Step 8. The next step is to select the desired point in time to restore to.

() Edit Restore Wizard X

Restore Point

Restore from specified time

O Latest version

Restore the latest versions of selected files
() Select the Restore Point

Specify the existing restore point

Full - 1/29/2025 11:33 PM - 99.2 GB

B 4

b L

< cace

e Latest Version: Automatically restores the most recent backup restore point.
e Select the Restore Point: Allows you to select a specific restore point (date) to restore.

© 2025 MSP360. All rights reserved. msp360.com
309


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 9. Next, select the Azure Data Type.

() Edit Restore Wizard X ‘

Azure Data Type

i-#: )
Select type of data for restore

O Restore as Azure Virtual Machine

© Restore as Azure Data disk
The target wil not be prepared for using it as a boot disk

/ <o e

e Restore as Azure Virtual Machine: Restores the image to an Azure VM
e Restore as Azure Data Disk: Restores the image as an Azure Data Disk

For AWS and Azure destinations, a storage account must already be specified
through the MBS portal
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Step 10. The next step is to specify the parameters for your target AzureVM instance:

() Edit Restore Wizard X

Specify Azure Data disk details

A :
Azure Data disk details

:} Select Account:  AzureVM - New v
Edit Azure WM Account Refresh
Data disk name Serverl_Data_Disk
Resource group:  SalesEngineersTeam ~
Storage: Name: leodrestore2cloud Location: eastus AccountType: Standard_Ra
Storage type: Premium SSD ~
Container: Jtemp-container-restore2cloud/ ~

< =
|

o
e Azure Account: The account under which a new Azure Data Disk will be stored.
e Data disk name: Specify the name for the Azure data disk.
e Resource Group: Azure Resource Group. This has to be created in advance.
e Storage: Select your Azure storage.
e Storage type: select between the Premium SSD, Standard SSD, and Standard HDD.
e Container: Specify the Azure container is to store the temporary disk for VM import.
© 2025 MSP360. All rights reserved. msp360.com
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Step 11. After specifying the target Azure VM instance details, you will need to choose between
using a temporary instance or local computer for the restore operation.

() Edit Restore Wizard X

Specify Temporary Instance

r P i : |
Temporary Instance ( !’

© use temporary instance

Files will be copied faster via temporary virtual machine. Extra fee wil be charged depending on
instance type and restore running time.

A0 [ o "
i 2‘ _—> s J —_—> K J
Amazon 53 Temporary Target
instance instance

) Do not use temporary instance
Files will be copied via local computer. Usually slower, depends on local internet connection.

g — — o
Amazon S3 Local Target
computer instance

< coce

e Use temporary instance: This option creates a temporary Azure VM instance that will
download backup data from the storage destination and restore it as a target instance.
Usually, this method is faster as the temporary and target instance are located in the
same Azure network.

e Do not use temporary instance: When selecting this option, the restore operation will
be performed using the resources of the local computer. Usually, this approach is slower,
depending on the local internet connection.
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Step 12. If you have selected to use a temporary instance, the next page will allow you to select
the Azure account from the upper dropdown box, and specify the Temporary Instance details

below.
() Edit Restore Wizard X
Azure Virtual Machine Temporary Instance Details ) P‘ N\
Specify Azure Virtual Machine Temporary Instance Details ( !‘
By
K Select Account:  AzureVM - New >
Refresh
Location: East US R
Resource group: SalesEngineersTeam b
VM Size: Standard_F4s Disk size:16.0 GB Memory: 8.00 GB v
Network: Name: lecnidVirtualNetwork AddressSpace: 10.0.0.0/16 ~
Subnet: Name: default AddressPrefix: v
Storage: Name: leo4restore2cloud Location: eastus AccountType: Standard_RAG
Container: [temp-container-restore2cloud/ w
Eg?;;?gnosﬁc Name: leo4restore2cloud Location: eastus AccountType: Standard_RAG
<o caree
o
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Step 13. After selecting the type of restore target in the previous step, you can now choose to
restore the partitions with their existing parameters or to reorganize and resize them.

() Edit Restore Wizard

Select Partitions a

-
Select partitions to restore ( B

() Reorganize partitions using advanced dialog {open dialog)
You can resize selected partitions and restore to several virtual disks

© Restore selected partitions to one virtual disk

Disk | Volume| Size Used Target Size Label FS Sector
260 MB 67 MB 260 MB SYSTEM_...
B 16 MB Obytes 16MB [Microsoft... Unkn... 512b
@o c\ 1709GB 145.0GB 170.9GB Windows... NTES 512b
Bo 1000 MB 929 MB 1000 MB WINRE_... NTFS 512b
\ (7] Convert GPT to BIOS/MBR

<o cace
. 4 o |

e Convert GPT to BIOS/MBR: Select this checkbox if the target instance or the target OS
does not support UEFI boot and requires BIOS boot.

Some instance types may not support some features such as UEFI boot or

TPM. Refer to Azure Documentation to ensure selection of appropriate type of
instance.

If you select “Reorganize partitions using advanced dialog” a new window will appear and allow
you to resize the partitions and rearrange them on one or more virtual disks.
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a Resize partitions

£ You can reorganize restoring partitions using this dialog: simply drag the partition from the original backup to a physical or
/ virtual disk.

Original backup (2/28/2025 5:00:55 AM)

&R HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HB]Q-000L2  GPT

SYSTE... FAT Windows-SSD (C:\) New Volume (D:\) WINRE_DRV NTFS
| | I |
Used: 67 MB Used: 145.0 GB Used: 253.7 GB Used: 929 MB
Size: 260 MB ize: § Size: 170.9 GB Size: 304.8 GB Size: 1000 MB
I
Restore to: (3) Add Virtual Disk
(= 0bytes (5 Remove
SYSTEM_DRV FAT || [Mi... Unknown || Windows-SSD (C:\) NTFS | WINRE_DRV NTFS
|| | |
Used: 67 MB Used: 0 bytes Used: 145.0 GB Exclude items ‘ Used: 929 MB Exclude items
Size: 260 MB Size: 16 MB Size: 170.9 GB Size: 1000 MB
- | |
Boot Partition M Required by System Partition M Data Partition
Cance

Click on any of the blue hyperlinks to open additional dialogue boxes allowing you greater

control over the name and size of the virtual disk, as well as the ability to add additional virtual
disks, and also exclude specific files or folders if desired.
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Step 14. Specify the destination disk capacity.

() Edit Restore Wizard X

Destination p‘ g ."\.
Specify destination disk capacity (}

Destination Disk Capacity: |172.19 GB

Minimum size: 172.19 GB
Maximum size: 2048.00 GB

A\
J < coce
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Step 15. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the Image.

() Restore Wizard X

Encryption Options 1‘: A
Specify encryption options ( B

® Decrypt encrypted fies with the folowing password

Password: ooaoooooonn.|

[ Display password
Current language: English (United States)

J <o coce
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Step 16. With the decryption password entered, the next step is setting the schedule for the
restore plan.

() Edit Restore Wizard X ‘

Schedule \;‘
Specify schedule options ( B

Restore plan can be run manually or automatically by schedule.

© Noschedue (run manualy)

(U Specific date: [ Time: |05 0000
(U Reourring (Edit schedule)

[] Synchronize repository before restore

[] stop the plan ifitrunsfor:| 00 | hours | 01 = minutes

Run missed scheduled plan immediately when computer starts up

' Not Scheduled

/ <o cace

n _.‘"\-J

e No schedule (run manually): Use this option only when you wish to execute the

Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.

Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.
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@ Schedule Recurring Options X
Freguency
] Sunday ] Monday ] Tuesday ] Wednesday
] Thursday ] Friday ] Saturday
Repeat every: |?: weeks Start from: | 12/27/2024 E ‘

Daily frequency

@® Occursat |00 : 00 3

From |00 : 00
(O Occurs every | 2 “| hour(s)
To 23 : 59
‘ OK | ‘ Cancel

It is recommended to check the “Synchronize repository before restore” if the
restore plan is created on a computer different from the original or if you are
logged in with a different backup user account.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.
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Step 17. After setting the schedule, the next step allows pre and post actions to be defined.

|a Restore Wizard *

| -
Pre / Post Actions ™
Spedfy actions to be executed before and/for after the
restore plan is completed

] Pre-restore action

Do not run the restore plan if the pre-restore action fails

Run the restore plan if the pre—restore action fails

(| Postrestore action

Execute the post-restore action only if the restore plan completes successfully

Execute the post-restore action regardless of the restore plan result

i § ' < Back Mext = Cancel
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Step 18. Next, you can select options to receive notification email and/or add an entry to
Windows Event Log.

() Restore Wizard X

7Y

Notifications and Logging LA
Spedify email notification settings and logging options ‘ b

@ 1want to receive a notification email

© When the restore pian fails or finished with warnings
() In all cases
[] Add entry to Windows Event Log
When the restore plan fails or finished with warnings

In al cases

| ) e coce
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Step 19. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

() Edit Restore Wizard

Summary

Summary:
PPlan name: Image Restore to Azure Disk

'
Restore Type: Latest version
Disk Capacity: 172.19 GB

Encryption: enabled
Schedule restore:

Restore is not scheduled
Notification options:

send notification to user
when backup fails

A \ Click "Next" to create restore plan
{ B,

| ), <oock Conce
_ e e <0

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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VMWare Backup Plans
Backing up VMs using the Agent

Step 1. Within the Online Backup Agent, click on “VMware”

-lal x|
@] | | | Noy 'K | D Restore toEC2 % rn Q
. u " o *as ' Restore to Azure VM U
VMware fl Hyper-V Files Image Restore Make Refresh  Search
Based Bootable USB
Backup Recover Misc
Backup Plans Restore Plans Backup Storage History
© 2025 MSP360. All rights reserved. msp360.com
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Step 2. You will then be prompted with a list of available backup types.

(b Create Vidware Backup Wizard >

Welcome to the Create VMware Backup Plan
Wizard

This wizard helps you to create new WMware backup plan,
select schedule and automate process.

# Local or Cloud Backup
Back up directly to local or doud storage

< Back Cancel
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Step 3. The next step will prompt you to select the destination for the backup.

() Create VMware Backup Wizard

Select Backup Storage

Select Backup storage or create a new one

., Amazon 53
@ Online Backup Account
Consistency Check: NjA

~  Winl1l0Test_E
@ Online Backup Account
Consistency Check: N/A

Used: ...

Add new Storage Account

. <Back | | MNext>

Cancel |

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next, you will be prompted to name the plan.

() Create VMware Backup Wizard 4

Plan Name .ﬁf \
Specify a plan name ( b

Flan name: |Eadmp YMware AWS| |

Save backup plan configuration to the backup storage

Mote: If your plan has encryption, the encryption password wil not be stored by
security reasons. You will have to specify the encryption password during restore,

) < Back | | Mext = | | Cancel

It is recommended to use a descriptive name which will distinguish the backup
from others.
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Step 5. The next step will give you a list of available Advanced Options. It is recommended to
leave these in their default configuration.

() Create Whdware Backup Wizard >

Advanced Options \
Select advanced options ( b

Use synthetic full backug 7

Wa

oy

.. e ":'d‘_J

Synthetic Full Backup reduces the amount of transmitted data and backup time.
A new Backup revision is assembled on the target storage by combining already
existing blocks from previous revisions with newly uploaded blocks

© 2025 MSP360. All rights reserved. msp360.com
327


https://www.msp360.com/

MSP360

MANAGE. SUPPORT. PROTECT.

MSP360 Best Practices
for Backups and Restores

Step 6. Connect to the vCenter or ESXi by using the FQDN or IP address.

() Create Viviware Backup Wizard

Select VMware Host Server
Select YMware Host Server you want to backup

Server: |192. 168.3.69|

Login:

Password: |------------

Current language: English (United States)
Remember password

Select this check box to link the specified password with selected login for future use

<Back | | MNext>

Cancel

J

<

It is important to determine whether FQDN or IP addresses will be used for all

future plan configurations. The application will consider each to be
even if the target machine is the same.

© 2025 MSP360. All rights reserved.
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Step 7. Next, select the Virtual Machines you wish to back up.

{_} Create VMware Backup Wizard .

Select Virtual Machines e )
Select Virtual Machines you want to backup ( B '

()i Back up all Virtual Machines

() Back up only running Virtual Machines

®) Back up selected Virtual Machines (1 item selected)

Winl0x64_Testl

£ >
Open in dialog
Use Changed Block Tracking  ? ' Learn more

Quiesce guest file system (Needs VMware Tools installed) 7

e Back up all Virtual Machines: will backup all VMs regardless of current state. This is
recommended only for small environments.

e Back up only running Virtual Machines: Only backs up VMs currently in “Running”
status and is recommended for clustered environments where backup servers planned
for failover procedures are not required to be selected.

e Backup up selected Virtual Machines: Allows you to backup a group of VMs by
selecting them from the list below. This allows for greater control of mixed status VMs
and for larger environments where it is beneficial to split the backup into multiple plans.
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Step 8. Select the processing mode

{3 Edit Whdware Backup Plan Wizard >
Application Processing Options .F !
Canfigure virkual machine backup ( b
VM Name Processing mode
@ Sales Ubuntu demo Ty
;';,-;. Application Processing Options for Sales Ubuntu demo 4

Select application processing mede for virtual machine
{® Try application processing. Back up virtual machine 'as is' if failed
) Require successful application processing. Skip virtual machine if failed
() Disable application processing. Back up virtual machine "as is'

MNote: The application processing flushes application memory and completes all
transactions before backup.

b < Back Cancel
ity — 'd'.al‘

e Try application processing. Backup will perform whether or not the
application-concistent process fails. If the processing fails, the backup will be done “as
is”, but data consistency is not guaranteed.

e Require successful application processing. Skip virtual the machine if processing
fails. If processing is successful, it ensures that applications running in the VM, such as
databases, are taken into consideration and the backup will ensure data consistency is
maintained.

e Disable application processing. Backup virtual machine “as is” and does not perform
any application processing. The VM is backed up in its current state, which may cause
data inconsistencies.
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Step 9. Once you have selected which VMs to backup, the application allows you to then
choose whether to backup all virtual disks on the selected VMs or to only backup selected
virtual disks.

i) Create VMware Backup Wizard ot

Select Virtual Disks -
select virtual disks you want to backup ( b

() Backup all disks
&ll disks will be added to backup
(@) Backup selected disks only
Only selected disks will be added to backup

VM name Disk name Size

Win10x64 Testl [900GB-5amsung-5K]

) <Back | [ Next> | cancel
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Step 10. After you have selected which VMs and disks to backup, the next step is to set the
compression or encryption options.

(23 Edit Hyper-V Backup Plan Wizard X
Compression and Encryption Options i'::
Specify file types you want to compress and encryption
options

B Enable compression

("] Enable encryption
Algorithm: AES 256 bit
Password:
Confirm:

Display password

Current language: English (United States)
Hirt:

\

siling _-l‘

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.
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It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place and enable the Password Recovery Service.

Step 11. Next you are able to choose whether or not to enable the Full Consistency Check.

() Edit Whware Backup Plan Wizard >

A

Backup Consistency Check Fa
Set the options of backup consistency check, ( b

IUse this option to check backup data of this plan is still presented on backup storage
and was not modified. &1l full backups and related incremental backups will be checked.
If this option is OFF - only current (the last generation) is checking.

= d_J

I It is recommended that you leave “Enable Full Consistency Check” enabled.
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Step 12. Next you are prompted to set the schedule for your backup plan which will allow it to
run autonomously, or you are able to select “No Schedule” for it to remain a manual process.

) Edit Whware Backup Plan YWizard 4

4

Schedule » 3
Specify schedule options ( b
I

Backup plan can be run manually or automatically by schedule.

) él"lo schedule {run manually)
() Simple (Forever forward) (Edit schedule)
% Advanced (GFS, Objects Lock)
Incremental backup (Edit schedule)
Full backup (Synthetic full if possible) (Edit schedule
[] stop the plan if it runs for: | 0o hours | 01 . minutes
Fun missed scheduled plan immediately when computer starts up

| Full backup: Occurs every week on Sunday at 12:00 AM.
Incremental: Occurs every week on Monday, Tuesday, Wednesday, Thursday, Friday at
12:00 AM.

e Simple (Forever forward): Select the Simple (Forever Forward) option to use the
Forever Forward Incremental (FFI). This schedule offers one full backup followed by a
limited number of incrementals. Once the limit is exceeded, a new full backup is created
using the synthetic full capabilities.
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@ Incremental Backup Schedule X
Frequency
Type | Daily v | | Weekdays v |
[] Sunday Monday Tuesday Wednesday
Thursday Friday [] saturday
Repeat every: |T: weeks Start from: | 2/27/2025 E |

@® Occursat |00 : 00 &

From |o.3 1 00
O Oceurs every | 2 “| hour(s)
To [23 : 59
‘ QK ‘ ‘ Cancel ‘

Forever Forward backups are only supported by a limited number of cloud
storage providers. For more information, refer to Forever Forward Incremental.

The Simple (Forever forward) schedule is recommended for retention up to 100
restore points which do not require Object Lock for legal compliance.

It is not recommended to select the Simple (Forever forward) schedule for
long-term storage and archival purposes. The Advanced Schedule is
recommended for all storage needs over 100 restore points.

Advanced (GFS, Object Lock): Select the Advanced option to set up a flexible,
recurring schedule with generations. Every generation contains one full backup followed
by incrementals.
o Clicking on “Edit Schedule” next to Incremental and Full backups allow you to
configure the frequency they will be created. If both a Full and Incremental are
scheduled for the same day, the application will perform the Full only.

It is recommended to use the Advanced (GFS, Object Lock) option and regularly
scheduled full backups for long-term storage (longer than 6 months) or backups
that must comply with legal or industry requirements.
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Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.

Synthetic Full Backups allow the system to merge a series of incremental
backups together to form a new full backup, greatly reducing the time and
bandwidth needed to perform full backups after the initial full. If the storage
destination does not support Synthetic full, then a traditional full will be made
instead.

The Advanced Schedule and GFS retention policies will only perform properly
with regularly scheduled full backups.
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Step 13. On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals.

If you have selected the Simple (Forever forward) schedule you will be presented with the
following options:
T —— N e

Retention Policy A B
Specify Forever Forward Incremental retention palicy for
the backup plan

Keep backup for
3 : Months =2

«| Intelligent Retention 7

About Intelligent Retention

This feature reduces storage cost for supported cloud storage with a minimum storage
duration limit and early deletion fees

How it works?
On every backup plan execution, doud storage parameters are checked to apply Intelligent
Retention in such a way that only one full backup is kept within a minimum storage duration

period. Thus, the retention peried of every incremental backup may be automaticalby
adjusted, but it will never be shorter than the specified retention period

4

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has
reached this age.

If you have selected the Advanced (GFS, Object Lock) schedule, you will also have an option to
define the multigenerational Grandfather-Father-Son (GFS) parameters if required.

This allows you to retain full backups for longer periods while purging the incremental backups
after a shorter period.
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D Edit Hyper-V Backup Plan Wizard >

© 2025 MSP360. All rights reserved.

Retention Policy A
Specify the retention policy for the backup plan ( b

(") Do not Purge (Keep backup forever)
© Keep backup for:
3 +| months ~ @

Use GFS to delay purge for certain full badkups (for archive purposes):

@ Enable cFs (2]
B reriod of keeping weekly full badups: |2 +| wesks
B Period of keeping monthly full backups: 4 | months
B reriod of keeping yearly full badups: |2 = | years
Select the first successful full backup as of:  January ~

Mote: the GFS settings will be applied to subsequent backups only.
Previous backups wil not be affected

“d

Enable GFS: Select this option if you want to keep Full Backups for archival purposes at
the selected intervals.
Period of keeping weekly full backups: Set the number of Weekly Full Backups to
retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.
Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.
Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.

o Select the first successful full backup as of: Select the first Monthly Full

Backup you would like to flag and retain as the first Yearly Full Backup.
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Generations will not be deleted until the youngest point in the chain has met the
retention criteria.

GFS Retention provides an excellent way to efficiently archive data for
compliance. Additional information can be found in GES Policy topics in the
MBS Documentation

Step 14. After the schedule is set, the next section is used to set the “Pre” and “Post” Actions

i} Create ViMware Backup Wizard ot
Pre | Post Actions S
specify actions to be executed before and/for after the
badwp plan is completed

[ Pre-backup action

L

Do not run the backup plan if the pre-backup action fails
Run the backup plan if the pre-backup action fails
[ Pest-backup action

Execute the post-backup action only if the badap plan completes successfully
Execute the post-backup action regardless of the backup plan result

[J] Backup chain

Run the selected plan if this badkup plan completes with success
Run the selected plan regardless of this backup plan completion result

Farce full badwp for the chained plan

\ N } < Back || Mext = || Cancel
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Step 15. After the schedule is set, you will be shown a summary of the selected options.

&3 Create Hyper-V Backup Wizard

Summary

Review Backup plan

Summary:

Plan name: Backup Hyper-V on Server 1
Save backup plan configuration to the doud

Backup virtual machines:
W10 Test

Backup options:
Compression: enabled
Encryption: disabled
Storage dass: Standard
Retention policy:
purae version older than 1 year(s)
keep only 3 versions

Full backup schedule:

Qccurs every week on Saturday at 12:00 AM,

Block level backup:

12:00 AM.

Qccurs every week on Monday, Tuesday, Wednesday, Thursday, Friday at

Click "™ext™ to create plan now

© 2025 MSP360. All rights reserved.
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Step 16. The final step of the wizard will confirm that the Backup Plan was successfully created.
If you select the “Run backup now” box, the application will initiate it immediately upon exiting
the wizard, otherwise it will run at the next scheduled time.

() Create VMware Backup Wizard

Backup Plan is successfully created.

[J run badkup now

¥, < Back Cancel
iy — o
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Backing up VMs using MBS
Step 1. From the MBS Portal, left-click Backup > Computers

« > C O A =° https://console.msp360.com/AP/Backup/Computers?search=Product%C29

Backu
Y P = - .
Computers ~ M365/Google Backup ~ RMM ~ Reporting ~ Organization - Settings ~ Downloads
[ <] P Computers g p porting g gs
Backup ( Computers

Monitoring

Backup History

Product install

x| -

Backup Templates

All: 13 0 wa Restore to Cloud fue: 0 Pending: 2 Unsupported Versions: 0 Installation Issues: 0
D os M365/Google Computer Status T Backup
Plan Status

Storage Accounts
Backup for Windows, v8.0.0.269

© Authorize this computer

Storage Limits @ Online

O &=

Step 2. Locate the computer you wish to backup from the list and open the current list of plans
by either clicking on the name of the computer, or by selecting “Show Plans” from the three dots
menu.

Backup
Computers

€  Computers ~ M265/Google Backup ~ RMM ~ Reporting ~ Organization - Settings - Downloads

Backup Computers 28 Demo HV and VMware [Win-HYPER-V] (oniine) s X
[ Product installed: Backup X ‘ Q ] - General
£ SCHEDULED
Al:13 @ Warning:0 Failed:0 Overdue:0 | Pending:2 Unsupported Versions:0 Installation Issues: ~ License Backup VMware WASABI
ol m ;;é;uﬂh;;;}u‘gtw . Backup for Windows. v8.033|  Backup Plans @ The last backup completed with Success
Online N
= . .
Desktop Desktop license. Trial. Expires ViewDetals A Report a Problem
Restore Plans
SQL server Backup for Windows, v8.0.3.3(
(] mm  twoczoana © onine ackup for Windaws, vt Plan Type 8 VMware Backup Plan
= N
® | ponotrenoot ofice Ultimate license. Trial. Expires EackupStorazi(BERA) Destination © Demo destination
Backup for Windows, v8.0.3.3( Backup Format e
[} == Demo HV and VMware © online O Elapsed time 0 days 00:09:55
Win-HYPERA Server license. Trial. Expires o Speed 5.3 KB/sec
Deme HY and Vifware Backup for Windows, v8.0.3.3( Files to backup 1(180 M8}
- WinHYPERV] .
0 - @ Oniine Files uploaded 1(25.04 MB)
Do notreboot Server VM Server license. Trial. Expirt
Next Run Jan 24,2025, 12:00 AM ®
demo-ubuntu Backup for Linux, v4.3.3.255
i Last Run an 23,2025, 12200 &AM ©
O A L © online S ) pen AMM J
Server license. Trial. Expires o
LINUX-RMM Backup for Linux, v4.3.3.255 e Connect + » Plan settings
] A [Docalnostiocaldomain] © oni
N
A nline )
Linux Server Ultimate license. Trial. Expires ﬂ Agent Settings miric
Start - Open Storage —
. Backup for Windows, v8.0.2.4
(] gm RestorfomBoombieus © Onine i
=W [minintvgmdteu] @ Try new side panel (BETA) Close
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Step 3. To create a new VMWare Backup Plan, click on “Add New Plan” then click on “VMWare
Backup Plan”

Back
€ Computers C:r:pputers - M365/Google Backup - RMM ~ Reporting - Organization ~ Settings ~ Downloads A ©- @ -
Backup Computers Demo HV and VMware [Win-HYPER-V] (oniine) s X
[ Product installed: Backup X‘ Q ] - General
+ Add New Plan D History (s}
All: 13 @ Warning: 0 Failed:0 Overdue:0 Pending: 2 Unsupported Versions: 0  Installation Issues:  License Image-Based Backup Plan
[EST—— Backup for Windows, v8.0.3.3( BSCHE | mage-Based Backup Plan (Legacy)

Backup Plans

[DESKTOP-ZTIQCMI] o
D l. Online N
Backu Files Backup Plan
Desktop Desktop license. Trial. Expires H i
Restore Plans Files Backup Plan (Le;
Th p gacy)
SQL Server Backup for Windows, v8.0.3.31 o ™
[WIN-NOE2302GHRI] . View D VMware Backup Plan AR Prabl
EE—— iew Deta eport a Problem
0O m’m @ online Backup Storage (BETA) S "
Donot reboot  Office Uttimate license. Trial. Expires Hyper-V Backup Plan (Legacy)
Backup for Windows, v8.0.3.3( PlanType  pyperv Backup Plan !
O '. DEEPINSTINCT-DE © online O Destinati
Server license. Trial. Expires o Consistency Check Plan
Backup Fe...._. -
Demo HV and VMware Backup for Windows, v8.0.3.3( ~ -01:
D 'I [Win-HYPER-V] © Oniine C—— Elapsed time 0 days 00:01:35
Do not reboot  Server VM Server license. Trial. Expir¢ Files to backup 5(246.12 MB)
demo-ubuntu Backup for Linux, v4.3.3.255 Files uploaded 5(66.58 MB)
] ’i\ Linux © Online S () Open RMM Next Run Jan 24,2025, 12:00 AM ®
S i . Trial. Expire
erver license. Trial. Expires o Last Run Jan 23,2025, 12:00 AM ®
LINUX-RMM Backup for Linux, v4.3.3.255 @ Connect ~
0O A Docalhostiocaldomain] © onine
N
£ 5 -
L) (Eegkg Ultimate license. Trial. Expires Kb Agent Settings Plan settings

Backup for Windows, v8.0.2.4

Restore from Bootable USB © onii .
O = [minint vqmdteu] niine Try new side panel (BETA) Close
© Assign license to this compi
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Step 4. The first step when creating a new VMware backup plan is to give the plan a name.

Create VMware Backup Plan for Win-HYPER-V | VMware Backup Plan X

o Welcome

Plan name *

VMware Backup Plar4

@ Help documentation

It is recommended to use a descriptive name which will distinguish the backup
from others.
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Step 5. In the next section, you are prompted to select the backup destination.

Create VMware Backup Plan for Win-HYPER-V | VMware Backup Plan X
@ welcome Local or cloud sterage
o WheretuBackUp !b I TTEEE NN I B e E.

Connect to Host

l.l. INIEN B N Ih

What to Back Up
Cloud Account ' R
Application Processing
Options

Demo destination] L (L T e

Advanced Settings

S #| & & =

DemoACcount M ——

mta

Backup Consistency

Check
- @ To add a new storage account click here %

v

chedule Options

Retention Policy
Pre Acti
Notifications

© Help documentation
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Step 6. Connect to the vCenter or ESXi by using the FQDN or IP address.

Create VMware Backup Plan for Win-HYPER-V | VMware Backup Plan X
o Welcome Server *

[ 192.0.2.100 l
o Where to Back Up

Login *

€ connect to Host ,
l your\credentials l

Password *

[ ‘ ®

@ Help documentation

It is important to determine whether FQDN or IP addresses will be used for all

future plan configurations. The application will consider each to be unique hosts,
even if the target machine is the same.
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Step 7. Next, select the Virtual Machines you wish to back up.

Create VMware Backup Plan for WIN-HYPER-V | VMware Backup Plan X

© welcome () Back up all virtual machines
() Back up only running virtual machines

o e O Back up selected virtual machines

o e b = 1 of 203 virtual machines selected
e

e What to Back Up
@ Sales Hyper-V demo

@ Sales RD demo

@ Sales 5QL demo

8B 00O

@] Sales Ubuntu demo
{8 Sales vMware demo
@ Sales Win 10 desktop demo with backups

@ Sales Win 10 desktop Demo Forever Clean

0O 0o 0O

]

e

© Help documentation

e Back up all Virtual Machines: will backup all VMs regardless of current state. This is
recommended only for small environments.

e Back up only running Virtual Machines: Only backs up VMs currently in “Running”
status and is recommended for clustered environments where backup servers planned
for failover procedures are not required to be selected.

e Backup up selected Virtual Machines: Select which VMs to include with this plan. This
allows for greater control of mixed status VMs and for larger environments where it is
beneficial to split the backup into multiple plans.
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Step 8. Next, you are able to configure the Application Processing options.

Create VMware Backup Plan for WIN-HYPER-V | VMware Backup Plan X

o Welcome Configure Windows virtual machines for application-consistent backup

e Where to Back Up € The application processing flushes application memory and completes all transactions before backup

Learn more...
o Connect to Host

Q
o What to Back Up
Processing
N - VM
o Application Processing name Maode
Options
Sales Ubuntu demo Try -
Try
Require

Disable

@ Help documentation

3 o

e Try application processing. Backup will perform whether or not the
application-concistent process fails. If the processing fails, the backup will be done “as
is”, but data consistency is not guaranteed.

e Require successful application processing. Skip virtual the machine if processing
fails. If processing is successful, it ensures that applications running in the VM, such as
databases, are taken into consideration and the backup will ensure data consistency is
maintained.

e Disable application processing. Backup virtual machine “as is” and does not perform
any application processing. The VM is backed up in its current state, which may cause
data inconsistencies.
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Step 9. Next you are prompted to select which virtual disks should be backed up in each VM.

Create VMware Backup Plan for WIN-HYPER-V | VMware Backup Plan X

@ welcome () Back up all disks

O Back up selected disks only
o Where to Back Up

1 of 1 virtual disks selected

© connect to Host
(@ Sales Ubuntu demo -

o What to Back Up
[DEV-5A] Sales Ubuntu demo/Sales Ubuntu demo.vmdk 20GE &

o Application Processing
Options

e Select Virtual Disks
° Advanced Settings

9 Compression and
Encryption

@ Help documentation
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Step 10. After configuring the parameters for what and how to perform the backup, you are able
to set the encryption and compression options.

Create VMware Backup Plan for WIN-HYPER-V | VMware Backup Plan X

@ welcome Enable compression

Enable encryption
e Where to Back Up

A Password Recovery service is not enabled. You will not be able to recover your data in case
o Connect to Host your encryption password is lost or forgotten. Contact your service provider to enable
Password Recovery service for your account to avoid the issue.

o What to Back Up

Password * @ Algorithm
o Application Processing [ | @ AES 256-bit -
Options
Confirm password *
@ select virtual Disks [ ‘ @™
° Advanced Settings Hint

e Compression and
Encryption

@ Help documentation

E cance'

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.
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It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place and enable the Password Recovery Service.

Step 11: Select if you're going to use the full consistency check

Create VMware Backup Plan for WIN-HYPER-V | VMware Backup Plan X
T Consistency Check ©
o Where to Back Up With this option enabled, all backup data related to this backup plan will be checked if

presented in the backup storage without any modifications. If this option is disabled, only

the most recent full backup and the subsequent incremental backups will be verified
o Connect to Host

o What to Back Up

o Application Processing
Options

e Select Virtual Disks
e Advanced Settings

e Compression and
Encryption

e Backup Consistency
Check

@ Help documentation

I It is recommended that you leave “Enable Full Consistency Check” enabled.

Step 12: The next section allows you to specify the preferred backup Schedule and the
additional settings.
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Create VMware Backup Plan for WIN-HYPER-V | VMware Backup Plan X
o Welcome

™ Simple O 4 Advanced (o]
e Where to Back Up P

One full + incremental backup Multiple full + incremental backups
e AT Forever Forward Incremental Grandfather-Father-Son retention
e what to Back Up () No schedule, run manually

o Application Processing
Options Incremental Backup Schedule

. . Daily on: MON, TUE, WED, THU, FRI. Starts at 12:00 PM. Repeat every: 1 week(s)
e Select Virtual Disks

o Advanced Settings

Full Backup Schedule

e Compression and Maonthly on: first Wednesday. Starts at 12:00 PM. Repeat every: 1 month(s)

Encryption

e Backup Consistency £ Additional Settings
Check

@ Schedule Options

@ Help documentation

e Simple (Forever forward): Select the Simple (Forever Forward) option to use the
Forever Forward Incremental (FFI). This schedule offers one full backup followed by a
limited number of incrementals. Once the limit is exceeded, a new full backup is created
using in-cloud copying (synthetic full backup).

The simple schedule is unavailable if the selected storage account does not support
synthetic full backups. To find more information about the supported storage providers
and storage classes, please refer to the Forever Forward Incremental article.
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4 Simple
One full + incremental backup

Forever Forward Incremental

() No schedule, run manually

Backup Schedule

% Advanced L

Multiple full + incremental backups
Grandfather-Father-Son retention

Daily on: MON, TUE, WED, THU, FRI. Starts at 12:00 PM. Repeat every: 1 week(s)

You can modify the “Backup Schedule” by clicking on the section as displayed below:

Backup Schedule

Backup frequency: © Daily () Monthly

Recommended presets:

Days of week: Mon Tue Wed Thu Fri [EEL

Time: © At specifictime () Several times a day
12:00 PM

Repeat every: 1 f week(s)

X

Save Cancel

The Simple (Forever forward) schedule is a good option to use for the
short-term retention policy such as 30 days (1 months) or 90 days (3 months).

It is not recommended to select the Simple (Forever forward) schedule for
long-term storage and archival purposes. If you are planning to retain more than
100 restore points (days), please consider using the Advanced schedule.

© 2025 MSP360. All rights reserved.

msp360.com
353


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkupS and Restores

Synthetic Full Backups allow the system to merge a series of incremental
backups together to form a new full backup, greatly reducing the time and
bandwidth needed to perform full backups after the initial full. If the storage
destination does not support Synthetic full, then a traditional full will be made
instead.

e Advanced (GFS, Object Lock): Select the Advanced option to set up a flexible,
recurring schedule with generations. Every generation contains one full backup followed
by incrementals.

9 Simple O 9 Advanced (o)
One full + incremental backup Multiple full + incremental backups
Forever Forward Incremental Grandfather-Father-Son retention

P
]

() No schedule, run manually

Incremental Backup Schedule
Daily on: MON, TUE, WED, THU, FRI. Starts at 12:00 AM. Repeat every: 1 week(s)

Full Backup Schedule
Monthly on: first Saturday. Starts at 12:00 AM. Repeat every: 1 month(s)

The “Advanced” option allows you to configure different schedules for your Incremental and Full
backups:
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Incremental Backup Schedule X
Backup frequency: © Daily () Monthly
Recommended presets:
Days of week: Mon Tue Wed Thu Fri Sat
Time: O Atspecifictime () Several times a day
12:00 AM O]
Repeat every: 1 t week(s)

Save Cancel

Full Backup Schedule b4
Backup frequency: () Daily © Monthly

Occurrence: @ First -

Day of the week: Saturday hd

Time: 12:00 AM 0]

Repeat every: 1 t month(s)

Save Cancel

It is recommended to use the Advanced (GFS, Object Lock) option and regularly
scheduled full backups for long-term storage (longer than 6 months), archival,
and legal purposes.

The most common setup for the Advanced Schedule is daily Incremental

backups with either weekly or monthly Full backups.
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The retention policy will only perform properly with regular scheduled full
backups.

By clicking on the Additional Settings button, you can see the options below:

Additional Settings b 4

First backup starts on Feb 28, 2025
[ ] Stop Backup if it runs for more than hours * minutes

(] Alert Backup as overdue after - from last success

(] Run missed Backup immediately when the computer starts up

Save Cancel

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.
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Step 13: On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals.

Edit VMware Backup Plan for Win-HYPER-V | Backup VMware WASABI X

o Welcome (") Do not purge (keep backup forever)

Q) Keep backup for
o Where to Back Up

3 *  Monthis) - @
o Connect to Host Enable GFS @&
MNote: the GF5 settings will be applied to subsequent backups only.
o What to Back Up Previous backups will not be affected.
I i +

o Application Processing Period of keeping weekly full backups 8 T weeks

Options

P Period of keeping monthly full backups 12 T months

e Select Virtual Disks Period of keeping yearly full backups 7 T years
e Advanced Settings Select the first successful full backup as of January -
o Compression and Object Lock (immutability) @

Encryption

e Backup Consistency
Check

@ Schedule Options

0 Retention Policy

@ Pre / Post Actions

@ Help documentation

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has
reached this age.

e Enable GFS: Select this option if you want to keep Full Backups for archival purposes at
the selected intervals.

e Period of keeping weekly full backups: Set the number of Weekly Full Backups to
retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.

e Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.
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e Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.

o Select the first successful full backup as of: Select the first Monthly Full
Backup you would like to flag and retain as the first Yearly Full Backup.

e Enable Object Lock (Immutability): Activates immutability, preventing modifications or
deletions of backups. It is applied to GFS Full Backups and remains in effect until the
defined retention policy expires

Step 14: After the retention policy is set. Next you are prompted to set pre and post actions

Edit VMware Backup Plan for Win-HYPER-V | Backup VMware WASABI X

@ welcome [] Pre-backup action

o Where to Back Up

o Connect to Host
© What to Back Up [ Post-backup action
e Application Processing

Options (8]

e Select Virtual Disks
[ Backup chain
e Advanced Settings -

e Compression and
Encryption o

o Backup Consistency
Check

@ Schedule Options o
0 Retention Policy

@ Pre / Post Actions

© Help documentation Back MNext Save Cancel
P

© 2025 MSP360. All rights reserved. msp360.com
358


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. fOI’ BaCkups and Restores

Step 15. After pre-post actions, you can configure the notifications for this backup plan.

Edit VMware Backup Plan for Win-HYPER-V | Backup VMware WASABI X
o Welcome O Use company options O Specify custom options

Success ©
e Where to Back Up

(demo1@msp360.com)
o Connect to Host

(2) Edit
What to Back U )

o = Warning @

o Application Processing (demol1@msp360.com)

Options
(1) Edit

e Select Virtual Disks .
Failure @

° Advanced Settings (demo1@msp360.com)

e Compression and 5 (1) Edit
Encryption

| want to receive a notification email
e Backup Consistency

Check O ifthe backup plan fails or completes with warnings

O In all cases

@ schedule Options [T} Add entry to Windows Event Log

o

0 Retention Policy
@ Pre / Post Actions

@ Help documentation

Step 16. Once you are satisfied with the plan configuration, click on “Save” to finish.
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VMWare Restore Plans
Restore as a VM using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

al 3 | Online Backup VIV _ | a | % |
Home | Tools
[ 1]  / 'K | B Restore o e
@ [ ] Iﬁ .: . E::nnﬁtnzirﬁVM % wJ Q
VMware Hyper-V  Files  Image Restore Make Refrash  Search
Based Bootable USB
Backup Plans Restore Plans Backup Storage History
Step 2. Once the wizard starts, click on Next to advance to the next step.

|é3h Restore Wizard o

Welcome to the Restore Wizard

This wizard helps you to restore files.

’ < Back Cancel
e~ w
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Step 3. The next step will prompt you to select the source for the restore point.

| &3 Restore Wizard

% |
' Select Backup Storage # -.\'.
Select Backup storage or create a new one @
. Amazon 53 v =
(“ g Online Backup Account
Consistency Check: 12/8/3021 Used: 0 bytes
@ local disk =
> File System
"SR Consistency Check: NfA Used: 64.3 GE | Free: 117.8 GB
- ™y
- Add new Storage Account
\ ) < Back Mext = Cancel
. i
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.
{:3 Restore Wizard X

Plan Name 1‘? 2

Specify a plan name ( b

n Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is availahle

() Save restore plan
Save restore plan options for further running or scheduled restore

Flan name: Restore plan on 12/20/2021 1:21:24 PM

\\ /

. il "‘y

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore VMware Virtual Machine” option to continue.

| {Z% Restore Wizard X

Type of Data g B
Select type of data for restore &

Restore files and folders I_'T_|

Restore Image Based Backup
Bare Metal Restore  [7]
Restore System State [2]

(®) Restore VMware Virtual Machine

Restore Hyper-V Virtual Machine E—l

1% '} <Back | | MNext> |  cancel
L o<y
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

% Restore Wizard >
Select Backup to Restore # ] 2
select backup to restore &
& v
VMware Hosts (Current Backup Format)
4 ﬁ
\
'p‘ e,
A% . ) <Back | Next> | cancel
“ il .-"‘J
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Step 8. Next you will be given a choice for what point in time you would like to restore the VM
to.

() Restore Yfizard

Restore Point

Restore from specified time ( b

Restare the lakest versions of selecked files

7Y

(") select the Restore Point
Specify the existing restare poink

Incremental - 1172772024 12:01 AM - 11.1 GB

N S—

< Back | | Mext = I | Cancel

If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose

which to restore.

| {_} Restore Wizard

Restore Source \1
Spedify files and folders you want to restore
4 [ | DESKTOP-HAETAM4
4 = 192.168.3.69
LY Win10x64_Testl
View in dislog

In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
- you did not specify the correct prefix (prefix that had been used to back up)

-your repository is not synchronized

= Back

[ mext >

Cancel
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Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

{_} Restore Wizard

Restore Type
Select type of data for restore

) Restore as virtual disk

Use this option to restore as virtual disk file. Later you can mount this disk as virtual drive

or use in your Virtual Machine environment

Select virtual file format: |Hyper-¥ Virtual Disk (VHDX-format) dynamic

(@ Restore to VMware vSphere
Restore as VMware virtual machine

() Restore to Amazon Web Services

Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

) Restore to Microsoft Azure
Restore as Azure Virtual Maching or Azure Data disk

T

Cancel

Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are

available:

Select virtual file format: | Hyper-V Virtual Disk (VHDX-format) dynamic

g Hyper-¥ Virtual Disk (VHD-format) dynamic
Rﬁt{?m a.s Hyper-V Hyper-Y Virtual Disk (vHD-format) fixed
Use this option to restore e e e
e e |RAW disk image raw
HHEERE PSS e Ay disk image rawsparse
RAW disk image tar
Restore to Amazon W avw disk image toz
Restore as Amazon EC2 nVirtualBox Virtual Disk dynamic
VirtualBox Virtual Disk fixed
Restore to Microsoft 4YMware Virtual Disk vmfsdynamic
Restore as Azure Virtual | YMware Virtual Disk vmfsfixed

o

Restore to VMware VSphere: Selecting this option restores the virtual machine

configuration as well as the virtual disks to VSphere as a VM.
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e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly

to AWS Cloud either as an EC2 instance, EBS volume, or AMI.
e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an

Azure Virtual Machine or Azure Data disk.

Step 11. The next step is to select the disks to be restored

i) Restore Wéizard
Select ¥irtual Disks s o
Select virtual disks vou want to restare ( b

All disks will be added ko restore

() Restore selected disks only
Only selected disks will be added to restore
- J@ Sales Ubuntu demo
|55 hard disk 1
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Step 12. The next step is to choose a destination for the restored VM or virtual disk.

i) Restore Wizard >
A
Select VMware Host Server ~ \
Select VMware Host Server where you want to restore
the virtual machine

Server: |192. 168.3.69 |

Login: |domain‘username " |

Password: |'I'O'I"I"I"I'O'I'| |

Current language: English (United States)

[ remember password
Select this check box to link the spedified password with selected login for future use

} | < Back | | Mext = | | Cancel
B SN - |
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Step 13. Once the destination is selected, you are presented with additional options for
importing the restored VM.

{_) Restore Wizard >

Restore options »
Spedfy restore virtual machine options ( B

Specify datastore where you want to locate selected virtual machines:
900GB-5amsung-1y e

Spedfy the behavior for powered on virtual machines:
(® Power off and then restore

(O skip

[] Power on virtual machines after successful restore

3

B

e Specify datastore...: Select the destination disk on the VMware host where the VM
should be restored to.

e Specify the behavior...: Choose the action to take if the target VM being overwritten is
currently powered on. If you select “Skip” then any powered on VMs will be ignored
during the restore process.
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Step 14. Next, you will be prompted to select which VM you would like to overwrite. If you wish
to restore it as a different name or target VM, select or type over the value in the “Restore as”

list.
| {_} Restore Wizard X |
Restore Virtual Machines as é ..\-.
Specify names for each virtual machine ‘ b
[] overwrite the existing virtual machines
Selected Virtual Machine Restore as
192, 168, 3.69\Win 10x64 Testl Win10x64 Test1 v
F i .'.ﬁ.
) & £
\a ) . <Back | [ MNext> || cCancel |
| = -
e Restore As: Enter a new name in this field to restore the VM with a new or different
name.
© 2025 MSP360. All rights reserved. msp360.com
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Step 15. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)
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Step 16. With the decryption password entered, the next step is setting the schedule for the
restore plan.

G Restore Wizard X
" Schedule S

e
Specify schedule options ( b

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

) Specific date: | | | Time: .16 :00:00 ]
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

o _

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

e Synchronize repository before restore: Ensures the latest backup data is available
before restoring.

e Stop the plan if it runs for X time: Automatically stops the restore if it exceeds the
specified duration.

e Run missed scheduled plan immediately when computer starts up: If the restore
was missed due to the system being off, it runs as soon as the computer starts..
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Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 17. After setting the schedule, the next step allows pre and post actions to be defined.

E} Restore Wizard L
I - e
Pre / Post Actions » \
Specify actions to be executed before and/or after the
restore plan is completed

("] Pre-restore action
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Step 18. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

i} Restore Wizard %

I~

7Y

Summary

Surmnmary:

5lan name: Restore plan
Restore Type: Latest version

WMware host: 192, 163, 3.69
Login: devidouglas.p

Restore WMware backup as YMware machine

Restaore virtual machines:
192,168, 3.69\Win10x64_Testl AS Win10x64_Testl
Crverwrite the existing virtual machines

Restore virtual machine options:
Behavior for powered on machines: Power off and then restore
virtual machines will not be imparted
Encryption: disabled
Schedule restore:
Restore iz not scheduled

| \\ Click "Mext” to create restore plan

’l | = Back || Mext = || Cancel

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Restore as a VM using MBS

Step 1. From the MBS Portal, left-click Backup>Computers on the menu

[@] Managed Backup Service X

0]
+

<« C O B &= https:/iconsole.msp360.com/AP/Backup/Computers 0% Y @ & =
€ O Computers EC::SME“ - @ M365/Google Backup ~ € RMM - |4l Reporting - & Organization - @ Settings - & Downloads » - @-
Backup Co) = Computers ‘
I Monitoring
Enter search request (£ Backup History Q - o

© Backup Templates

Al17 | @ Warning: gy peciore to Cloud Pending:2 Unsupported Versions: 0 Installation Issues: 0 Soperpage - &

& M365/Google

O os Comp Computer Status T Backup Company & User Account Action
Plan Status
& Storage Accounts Backup for macOs, v4.3.2.254
& At @ Storage Limits © online a @ comnect ¥

Step 2. Locate the computer you wish to restore from the list and open the current list of plans
by either clicking on the name of the computer, or by selecting “Show Plans” from the gear
menu.

Backup

€ O Computers = i

= M365/Google Backup ~ € RMM - LWl Reporting ~ @ Organization - @ Settings ~ & Downloads A - @-

Backup Computers
Enter search request Q - [u
All: 17 @ Warning:0 Falled:0 Overdue: 0 Pending:2 Unsupported Versions: 0 Installation Issues: 0 50 per page ~ o

MSP360 Music Labs
O EE | oecpiesincpemo @ Online a & connect ~
Server icense. Tral Expires on Dec 6, 2025

Demo Desktop Backup for Windows, v8.0.3.36

-l [DESKTOR-ZTIQCMI] onii MSP360 Music Labs -
O = @ oniine B o s & connect
Desktop Desktog Trial. Expire: 025
— InfraMath
- Demo HY and Viiware ot lex 5t v
O = W NpERY | fer Officz @ onine Agent i not installed ‘” Rl SERVERAMML1-GFG1791AFCE & connect

Dema HY and VMware # Backup for Windows, v8.0.2.41

L | © o MSP360 Musi Labs p—
D - Do not reboot  Server e o MSP360_demo_ VM s

VM Server license. Trial. Expires on Dec 9, 2025
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Step 3. Select ‘Restore Plans’ click on the “Add New Plan” icon and then select “VMware
Restore Plan”

&8 Demo HV and VMware [Win-HYPER-V] (oniine) S X

© An outdated version of the Backup Agent is used on this computer. Some functionality might be
unavailable or works an unexpected ways. Update the Agent on this computer as soon as possible

General
+ Add New Plan D History =

License Image-Based Restore Plan

Bac kup e f SCHEDULED Files Restore Flan

Hot-restore-p  VMware Restore Plan

Restore Plans @ The last res! Hyper-V Restore Plan
View Details «d Report a Problem
Ba{:kup sturage EBETA} IEW ...... E ..... ! P
Plan Type s Image-Based Restore Plan
Destination = Directory: Firestored-hot-disk; File: hos...
Elapsed time 0 days 01:09:16
Speed 3.66 MBisec
Files to restore 1(42.56 GB)
Files downloaded 1{47.5 GB)
MNext Run Jan 19, 2025, 12:00 AWM (D
& Open RMM Last Run Jan 12, 2025, 12:00 AM @
@ Connect -
* Plan settings
L Agent Settings
N . -
Try new side panel (BETA) Close
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Step 4. The first step when making a Restore Plan is to select if it should run only once, or if it
should be saved for future or scheduled use. The latter will allow you to name the plan.

Create VMware Restore Plan for Win-HYPER-V | VMware Restore Plan on Jan 16, 2025, 8:22 AM X

o Welcome

Select Backup Storage

O Run the restore plan once

Run the restore only once by clicking the "Save’ button on the last step of the wizard.

Mo scheduling options are available.

() save restore plan

Sawe the restore plan settings for a later run or schedulad recovery
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Step 5.Now we have to select the storage source to restore the backup.

Create Hyper-V Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:35 AM X
o Wwelcome Local or cloud storage
o Select Backup Storage & Bl mmrasammn m S . -

e Select Computer to B e

Restore

Cloud Account B T g e

Select Backup to

Restore

Restore Point

[ o ] E I N N
Restore Source

]
9
@ Demo destination (11 I IS N
L]
9

Type of Data DemOoACCOUINT [

Select Virtual Disks

Destination
Encryption Options
Schedule Options
Pre / Post Actions
Save Cancel
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Step 6. Select the host you want to get the Vm backup from

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM X

o Welcome
B oeskrop-zmigomi

o Select Backup Storage

[2] EsxHost001

e Select Computer to
Restore

Restore Poin
Restore Source
elect Virtual C
Destination
E ptions
Pre A
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Step 7. Next, select the Backup Plan you want to restore

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM
o Welcome (@ VMware Backup

e Select Backup Storage (8 Backup VMware WASABI

o Select Computer to
Restore

o Select Backup to
Restore

© 2025 MSP360. All rights reserved.
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Step 8. Next you will be given a choice for what point in time you would like to restore the VM
to.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM X
@ welcome O Latest version

Restore the latest versions of selected files
© select Backup Storage () select the Restore Point

Specify the existing Restore Point
o Select Computer to

Restore

o Select Backup to
Restore

e Restore Point

© 2025 MSP360. All rights reserved. msp360.com
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose
which VM to restore.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM X

o Welcome

o Select Backup Storage 0=
[ = - ]
o Select Computer to = [
Restore
(] B i s
o Select Backup to = sales Ubuntu demo
Restore 0= a
e Restore Point (J B = T =
[z
e Restore Source () 8 i N e
- 1 = m

@ If you cannot see objects that were backed up from ancther computer, perform the following
steps:
» Specify the correct prefix by going to 'Edit’ > 'Edit Account’ on "Computers’ and entering the
prefix that was used on the other computer
* Synchronize repository

If backed-up objects are missing, ensure the correct prefix is specified (the same
one used for backup) and verify that the repository is synchronized to update
available backups.
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Step 10: The next step of the wizard allows you to choose how the VM data should be restored.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM X

o Welcome
o Select Backup Storage

o Select Computer to
Restore

Select Backup to
Restore

Restore Point

o
e
e Restore Source
o

Type of Data

© Restore to VMware vSphere
Restore as Vihware virtual machine

() Restore as virtual disk

Use this option to restore a ViMware WM as a virtual disk. You can later mount this disk as a virtual drive or
use it in your VM environment. The virtual disk needs to be imported as a VM into YMware vSphere
manually

e o

e Restore to VMware VSphere: Selecting this option restores the virtual machine
configuration as well as the virtual disks to VSphere as a VM.

e Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are

available:

© 2025 MSP360. All rights reserved.
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Step 11: The next step of the wizard allows you to choose the disks to be restored.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM xX

@ welcome O Restore all disks

() Restore only the selected disks
o Select Backup Storage

= [E sales Ubuntu demo
o Select Computer to
Restore & H

Select Backup to
Restore

Restore Point
Restore Source

Type of Data

Select Virtual Disks
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Step 12: Now you’ll have to connect to the host by either using its IP address or FQDN.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM p 4

*
o Welcome Server

[ FQDNHIP&DDRES# l

o Select Backup Storage
Login *

o Select Computer to

ouricredentials l
Restore [ Y

Password *
e Select Backup to

Restore [ PrrrTT—— ‘ ®

o Restore Point

e Restore Source
o Type of Data

e Select Virtual Disks

@ connect to Host

It is important to determine whether FQDN or IP addresses will be used for all
future plan configurations. The application will consider each to be unique hosts,
even if the target machine is the same.

© 2025 MSP360. All rights reserved. msp360.com
388


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 13: In this step of the Restore Wizard, you configure where and how the virtual machine
(VM) will be restored.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM X

o Welcome Datastore

Specify datastore where you want to locate selected virtual machines

e Select Backup Storage
datastore_HDD_24 hd

o Select Computer to

. Additional Settings

Power on virtual machine after successful restore

o Select Backup to

Restore Overwrite existing virtual machine

. Selected virtual machine Restore as
o Restore Point

Sales Ubuntu dema MEW-SALES-UBUNTU-DE.. = 4
e Restore Source

a Type of Data
o Select Virtual Disks
e Connect to Host

@ Destination

E cance'

e Specify datastore: Select the destination disk on the VMware host where the VM
should be restored to.

e Additional Settings: Choose the action to take if the target VM being overwritten is
currently powered on. If you select “Skip” then any power on VMs will be ignored during
the restore process.

If you wish to restore it as a different name or target VM, select or type over the
value in the “Restore as” list.
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Step 14. If you choose to save the restore plan, the schedule is configured during steps 11 and
12 of the wizard.

© 2025 MSP360. All rights reserved.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM b 4

o Welcome

o Select Backup Storage

o Select Computer to
Restore

o Select Backup to
Restore

o Restore Point

e Restore Source
e Type of Data

o Select Virtual Disks
o Connect to Host
@ Destination

0 Schedule Options

Run restore plan manually or configure the schedule for automatic plan execution

() No schedule (run manually)
() specific date
© Recurring

Settings will be available on the next step

[T} synchronize repository before restore
[C] stop plan if it runs longer than
[] Mark plan as 'Overdue’ after - v

(] Run missed scheduled plan immediately when computer starts up

No schedule (run manually): Use this option only when you wish to execute the

Restore manually.

Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only

msp360.com
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recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 15. If a recurring schedule was selected, now you can set up the frequency for the restore
plan to be executed.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM X

o Welcome Run restore plan manually or configure the schedule for autematic plan execution

o Select Backup Storage
- Schedule Recurring Options [ ©]

Occurs every 1 day at 10:32 AM starting from Jan 16, 2025
o Select Computer to ey &

Restore
Frequency Daily frequency
o Select Backup to
Restore Daily + O Ocaursat
. 10:32 AM @
o Restore Point Repeat every Start from

Occurs evel
1 * Day(s) lan16,2025 B O g

e Restore Source - =

e Type of Data

o Select Virtual Disks
@ connect to Host

@ Destination

@ Schedule Options

@ Recurring Schedule

Step 16. Next, specify the pre/post actions if required.
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Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM

Welcome ] Pre-restore action

Select Backup Storage
Select Computer to Run the
Restore
[ Post-restore action

Select Backup to
Restore

O Execute

Restore Point

Restore Source

Type of Data

Select Virtual Disks

Connect to Host

Destination

Schedule Options

® ©6 6 6 0006 6 6 0 O

Recurring Schedule

© 2025 MSP360. All rights reserved.
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Step 17. After pre-post actions, you can configure the notifications for this restore plan.

Create VMware Restore Plan for ESXi-Host-001 | VMware Restore Plan on Jan 16, 2025, 8:22 AM x
o Welcome © Use company options (") specify custom options
Success @
e Select Backup Storage
(demo1@msp360.com)
o Select Computer to
Restore (2) Edit
Warning @

o Select Backup to

Restore (demo1@msp360.com)

o Restore Point (1) Edit
e Restore Source Failure @
(demo1@msp360.com)
0 Type of Data
(1) Edit

e Select Virtual Disks

| want to receive a notification email

Connect to Host . . :
e QO if the restore plan fails or completes with warnings

@ Destination ) Inall cases
] Add entry to Windows Event Log
0 Schedule Options o

@ Recurring Schedule

Back | Next Save Cancel

Step 18. Click on Save when you are happy with your selections. If the plan is set to run only a
single time and has no set schedule, it will automatically start. Otherwise, if it is set to run only
once and is scheduled, it will display in the list of plans until the scheduled time. If it is only set

to run once, then when it completes successfully it will remove itself from the list of plans. Only

Restore Plans which are saved will remain in the list for future use.
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Restore as a Virtual Disk using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

5! £ | Online Backup Vi

-lal x|
Home = Tools
[ 1] J 'K | WRestore o e’
@ [ ] Iﬁ ... % E::nnﬁ:niirﬁVM % ./ Q
VMware Hyper-V  Files  Image Restore ake Refresh  Search
Based Bootable USB
Backup Plans Restore Plans Backup Storage History
Step 2. Once the wizard starts, click on Next to advance to the next step.
|é3h Restore Wizard X

Welcome to the Restore Wizard

This wizard helps you to restore files.

, < Back Cancel
e o
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Step 3. The next step will prompt you to select the source for the restore point.

| &3 Restore Wizard

% |
' Select Backup Storage # -.\'.
Select Backup storage or create a new one @
. Amazon 53 v =
(“ g Online Backup Account
Consistency Check: 12/8/3021 Used: 0 bytes
@ local disk =
> File System
"SR Consistency Check: NfA Used: 64.3 GE | Free: 117.8 GB
- ™y
- Add new Storage Account
\ ) < Back Mext = Cancel
. i
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.
{:3 Restore Wizard X

Plan Name 1‘? 2

Specify a plan name ( b

n Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is availahle

() Save restore plan
Save restore plan options for further running or scheduled restore

Flan name: Restore plan on 12/20/2021 1:21:24 PM

\\ /

. il "‘y

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore VMware Virtual Machine” option to continue.

| {Z% Restore Wizard X

Type of Data g B
Select type of data for restore &

Restore files and folders I_'T_|

Restore Image Based Backup
Bare Metal Restore  [7]
Restore System State [2]

(®) Restore VMware Virtual Machine

Restore Hyper-V Virtual Machine E—l

1% '} <Back | | MNext> |  cancel
L o<y
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

% Restore Wizard >
Select Backup to Restore # ] 2
select backup to restore &
& v
VMware Hosts (Current Backup Format)
4 ﬁ
\
'p‘ e,
A% . ) <Back | Next> | cancel
“ il .-"‘J
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Step 8. Next you will be given a choice for what point in time you would like to restore the VM
to.

() Restore Yfizard

Restore Point

Restore from specified time ( b

Restare the lakest versions of selecked files

7Y

(") select the Restore Point
Specify the existing restare poink

Incremental - 1172772024 12:01 AM - 11.1 GB

N S—

< Back | | Mext = I | Cancel

If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose

which to restore.

| {_} Restore Wizard

Restore Source \1
Spedify files and folders you want to restore
4 [ | DESKTOP-HAETAM4
4 = 192.168.3.69
LY Win10x64_Testl
View in dislog

In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
- you did not specify the correct prefix (prefix that had been used to back up)

-your repository is not synchronized

= Back

[ mext >

Cancel
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Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

) Restore \Wizard

Restore Type ) s

Ise this option o restore as virkual disk file, Later wou can mount this disk as wirtual drive

Select tyvpe of data For restore

(@) Restore as virtual disk

or use in your Yirtual Machine environment

Select virtual File Format: | %Meare Virbual Disk vmfsfized

D Restore to ¥Mware vsphere
Restore as YWhMware wirtual maching

O Restore to Amazon Web Services

Restare as Amazon EC2 machine, EBS valume or Amazon Maching Image

D Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

< Back

*

e Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are

available:

(® Restore as virtual disk

IJze this option to restore as virtual disk file. Later vou can mount this disk as virkual drive

or use in wour Virkual Machine environment

Select virtual File Format:

Hyper-y Wirtual Disk (WHDE-Format) dynamic

i) Restore to ¥YMware ¥<
Restare as YiMware wirkug

D Restore to Amazon W
Restore as &mazon ECZ2 n

(") Restore to Microsoft 4

Restore as Azure Virtual [

Hyper-y Wirtual Disk (WYHD-Format) dvnarnic
Hyper-y Wirtual Disk, (WYHD-Farmat) Fixed
Hyper-¥ Wirtual Disk, (YHDX-Format) dynamic
R disk image raw

RAwW disk image rawsparse

Ry disk image tar

R disk image tgz

VirkualBaox Virkual Disk dvnarmic

'-.flrtuaIBcux '-.flrtual Disk, leed

'l.-'Mware wirtual Disk vrnFsFixed
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e Restore to VMware VSphere: Selecting this option restores the virtual machine
configuration as well as the virtual disks to VSphere as a VM.

e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly
to AWS Cloud either as an EC2 instance, EBS volume, or AMI.

e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an
Azure Virtual Machine or Azure Data disk.

Step 11. With the checkpoint selected, you can now specify a destination folder for the virtual

disk file.

E} Restore Wizard o . o . X

' Destination &
Specify local folder you want to restore the selected
partitions

Destination folder:
< Back Mext > Cancel
= _— J
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Step 12. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)
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Step 13. With the decryption password entered, the next step is setting the schedule for the
restore plan.

G Restore Wizard X
" Schedule S

e
Specify schedule options ( b

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

) Specific date: | | | Time: .16 :00:00 ]
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

o _

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

e Synchronize repository before restore: Ensures the latest backup data is available
before restoring.

e Stop the plan if it runs for X time: Automatically stops the restore if it exceeds the
specified duration.

e Run missed scheduled plan immediately when computer starts up: If the restore
was missed due to the system being off, it runs as soon as the computer starts.

© 2025 MSP360. All rights reserved. msp360.com
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Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 14. After setting the schedule, the next step allows pre and post actions to be defined.

E} Restore Wizard L
I - e
Pre / Post Actions » \
Specify actions to be executed before and/or after the
restore plan is completed

("] Pre-restore action
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Step 15. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

{_} Restore Wizard =

- S

Summary:

¥

5lan name: Restore plan
Restore Type: Latest version

Restore YMware backup as Virtual disk
Virtual file format: Hyper-v Virtual Disk (VHDX-format) dynamic
Destination folder: E:Y,

Virtual machines will not be imported
Encryption: disabled
Schedule restore:

Restore iz not scheduled

\ ' \\ Click "Mext™ to create restore plan
& b
} | = Back | I Mext = I | Cancel
q.‘-i . = "'U

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Restore as an AWS EC2 Instance using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

:'j| c | Gnline Backup VM _ | a | x |
Home | Tools
L] ) 'K | 9 rRestoreto ‘e
@ . Iﬁ .: -.'". = ::ore tu zire VM % U Q
VMware Hyper-V  Files  Image Restore Make Refresh  Search
Based Bootable USB
Backup Plans Restore Plans Backup Storage History
Step 2. Once the wizard starts, click on Next to advance to the next step.

| £3) Restore Wizard A

Welcome to the Restore Wizard

This wizard helps you to restore files.

’ < Bacdk Cancel
=
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409


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkUpS and Restores

Step 3. The next step will prompt you to select the source for the restore source.

| &3 Restore Wizard

% |
' Select Backup Storage # -.\'.
Select Backup storage or create a new one @
. Amazon 53 v =
(“ g Online Backup Account
Consistency Check: 12/8/3021 Used: 0 bytes
@ local disk =
> File System
"SR Consistency Check: NfA Used: 64.3 GE | Free: 117.8 GB
- ™y
- Add new Storage Account
\ ) < Back Mext = Cancel
. i
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.
{:3 Restore Wizard X

Plan Name 1‘? 2

Specify a plan name ( b

n Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is availahle

() Save restore plan
Save restore plan options for further running or scheduled restore

Flan name: Restore plan on 12/20/2021 1:21:24 PM

\\ /

. il "‘y

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore VMware Virtual Machine” option to continue.

| {Z% Restore Wizard X

Type of Data g B
Select type of data for restore &

Restore files and folders I_'T_|

Restore Image Based Backup
Bare Metal Restore  [7]
Restore System State [2]

(®) Restore VMware Virtual Machine

Restore Hyper-V Virtual Machine E—l

1% '} <Back | | MNext> |  cancel
L o<y
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

% Restore Wizard >
Select Backup to Restore # ] 2
select backup to restore &
& v
VMware Hosts (Current Backup Format)
4 ﬁ
\
'p‘ e,
A% . ) <Back | Next> | cancel
“ il .-"‘J
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Step 8. Next you will be given a choice for what point in time you would like to restore the VM
to.

() Restore Yfizard

Restore Point

Restore from specified time ( b

Restare the lakest versions of selecked files

7Y

(") select the Restore Point
Specify the existing restare poink

Incremental - 1172772024 12:01 AM - 11.1 GB

N S—

< Back | | Mext = I | Cancel

If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose

which to restore.

{_} Restore Wizard X |
Restore Source ﬁ &
Spedify files and folders you want to restore @
4 |4 | DESKTOP-HAETAN4
F] E 192.168.3.69
View in dislog
In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
3 — - you did not specify the correct prefix (prefix that had been used to back up)
i . -your repository is not synchronized
) o £
N
} <Back | | Next> |  Cancel
S e -

If backed-up objects are missing, ensure the correct prefix is specified (the same
one used for backup) and verify that the repository is synchronized to update

available backups.

msp360.com
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Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

{_} Restore Wizard

Restore Type
Select type of data for restore

() Restore as virtual disk

Usge this option to restore as virtual disk file. Later you can mount this disk as virtual drive

or use in your Virtual Machine environment

Select virtual file format: | Hyper-V Virtual Disk (YHDX-format) dynamic

(_) Restore to VMware vSphere
Restore as YMware virtual machine

(® Restore to Amazon Web Services

Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

(_) Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

=

.

Cancel

Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are

available:

Select virtual file format: |Hyper-v Virtual Disk (VHD¥-format) dynamic

g Hyper-V Virtual Disk (vHD-format) dynamic
REI:{‘..!I‘E a.s Hyper-V Hyper-Y Virtual Disk (vHD-format) fixed
Use this option to restore e e
i e R disk image raw
HTREEL S HEETT e Ay disk image rawsparse
FAW disk image tar
Restore to Amazon Wp s disk image tgz
Restore as Amazon EC2 rfVirtualBox Virtual Disk dynamic
VirtualBox Virtual Disk fixed
Restore to Microsoft {VMware Virtual Disk vfsdynamic
Restore as Azure Virtual | YMware Virtual Disk vmfsfixed

O

Restore to VMware VSphere: Selecting this option restores the virtual machine

configuration as well as the virtual disks to VSphere as a VM.

© 2025 MSP360. All rights reserved.
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e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly

to AWS Cloud either as an EC2 instance, EBS volume, or AMI.
e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an

Azure Virtual Machine or Azure Data disk.

Step 11. With the target selected, you can now specify the type of instance you would like to
create in AWS.

O Restore Wizard >

' Amazon Data Type F: =
Select type of data for restore ( b

u Restore as Amazon EC2 Instance
Supported 0S: Windows 2008, 2012, 2014, 2019

() Create AMI (Amazon Machine Image)
Supported O5: Windows 7, 8, 10, 2008, 2012, 2016

(") Restore as EBS Volume
The target will not be prepared for using it as a boot disk
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Step 12. The next step allows you to select the appropriate Amazon account from the upper
dropdown box, and specify the EC2 Instance Details below. These options may vary depending
on the type of instance selected in the previous step.

{3 Restore Wizard L

! Specify Target EC2 Instance details v

EC2 Instance Details ( b

* Temporary 53 storage and target EC2 instance account:

Select Account: Amazon 53 w

Mote: make sure the specified account has reguired permizsions

‘ Target EC2 Instance Details

Region: S East (Ohio) w
Instance type: <Select instance type > w
Subnet: <Select subnet= ~
Security Group: «<Select security group= e
IAM role chedking state:  User is not authorized to perform actions with TAM

EBS wolume type: Magnetic (standard) e

\
< Back Mext = Cancel
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Step 13: After completing the AWS account/Instance details you’ll have to choose if use a
temporary instance or copy the files locally first.

i) Restore Wfizard X

Specify Temporary Instance A L
Temporary Instance ( b

(®){lise temporary instance ;

Files will be copied Faster via kemporary virtual maching, Extra fee will be charged
depending on inskance type and restore running time.

S — 8 — ©®

Dema Termporary Target
destination instance instance

D Do not use temporary instance
Files will be copied via local computer. Usually slower, depends on local inkernet

conneckion,
q
8 — — ®
Demo Local Target
destination camputer instance

< Back Cancel

Use a temporary instance for faster cloud-to-cloud restores; avoid it to reduce cloud
compute costs at the expense of speed.
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Step 14. If you opt to use a temporary instance, you'll need to specify the AWS Temporary EC2
Instance Details on the next step

i) Restore Wizard ot

Specify Temporary ECZ Instance details 1&' N

Temparary EC2 Instance Details ( b

* Temporary 53 storage and karget EC2 instance account:

Select Account: mE - .

Mote: make sure the specified account has reguired permissions

‘ Target ECZ Instance Details

Reqion: 1U5 Eask {Ohind ~
Instance type: |t2.medium e |
Subnet: DN BN NN EEENREEE | us-east-z v

Security Group: |deFauIt w |
AT | <Select AMI> v |
EBS wolume bype: |Magnetic {standard) w |

|
b ‘\‘
£
<24
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Step 15. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)
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Step 16. With the decryption password entered, the next step is setting the schedule for the
restore plan.

G Restore Wizard X
" Schedule S

e
Specify schedule options ( b

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

) Specific date: | | | Time: .16 :00:00 ]
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes

[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

o _

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

e Synchronize repository before restore: Ensures the latest backup data is available
before restoring.

e Stop the plan if it runs for X time: Automatically stops the restore if it exceeds the
specified duration.

e Run missed scheduled plan immediately when computer starts up: If the restore
was missed due to the system being off, it runs as soon as the computer starts.
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Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 17. After setting the schedule, the next step allows pre and post actions to be defined.

E} Restore Wizard L
I - e
Pre / Post Actions » \
Specify actions to be executed before and/or after the
restore plan is completed

("] Pre-restore action
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Step 18. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

i{_} Restore Wizard

Summary

W

&~

Sumrmary:

5lan name: Restore plan
Restore Type: Latest version

Restore WMware backup as EC2 Instance

Region name: us-east-2
Security Group: default
Subnet ID: subnet-2d0cE 146

Inztance type: t2_zmall
Virtual machines will not be imported
Encryption: disabled
Schedule restore:

Restore is not scheduled

P

\ . \\ Click "Mext™ to create restore plan
F k.
} | = Back | | Mext = | | Cancel
1."-i " - 1\:;

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Restore as an Azure VM using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

al o | Online Backup VM

-lal x|
Home | Tools
L] ) 'K | 9 rRestoreto ‘e
@ . Iﬁ .: -.'". = ::ore tu zire VM % U Q
VMware Hyper-V  Files  Image Restore Make Refresh  Search
Based Bootable USB
Backup Plans Restore Plans Backup Storage History
Step 2. Once the wizard starts, click on Next to advance to the next step.
| £3) Restore Wizard A

Welcome to the Restore Wizard

This wizard helps you to restore files.

© 2025 MSP360. All rights reserved.
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Step 3. The next step will prompt you to select the source for the restore point.

| &3 Restore Wizard

% |
' Select Backup Storage # -.\'.
Select Backup storage or create a new one @
. Amazon 53 v =
(“ g Online Backup Account
Consistency Check: 12/8/3021 Used: 0 bytes
@ local disk =
> File System
"SR Consistency Check: NfA Used: 64.3 GE | Free: 117.8 GB
- ™y
- Add new Storage Account
\ ) < Back Mext = Cancel
. i
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.
{:3 Restore Wizard X

Plan Name 1‘? 2

Specify a plan name ( b

n Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is availahle

() Save restore plan
Save restore plan options for further running or scheduled restore

Flan name: Restore plan on 12/20/2021 1:21:24 PM

\\ /

. il "‘y

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore VMware Virtual Machine” option to continue.

| {Z% Restore Wizard X

Type of Data g B
Select type of data for restore &

Restore files and folders I_'T_|

Restore Image Based Backup
Bare Metal Restore  [7]
Restore System State [2]

(®) Restore VMware Virtual Machine

Restore Hyper-V Virtual Machine E—l

1% '} <Back | | MNext> |  cancel
L o<y
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

() Restore Wizard X

Select Backup to Restore *‘ & |
Select backup to restore (}

\
J <t cace
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Step 8. Next you will be given a choice for what point in time you would like to restore the VM

to.
() Restore Wizard X ’
Restore Point P‘
Restore from specified time ‘ b |
© Latest version
Restore the latest versions of selected files
() Select the Restore Point
Spedify the existing restore point
Incremental - 11/21/2023 10:40 PM - 21.3 GB
L
, o £
J = cone
L _— “.J
If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose
which to restore.

() Restore Wizard X

Restore Source
Specify files and folders you want to restore

E@ Leon - Power Win 2019 - Powershell

Leon - Disks Win 19 - VMWare Backups
Leon - Win 16 for Exchange

View in dial

< Back Next = Cancel

© 2025 MSP360. All rights reserved. msp360.com
433


https://www.msp360.com/

MSP360

MANAGE. SUPPORT. PROTECT.

MSP360 Best Practices
for Backups and Restores

Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

b Restore Wizard

Restore Type
Select type of data for restore

x

(_) Restore as virtual disk

Use this option to restore as virtual disk file. Later you can mount this disk as virtual drive

or use in your Yirtual Machine environment

Select virtual file format: | Hyper-V Virtual Disk (VHDX-format) dynamic

(_) Restore to VMware vSphere
Restore as YMware virtual machine

(") Restore to Amazon Web Services

Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

(®) Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

Cancel

Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are

available:

Select virtual file format: |Hyper-v Virtual Disk (VHD¥-format) dynamic

g Hyper-V Virtual Disk (vHD-format) dynamic

Rﬁt{?m a.s Hyper-V Hyper-¥ Virtual Disk (YHD-format) fixed
Use this option to restore e g
i e |RAwW disk image raw
HTREEL S HEETT e Ay disk image rawsparse
RAW disk image tar
Restore to Amazon Wp s disk image tgz
Restore as Amazon EC2 nVirtualBox Virtual Disk dynamic

VirtualBox Virtual Disk fixed
Restore to Microsoft {Mware Virtual Disk vmfsdynamic
Restore as Azure Virtual | YMware Virtual Disk vmfsfixed

o

Restore to VMware VSphere: Selecting this option restores the virtual machine

configuration as well as the virtual disks to VSphere as a VM.
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e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly

to AWS Cloud either as an EC2 instance, EBS volume, or AMI.
e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an

Azure Virtual Machine or Azure Data disk.

Step 11. With the target selected, you can now specify the type of instance you would like to
create in Azure.

{_} Restore Wizard =

Azure Data Type _;

Select type of data for restore ( b

(®) Restore as Azure Virtual Machine
() Restore as Azure Data disk
The target will not be prepared for using it az a boot disk
J < Back | Mext = | Cancel !
3 = _
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Step 12. The next step allows you to select the appropriate Azure account from the upper
dropdown box, and specify the configuration below. These options may vary depending on the
type of instance selected in the previous step.

b Restore Wizard ®

Azure Virtual Machine Instance Details

Specify Azure Virtual Machine Instance details # :: \

ry
LJ Select Account: |Azure V|

Computer Name: |I'I'ISIJ3GUEFEIE1I| |
Location: | East US ~ |
Resource group: |EastUS s |
VM Size: ‘Standard_AO Disk size:20.0 GB Memory: 768 MB v|
Network: Name: EastUSVNet AddressSpace: 10.11.0.0/16 v |
Subnet: |Name: default AddressPrefix: 10.11.0.0/24 w |
Storage: | Mame: chleastusv2mas Location: eastus AccountType: Standare |
Container: | Fehdxf o |
S;);:i;gi:\:_:]msﬁc | Mame: chleastusv2mas Location: eastus AccountType: Standare |
ks ’_“ Operating system: |'|Mr1dnws ~ |
e o 4
\ ) <Back | [ MNext> | Camcel
L e e Sy _ |
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Step 13: After completing the Azure Virtual Machine or Azure Data Disk details, you’ll have to
choose to use a temporary instance or copy the files locally first.

() Restare Wizard X

Specify Temporary Instance A
Temparary Instance ( B

(®){Use temporary instance |

Files will be copied Faster via kemporary virtual machine, Extra fee will be charged
depending on inskance bype and restare running time,

@—}’77—}’7*

Ng Ng
Dermno Ternpotary Target
destination instance instance

O Do not use temporary instance
Files will be copied via local computer, Usually slower, depends on local internet

conneckion,
5 ——> — I
b L
) == kg
Dema Lacal Target
destination camputer instance

< Back Cancel

[t

Use a temporary instance for faster cloud-to-cloud restores; avoid it to reduce cloud
compute costs at the expense of speed.
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Step 14. Next you will need to specify the parameters of the temporary instance in the same
way that the target instance is configured.

{2} Restore Wizard X

Azure Virtual Machine Temporary Instance Details

» : )
Specify Azure Virtual Machine Temporary Instance Details

:.} Select Account:  AzureVM - New v

Refresh
Location: East US ~
Resource group: SalesEngineersTeam ~
VM Size: Standard_A3 Disk size:285.0 GB Memory: 7.00 GB w
Network: Name: leonidVirtualNetwork AddressSpace: 10.0.0.0/16 ~
Subnet: Name: default AddressPrefix: v
Storage: Name: leo4restore2cloud Location: eastus AccountType: Standard_RAG ~
Container: [temp-container-restore2cloud/ w
;Itt:)?;gzgnosﬁc Name: leodrestore2cloud Location: eastus AccountType: Standard_RAG

\\
< Back Cancel
-
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Step 15. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)
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Step 16. With the decryption password entered, the next step is setting the schedule for the
restore plan.

.!j Restore Wizard X

' Schedule

. N
_P. \
Specify schedule options

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

&zt | [i5] Time: (16 : 00 : 003
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes
[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

- - .4

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.
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Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 17. After setting the schedule, the next step allows pre and post actions to be defined.

| &3 Restore Wizard e
' Pre / Post Actions 1‘_‘* kY

Spedfy actions to be executed before and/for after the

restore plan is completed

] Pre-restore action

Execute the post-restore action only if the restore plan complet

m
m
51
i}
T
el
A1

Execute the post-restore action regardless of the restore plan result

} < Back Cancel
. _— "‘\.J ; — R -
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Step 18. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

b Restore Wizard

Summary

Summary:

Slan name: Restore plan
Restore Type: Latest version

Restore YMware backup as File
Virtual machines will not be imported
Encryption: disabled

Schedule restore:

Restore is not scheduled

L -~ Click "Mext” to create restore plan

3 & £
' } <Back [ MNext> | Cancel
b e~V

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Hyper-V Backup Plans
Backing up VMs using the Agent

Step 1. Within the Online Backup Agent, click on “Hyper-V”, then select “Hyper-V Backup”

(R Home Tools

@ & & O giiaa N O Q

VMware | Hyper-V Files Image Restore Make Refresh  Search
= = = Based = Bootable USB
Hyoer-V Backup Recover Misc
Hyper-V Backup (Legacy)
Backup Plans Restore Plans Backup Storage History
© 2025 MSP360. All rights reserved. msp360.com
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Step 2. You will then be prompted to start the backup wizard.
{3 Create Hyper-V Backup Wizard bt

Welcome to the Create Hyper-V Backup Plan
Wizard

This wizard helps you to create new Hyper-V backup
plan, select schedule and automate process.

Local or Cloud Backup
Back up directly to local or doud storage
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Step 3. The next step will prompt you to select the destination for the backup.
i3 Create Hyper-V Ealupl:alcl

Select Backup Storage .ﬁ 3

Select Backup storage or create a new one ( b

., Amazon 53 v =
Online Backup Account

Consistency Check: 12/8/2021 Used: 0 bytes
@ local disk =
> File System
'@ | Consistency Check: 12/13/2021 Used: 60.8 GB | Free: 122.5 GB
- '
t . Add new Storage Account
‘ B £
“ J wa e
- e vl

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next, you will be prompted to name the plan.

{3 Create Hyper-V Backup Wizard

>
Plan Name g »
Specify a plan name ‘ b
Plan name: Backup Hyper-¥ on Server 1

Sy

| )
\ . A

It is recommended to use a descriptive name which will distinguish the backup
from others.
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Step 5. Next, you are presented with the Advanced Options.

| & Create Hyper-V Backup Wizard >
Advanced Options 1¢ A
Select advanced options ( b
l Storage class: | Standard w |

l Use synthetic full backup 7

)

\ \
’f 9
" J <Beck Conce

e LA

Synthetic Full Backups allow the system to merge a series of incremental
backups together to form a new full backup, greatly reducing the time and
bandwidth needed to perform full backups after the initial full. If the storage
destination does not support Synthetic full, then a traditional full will be made
instead.
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Step 6. Next, select the Virtual Machines you wish to back up.

i3 Create Hyper-V Backup Wizard X

Select Virtual Machines \
Select Virtual Machines you want to backup ( b

# Back up all virtual Machines

”a

(1 Back up only running Virtual Machines
1 Back up selected Virtual Machines [0 items selected)

BN AvTest

=. Baremetal Demo
=. Minio5Server
=. Ubunitu

BE W10 Test

BR win7

BB WinServer16
BS xWinl0Test

\ Advanced settings Open in dialog

= coce

. R

e Back up all Virtual Machines: will backup all VMs regardless of current state. This is
recommended only for small environments.

e Back up only running Virtual Machines: Only backs up VMs currently in “Running”
status and is recommended for clustered environments where backup servers planned
for failover procedures are not required to be selected.

e Backup up selected Virtual Machines: Allows you to backup a group of VMs by
selecting them from the list below. This allows for greater control of mixed status VMs
and for larger environments where it is beneficial to split the backup into multiple plans.
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Step 7. Now you'll need to select the application processing options

|& Create Hyper-V Backup Wizard
Application Processing Options
Configure virtual machine backup

VM Name
| N

@ Application Processing Options for W10 Test

Processing mode

o —

X

Select application processing mede for virtual machine

{®) Try application processing. Back up virtual machine 'as is' if failed
() Require successful application processing. Skip virtual machine if failed

() Disable application processing. Back up virtual machine "as is'

MNote: The application processing flushes application memory and completes all

transactions before backup.

Ok || Cancel
= § o,
\
< Back Cancel

. A |

e Try application processing. Backup will perform whether or not the
application-concistent process fails. If the processing fails, the backup will be done “as

is”, but data consistency is not guaranteed.

e Require successful application processing. Skip the virtual machine if processing
fails. If processing is successful, it ensures that applications running in the VM, such as
databases, are taken into consideration and the backup will ensure data consistency is

maintained.

e Disable application processing. Backup virtual machine “as is” and does not perform
any application processing. The VM is backed up in its current state, which may cause

data inconsistencies.
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Step 8. Once you have selected which VMs to backup, the application allows you to then
choose whether to backup all virtual disks on the selected VMs or to only backup selected
virtual disks.

|é3¥ Create Hyper-V Backup Wizard X

f Select Virtual Disks y- R
i Select virtual disks you want to backup ‘ b

| (") Backup all disks
All disks will be added to backup
O Backup selected disks only
Only selected disks will be added to backup

4 B W10 Test
4 | W10 Test
[ w10 test.vhdx
«f“g,- d storage 10gb.vhdx

J

* J < cace

A . e ~
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Step 9. After you have selected which VMs and disks to backup, the next step is to set the
compression or encryption options.

&3 Create Hyper-V Backup Wizard x
Compression and Encryption Options F L
Specify file types you want to compress and encryption
options

B Enable compression

B Enable encryption

Algorithm: AES 256 bit e
Password: L
Confirm: (111

[_] pisplay password
Current language: English {United States)
Hint: check documentation

[ Use Server Side Encryption
Storage dass: Standard e @

(] Use 53 Transfer Acceleration [2]

B

Other features may appear here which are specific to the selected backup destination. Some of
these options may incur additional costs with the storage provider.

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.
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It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place and enable the Password Recovery Service.

Step 10. Next you are presented with an option for the type of Backup Consistency Check to
use with the plan. Itis recommended that you leave “Enable Full Consistency Check” enabled.

&3 Create Hyper-V Backup Wizard X

—.

Backup Consistency Check _; \
Set the options of backup consistency check ( b

Enable Full Consistency Check

Use this option to check backup data of this plan is still presented on backup storage
and was not modified. All full backups and related incremental backups will be checked.
If this option is OFF - only current (the last generation) is checking.

/ = coce

- R

It is recommended to leave the Consistency Check enabled to ensure the integrity of your
backed up data.
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Step 11. Next you are prompted to set the schedule for your backup plan and the additional
settings

| & Create Hyper-\ Backup Wizard >

Schedule £
Specify schedule options ( b

Backup plan can be run manually or automatically by schedule.

I._J) Mo schedule (run manually)
i) Simple (Forever forward) (Edit schedule)
@ Advanced (GF5, Objects Lock)
Incremental backup (Edit schedule)
Full backup (Synthetic full if possible) (Edit schedule)
[] stop the plan if it runs for: |T hours |T minutes
[] run missed scheduled plan immediately when computer starts up

Full backup: Qccurs every week on Sunday at 12:00 AM.
Incremental: QOccurs every week on Monday, Tuesday, Wednesday, Thursday, Friday,
Saturday, Sunday at 12:00 AM.

!

il _-l‘

e No schedule: The backup runs only when manually started.

e Simple (Forever Forward Incremental - FFl): Runs incrementally, keeping a single full
backup and merging old incrementals.

e Advanced (GFS, Object Lock): Allows scheduling full backups separately, enabling
features like GFS retention and Object Lock.

Synthetic Full Backups allow the system to merge a series of incremental
backups together to form a new full backup, greatly reducing the time and
bandwidth needed to perform full backups after the initial full. If the storage
destination does not support Synthetic full, then a traditional full will be made
instead.
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The Advanced retention policy will only perform properly with regular scheduled
full backups.

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.

A common backup schedule which fits most scenarios includes a weekly Full
backup and daily Incremental backups.
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Step 12. On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals and define the multigenerational
Grandfather-Father-Son (GFS) parameters if required.

{3 Create Hyper-V Backup Wizard e

Retention Policy A
Spedfy the retention policy for the backup plan ( b

(") Do not Purge {Keep backup forever)
© Keep backup for:
2 = weeks w

Use GFS to delay purge for certain full badkups (for archive purposes):
B Enzble GFs

B reriod of keeping weekly full backups: |8 + weseks

B Feriod of keeping monthly full backups: |12 + | months

B reriod of keeping yearly full badkups: |7 +| years
Select the first successful full backup as of:  January w

Mote: the GFS settings will be applied to subsegquent badkups only.
Previous backups will not be affected

- carce

e

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has
reached this age.

e Enable GFS: Select this option if you want to keep Full Backups for archival purposes at
the selected intervals.

e Period of keeping weekly full backups: Set the number of Weekly Full Backups to
retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.

e Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.
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e Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.

o Select the first successful full backup as of: Select the first Monthly Full
Backup you would like to flag and retain as the first Yearly Full Backup.

Restore Points will not be deleted until the youngest point in the chain has met
the retention criteria.

GFS Retention provides an excellent way to efficiently archive data for
compliance. Additional information can be found in GES Policy topics in the
MBS Documentation
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Step 13. After the schedule is set, the next section is used to set the “Pre” and “Post” Actions

{3 Create Hyper-V Backup Wizard *

Pre / Post Actions R

Spedfy actions to be executed before andjor after the
badwp plan iz completed

[_] Pre-backup action

Do not run the backup plan if the pre-backup action fails
Run the backup plan if the pre-backup action fails

["] Post-backup action

Execute the post-backup action only if the badp plan completes successfully

Execute the post-backup action regardless of the backup plan result

[} Backup chain

Run the selected plan if this badkup plan completes with success
Run the selected plan regardless of this backup plan completion result
= Select the mode for current chained backup plan:
Force Full Backup

=
-4 :’ Use settings of the current plan

i &y . < Back Mext = Cancel
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Step 14. After the pre and post actions are set, you will be shown a summary of the selected

options.
{3 Create Hyper-V Backup Wizard e
* .'\._
Summary » \
Review Backup plan ( b
Summary:

Badkup virtual machines:
W10 Test

Badk up virtual machines with application consistency issues {recommended)
Use Changed Block Tracking: False
Backup options:
Compression: enabled
Encryption: enabled
Encryption algorithm: AES 256 bit
Storage dass: Standard
Retention palicy:
purge version older than 2 week(s)
GFS settings:
Keep weekly full 8 week(s).
Keep monthly full 12 month(s).
keep yearly full 7 year(s), first successful as of: January

Run Full badkup: Occurs every 7 day(s)
Run Blockdevel Incremental Badwp: Occurs every 1 day(s)

‘\ Click "Mext" to create plan now
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Step 15. The final step of the wizard will confirm that the Backup Plan was successfully created.
If you select the “Run backup now” box, the application will initiate it immediately upon exiting
the wizard, otherwise it will run at the next scheduled time.

i3 Create Hyper-V Backup Wizard

Backup Plan is successfully created.

[] Run backup now

P
i
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Backing up the VMs using MBS

Step 1. From the MBS Portal, left-click Backups on the menu, then select “Computers”

€ T Computers

Computers
Enter search request

All: 14 B Warning;

D 05 Comp

DESKI

O ==&

Critic

© Backup ~ & M365/Google Backup @ RMM ~  |m Reporting ~ 48 Organization ~ 4 Settings ~ & Downloads
3 Computers

l# Monitoring

[# Backup History Q -

® Backup Templates

& Restore to Cloud

& M365/Google ater Status T

& Storage Accounts
1line

& Storage Limits

a Problem:2 Warning: 9

Pending: 2 Unsupported Versions: 0  Installation Issues: 0

RMM
Disk

Backup

Plan Status CcPU MEM Updates  Antiv

22048

] [ | [} [}

Agent is not installed

Step 2. Locate the computer you wish to backup from the list and open the current list of plans
by either clicking on the name of the computer, or by selecting “Show Plans” from the gear

menu.

€@ o computers @ Backup -

Computers

hyperv

All: 1 @ warning:0 Falled: 1 Overdue: 0

) 05 Compuerame
Demao HV and VMw... #
IWIN-HYPERY]

[J =@  bonotreboot

Server Shaw Al

MSP360)

#1 MSP BACKUP

= M365/Google Backup

X a

@ Problem:1 Warning: 0

Computer Status T Backup

Plan Status

Backup for Windows, v&.0.4.6

@ RMM - |l Reporting -

& Organization -~ & Settings - & Downloads + Add - L e- @-
58 Demo HV and VMware [WIN-HYPER-V] (oniine) s X
- General
+ AddNewPlan D History T
Pending:0 Unsupported Versions: 0 Installationls  License
£ SCHEDULED
RMM Backup Plans
Disk Backup HyperV Wasabi

Resicis Baos © The last backup completed with Success

22048

© Online

VM Server license. Trial. Expires on Dec 9, 2025
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tails 4 Report a Problem

BN Backup Storage (BETA)

PlanType BE Hyper-V Backup Plan

& Demo destination

Destination

3

0 days 00:01:25

53KB/sec
5(244.12 MB)
Files uploaded 5(75.59 MB)
Next Run Feb 14,2025, 1200 AM @

Last Run Feb 13,2025, 1200 AM @

) OpenRMM
+ Plan settings

Try new side panel (BETA)

& connect ~

Open Storage —

¥ Agent Settings.

Close
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Step 3. If it is a newly deployed computer, you will be prompted with a list of options to create
new plans, otherwise, click on the “Add New Plan” Button and then under “Backup” header click

“Hyper-V Backup Plan”.

&® Demo HV and VMware [WIN-HYPER-V] (oniine)

General
+ Add Mew Plan

License Image-Based Backup Plan

Image-Based Backup Plan (Lega
Backup Plans & . gacy)
Files Backup Plan

Restore Plans Files Backup Plan (Legacy)

WMware Backup Plan

Backup Storage (BETA)
Hyper-V Backup Plan (Legacy)

Plan Type  Hyper-V Backup Plan

D History -

«d Report a Problem

Destinati Consistency Check Plan
Backup Fu..ia. —
Elapsed time 0 days 00:01:25
Speed 5.3 KBisec
Files to backup 5{244.12 ME)
Files uploaded 5({75.59 ME)
Mext Run Feb 14, 2025, 12:00 AM (D
Last Run Feb 13, 2025, 12:00 AM (D
 Open RMM
* Plan settings
@ Connect -
¢ Agent Settings b Start  ~ [ ] ' Open Storage —

Try new side panel (BETA)
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Step 4. The first step when creating a new Hyper-V backup plan is to give the plan a name.

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan X

Plan name *

Application Processing [ Hyper-V Backup Plan

© Help documentation

It is recommended to use a descriptive name which will distinguish the backup
from others.

© 2025 MSP360. All rights reserved. msp360.com
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Step 5. In the next section, you are prompted to select the destination.

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan b
@ welcome Local or cloud storage
o Where to Back Up @ Demo destination (sales-internal-machines-backups)

LY Local test (c:\test)

Y testt

© To add a new storage account click here %

@ Help documentation

© 2025 MSP360. All rights reserved. msp360.com
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Step 6. Next, select the Virtual Machines you wish to back up.

Create Hyper-V Backup Plan for My Computer X
@ Flan Name What to Back Up
e Where to Back Up Back up all virtual machines

e Back up only running virtual machines
What to Back Up
© Back up selected virtual machines

: 1 of 7 virtual machines selected
=. Baremetal11
=. Deeplnstinc
=. Ubuntu
"""""" B W10 Test
S win7

=. WinServer16

Back  Mext E Cancel

e Back up all Virtual Machines: will backup all VMs regardless of current state. This is
recommended only for small environments.

e Back up only running Virtual Machines: Only backs up VMs currently in “Running”
status and is recommended for clustered environments where backup servers planned
for failover procedures are not required to be selected.

e Backup up selected Virtual Machines: Allows you to backup a select group of VMs by
entering a list of VMs by name in the box below. This allows for greater control of mixed
status VMs and for larger environments where it is beneficial to split the backup into
multiple plans.

© 2025 MSP360. All rights reserved. msp360.com
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Step 7. Now you'll need to select the application processing options

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan X

o Welcome Configure virtual machine backup

9 Where to Back Up @ The application processing flushes application memory and completes all transactions before backup

Learn more...

e What to Back Up

Q
o Application Processing
Options Processin
E
VM name Made a
e Advanced Settings
Ubuntu Try ~
© select virtual Disks Try
Require
Compression and )
0 Disable

Encryption

e Backup Consistency
Check

© schedule Options

© Help documentation

e Try application processing. Backup will perform whether or not the
application-concistent process fails. If the processing fails, the backup will be done “as
is”, but data consistency is not guaranteed.

e Require successful application processing. Skip the virtual machine if processing
fails. If processing is successful, it ensures that applications running in the VM, such as
databases, are taken into consideration and the backup will ensure data consistency is
maintained.

e Disable application processing. Backup virtual machine “as is” and does not perform
any application processing. The VM is backed up in its current state, which may cause
data inconsistencies.

© 2025 MSP360. All rights reserved. msp360.com
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Step 8. With the VMs selected, you are then presented with a choice to backup all disks for
each VM or to specify only select disks.

Create Hyper-V Backup Plan for My Computer X
@ rlanname Select Virtual Disks
©® where to Back Up © Back up all disks

Back up selected disks only
e What to Back Up

VM Name Disk Name
o Advanced Settings
== W10 Test 2 w10 testvhdx
a Select Virtual Disks
== W10 Test (&% dstorage 10gb.vhdx

Compression and

Encryption

Backup Consistency
Check

Schedule Options
Retention Policy
Pre / Post Actions

Notifications

Back Mext m Cancel
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Step 9. Once the desired Virtual Machines are selected, the next step allows you to choose
whether or not to compress the backed up data or enable encryption.

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan X

@ welcome Enable compression

Enable encryption
o Where to Back Up

A Password Recovery service is not enabled. You will not be able to recover your data in case
o What to Back Up your encryption password is lost or forgotten. Contact your service provider to enable
Password Recovery service for your account to avoid the issue.

o Application Processing

Options Password * & Algorithm

[ | @ AES 256-bit -

o Advanced Settings
Confirm password *

e Select Virtual Disks [

| ®

° Compression and Hint
Encryption

o Backup Consistency
Check

e Schedule Options

@ Help documentation

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.

It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a

© 2025 MSP360. All rights reserved. msp360.com
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I secure place and enable the Password Recovery Service.

Step 10. Next you are presented with an option for the type of Backup Consistency Check to
use with the plan. It is recommended that you leave “Enable Full Consistency Check” enabled.

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan X
b Consistency Check ©
o Where to Back Up With this option enabled, all backup data related to this backup plan will be checked if

presented in the backup storage without any modifications. If this option is disabled, only

e What to Back Up the most recent full backup and the subsequent incremental backups will be verified

e Application Processing
Options

o Advanced Settings
e Select Virtual Disks

e Compression and
Encryption

e Backup Consistency
Check

e Schedule Options

@ Help documentation

It is recommended to leave the Consistency Check enabled to ensure the integrity
of your backed up data.
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Step 11. Next you are prompted to set the schedule for your backup plan

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan

o Welcome

™ simple @) B Advanced

One full + incremental backup
Forever Forward Incremental

e Where to Back Up
e What to Back Up

Application Processing () No schedule, run manually

Options

o LRI Incremental Backup Schedule

. . Daily on: MON, TUE, WED, THU, FRI. Starts at 12:00 PM. Repeat every: 1 week(s)
e Select Virtual Disks

Compression and Full Backup Schedule

Encryption

Monthly on: first Wednesday. Starts at 12:00 PM. Repeat every: 1 month(s)

Backup Consistency
Check

£ Additional Settings

e Schedule Options

© Help documentation

e No schedule: The backup runs only when manually started.

Multiple full + incremental backups
Grandfather-Father-Son retention

(o]

e Simple (Forever Forward Incremental - FFl): Runs incrementally, keeping a single full

backup and merging old incrementals.

e Advanced (GFS, Object Lock): Allows scheduling full backups separately, enabling

features like GFS retention and Object Lock.

Synthetic Full Backups allow the system to merge a series of incremental
backups together to form a new full backup, greatly reducing the time and
bandwidth needed to perform full backups after the initial full. If the storage
destination does not support Synthetic full, then a traditional full will be made

instead.

© 2025 MSP360. All rights reserved.
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The retention policy will only perform properly with regular scheduled full
backups.

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.

A common backup schedule which fits most scenarios includes a weekly Full
backup and daily Incremental backups.
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Step 12. On the “Retention Policy" step, you can set the policies the application will use to
determine which data to purge at regular intervals and define the multigenerational
Grandfather-Father-Son (GFS) parameters if required.

Create Hyper-V Backup Plan for My Computer X
© rlanName Retention Policy
e Where to Back Up Do not purge (keep backup forever)

© Keep backup for
© whattoBack Up —_—
1 | Mmonthes) -] e

o Advanced Settings Enable GFs ©®
Mote: the GF5 settings will be applied to subsequent backups only.

e Select Virtual Disks Previous backups will not be affected.
o Compression and Period of keeping weekly full backups | ] t weeks
Encryption (
P Period of keeping monthly full backups | 12 t months
o Backup Consistency Period of keeping yearly full backups | 7 t years
Check '
Select the first successful full backup as of January -

e Schedule Options

o Retention Policy

Back  Mext ﬁ Cancel

e Keep backup for: Determines the minimum age a restore point will be before deletion.
Full Backups cannot be purged until the youngest dependent Incremental Backup has
reached this age.

e Enable GFS: Select this option if you want to keep Full Backups for archival purposes at
the selected intervals.

e Period of keeping weekly full backups: Set the number of Weekly Full Backups to
retain. This is determined separately from the “Keep backup for” value and relies on Full
Backups to be scheduled on at least a weekly basis in the previous step.

e Period of keeping monthly full backups: Number of Monthly Full Backups to retain. A
Full Backup can be flagged as both a Weekly and Monthly backup, but once the number
of Weekly Full Backups has exceeded their retention setting, only those also flagged as
a Monthly will be retained.

© 2025 MSP360. All rights reserved. msp360.com
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e Period of keeping yearly full backups: Set the number of Yearly Full Backups to
retain. A Full Backup can be flagged as a Weekly, Monthly, and Yearly Backup. Once
the number of Monthly Full Backups has exceeded their retention setting, only those also
flagged as a Yearly will be retained.

o Select the first successful full backup as of: Select the first Monthly Full
Backup you would like to flag and retain as the first Yearly Full Backup.

Restore Points will not be deleted until the youngest point in the chain has met
the retention criteria.

GFS Retention provides an excellent way to efficiently archive data for
compliance. Additional information can be found in GES Policy topics in the
MBS Documentation

© 2025 MSP360. All rights reserved. msp360.com
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Step 13. After the schedule is set, the next section is used to set the “Pre” and “Post” Actions

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan on Feb 13, 2025, 11:20 AM X

© welcome [ Pre-backup action

o Where to Back Up

o What to Back Up P

o Application Processing () Post-backup action
Options

o Advanced Settings O:

e Select Virtual Disks
[T Backup chain

° Compression and -
Encryption

Backup Consistency -
9 Check o

@ schedule Options - -

@ Retention Policy o e
@ Pre / Post Actions
© Help documentation
© 2025 MSP360. All rights reserved. msp360.com
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Step 14. The final step is to review the Notifications and Logging. The default settings applied
at the Company level are selected by default, however you are also able to specify custom
options per plan.

Create Hyper-V Backup Plan for WIN-HYPER-V | Hyper-V Backup Plan on Feb 13, 2025, 11:20 AM x
o Welcome © Use company options () specify custom options

Success @
o Where to Back Up

(demo’l@msp360.com)
o What to Back Up

(2) Edit
Application Processin .

° PP g Warning @

Options
(demo1@msp360.com)
o Advanced Settings

(1) Edit

e Select Virtual Disks .
Failure @

e e (demo’1 @msp360.com)
Encryption
(1) Edit
Backup Consistency

Check | want to receive a notification email

S TER AT QO If the backup plan fails or completes with warnings
O In all cases

[] Add entry to Windows Event Log

o

Pre / Post Actions

Motifications

0
o
@ Retention Policy
®
@®

© Help documentation

Once you are satisfied with the selected notifications and logging, clicking “Save” will create the
new plan and close the wizard.
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Hyper-V Restore Plans
Restore as a VM using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

5| £ | Oline Backup VM lal x|

e
@ [ 1 Iﬁ Ay 2R | W restore o £C2 % N Q
] ol *oee’ | B®Restore to Azure VM /

ae
VMware Hyper-V  Files  Image Restore ake Refresh  Search
Based Bootable USB

LB

.......

Backup Plans Restore Plans Backup Storage History

Step 2. Once the wizard starts, click on Next to advance to the next step.

G Restore Wizard L

Welcome to the Restore Wizard

This wizard helps you to restore files.

\ ¥

’ < Back Cancel
e o
© 2025 MSP360. All rights reserved. msp360.com
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Step 3. The next step will prompt you to select the source for the restore point.

| &3) Restore Wizard

% |
' Select Backup Storage # .\'-
Select Backup storage or create a new one (}
T Amazon 53 v =
c g Online Backup Account
Consistency Check: 12/8/2021 Used: O bytes
@ local disk =
> File System
WY Consistency Check: NjA Used: 64.3 GE | Free: 117.8 GB
. ™
- Add new Storage Account
&,
\ ) < Back Mext = Cancel
L e A
© 2025 MSP360. All rights reserved. msp360.com
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.

{3 Restore Wizard >

X

Plan Name .ﬁ: Y
Spedify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Restore Training VMs

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.

© 2025 MSP360. All rights reserved. msp360.com
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J

© 2025 MSP360. All rights reserved. msp360.com
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore Hyper-V Virtual Machine” option to continue.

.!j Restore Wizard X

' Type of Data g 2
Select type of data for restore ‘ b

Restore files and folders

(") Restore Image Based Backup
Bare Metal Restore [Z]
Restore System State (3]
Restore VMware Virtual Machine

O Restore Hyper-V Virtual Machine [zl

"

© 2025 MSP360. All rights reserved. msp360.com
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

& Restore Wizard pd
select Backup to Restore g 3
Select backup to restore (}

Backup Hyper-V on Server 1

© 2025 MSP360. All rights reserved. msp360.com
480


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 8. Next you will be given a choice for what point in time you would like to restore the VM

to.
{3 Restore Wizard X
Restore Point e
Restore from specified time ‘ b
o Latest version
Restore the latest versions of selected files
() select the Restore Point
Specify the existing restore point
Full - 6/23/2022 2:45FM - 16,7 GB
( = ~
) \ ¥
‘* J e
L | . S — :
© 2025 MSP360. All rights reserved. msp360.com
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose

which to restore.

{3 Restore Wizard ®
Restore Source g . \'-
Specify files and folders you want to restare @
HE
Vs
View in dialog
In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
‘ - you did not specify the correct prefix {prefix that had been used to back up)
. -your repository is not synchronized

/ )
(N

<o corce

poac,
|
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Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

Restore Type N
Select type of data for restore ( b

(_) Restore as virtual disk

lUse this option to restore as virtual disk file. Later you can mount this disk as virtual drive
or use in your Virtual Machine environment

Select virtual file format: Hyper-V Virtual Disk (VHDX-format) dynamic

© Restore as Hyper-V machine
Lze this option to restore the Hyper-y VM as files

B Import Virtual Machine @

(_) Restore to Amazon Web Services
Restore as Amazon EC2 machine, EBS vaolume or Amazon Machine Image

(_) Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

e Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are
available:

Select virtual file format: |Hyper-v Virtual Disk (VHD¥-format) dynamic ~

g Hyper-V Virtual Disk (vHD-format) dynamic
Rﬁt{?m a.s Hyper-V Hyper-¥ Virtual Disk (YHD-format) fixed
Use this option to restore e g
i e |RAwW disk image raw
HTREEL S HEETT e Ay disk image rawsparse
RAW disk image tar
Restore to Amazon Wp s disk image tgz
Restore as Amazon EC2 nVirtualBox Virtual Disk dynamic
VirtualBox Virtual Disk fixed
Restore to Microsoft {Mware Virtual Disk vmfsdynamic
Restore as Azure Virtual | YMware Virtual Disk vmfsfixed

© 2025 MSP360. All rights reserved. msp360.com
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e Restore as a Hyper-V machine: Selecting this option restores the virtual machine
configuration as well as the virtual disks as files, but does not import the VM into the
hypervisor by default.

o Import Virtual Machine: Use this option to have the VM automatically imported
to the hypervisor.

e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly
to AWS Cloud either as an EC2 instance, EBS volume, or AMI.

e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an
Azure Virtual Machine or Azure Data disk.

Step 11. The next step is to choose the disks to be restored.

| €3 Restore Wizard 4

Select Virtual Disks o )
| Select virtual disks you want to restore ( b

|| (_) Restore all disks
1 All disks will be added to restore
O Restore selected disks only
|| Only selected disks will be added to restore
oy
~ |«|[C] cBB temporary snapshot for plan d323bd2e-ef3b-43f3-86e7-d68c379b068!
[/ w10 test.vhdx
<—-'" d storage 10gb.vhdx

o

Here you can choose whether to restore all virtual disks associated with each selected VM or
only restore selected disks.
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Step 12. The next step is to choose a destination for the restored VM or virtual disk.

|3 Restore Wizard >
I W
Restore options .p N
Specify restore virtual machine options ( b
Destination folder:  C:\ProgramDataMicrosoftiWindows \Hyper -V D

[] Power on virtual machines after successful restore
[] Restore to original location

Mote: restoring to the original location will overwrite existing VMs with the same names

} = Back Mext = Cancel
. e~
© 2025 MSP360. All rights reserved. msp360.com

485


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkups and Restores

Step 13. Once the destination is selected, you are presented with additional options for
importing the restored VM.

|é3h Restore Wizard A

I Restore Virtual Machines as g 3

Specify names for each virtual machine (}

[] overwrite the existing virtual machines

Selected Virtual Machine Restore as
doug3a0i\W 10 Test Win10Test v
A =
} \ V¥
\ ) < Back MNext = Cancel

Selecting a VM from the dropdown will require you to click on “Overwrite the
existing virtual machines” in order to continue. To specify that it should be
restored as a new VM, click into the text of the dropdown and type in the new
name.
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Step 14. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)

© 2025 MSP360. All rights reserved. msp360.com
487


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkupS and Restores

Step 15. With the decryption password entered, the next step is setting the schedule for the
restore plan.

.!j Restore Wizard X

' Schedule

. N
_P. \
Specify schedule options

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

&zt | [i5] Time: (16 : 00 : 003
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes
[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

- - .4

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.
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Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 16. After setting the schedule, the next step allows pre and post actions to be defined.

| &3 Restore Wizard e
' Pre / Post Actions 1‘_‘* kY

Spedfy actions to be executed before and/for after the

restore plan is completed

] Pre-restore action

Execute the post-restore action only if the restore plan complet

m
m
51
i}
T
el
A1

Execute the post-restore action regardless of the restore plan result

} < Back Cancel
. _— "‘\.J ; — R -
© 2025 MSP360. All rights reserved. msp360.com

489


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkupS and Restores

Step 17. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

& Restore Wizard *

Summary 1{: - \

Summary:

Plan name: Restore Training VMs 'Y
Restore Type: Latest version
Restore:

CBB_HV\Doug3604W 10 Test

Restore Hyper-v backup as Hyper-V machine
Impart virtual machines:
Doug360WW 10 Test AS W10 Test
CQwverwrite the existing virtual machines

Restore virtual machine options:
Behavior for powered on machines: Power off and then restore
Encryption: disabled
Schedule restore:
Restore is not scheduled

\\ Click ™ext™ to create restore plan

e e~

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Restore as a VM using MBS

Step 1. From the MBS Portal, left-click Backup > Computers

[@] Managed Backup Service X

0]
+

Backup
Computers

LB

O Computers 3 = M365/Google Backup ~

C i
Backup Coj @ = |
I Monitoring
Enter search request [€ Backup History Q
® Backup Templates

AT | @ Wamning: gy gesiore to Cloud

Pending: 2 Unsupported Versions: 0

&= M365/Google Computer Status T

O 05 Comp

& Storage Accounts

& st @ Storage Limits © Online

C O B &= https:/iconsole.msp360.com/AP/Backup/Computers

@ RMM - |l Reporting -

i Organization -~ & Settings - & Downloads

Installation Issues: 0

Backup
Blan Status

Backup for mac0s, v4.3.2.254

0% 7

Company & User Account

® @ 8 =

o
Soperpage - &

Action

@ connect v

Step 2. Locate the computer you wish to backup from the list and open the current list of plans
by either clicking on the name of the computer, or by selecting “Show Plans” from the gear

menu.

Backup

Computs -
ARSI TS = computers

= M365/Google Backup ~

Backup Computers

Enter search request Q
Al:17 | @ Warning:0 Failed:0 Overdue:0 | Pending:2 Unsupported Versions: 0
O B8 osepieteenens © onie
Dema Desieop
wm  [DESKTOP-2TIQEMI]
O == ® Oniine
Deskiop
0O =& e o © online
Demo HY and Viware #
O s oeewsmo @ onine

Donatreboot Server
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@ RMM - |l Reporting -

4 Organization - & Settings - & Downloads

Installation Issues: 0

m

Soperpage - O

MSP360 Music Labs
o & Connect ¥
2025
Backup for Windows, v8.03.36 e e
MSP360 Music Labs
L G comea
Desktop license. Trial. Expires on Oct 15, 2025
rr—
Agantis nat installed install RN, & Comnect ~
Backup for Windows, v8.0.2.41 [
& cncn semesns G comea

VM Server license. Trial. Expires on Dec 9, 2025
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Step 3. Click ‘Restore Plans’ then ‘Add New Plan’ button and select ‘Hyper-V Restore Plan’

8 Demo HV and VMware [Win-HYPER-V] (oniine) S X

6 An outdated version of the Backup Agent is used on this computer. Some functionality might be
unavailable or works an unexpected ways. Update the Agent on this computer as soon as possible

General
+ Add New Plan D History =

License Image-Based Restore Plan

Bac kup Plans £ SCHEDULED Files Restore Plan

Hot-restore-p  VMware Restore Plan

Restore Plans @ Thelastress Hyper-V Restore Plan

View Details Report a Probl
Backup Storage (BETA) Mz Detalis <A Report a Problem

Plan Type - Image-Based Restore Plan
Destination & Directory: F\restored-hot-disk; File: hos...
Elapsed time 0 days 01:09:16
Speed 3.66 MB/sec
Files to restore 1{42.56 GB)
Files downloaded 1{47.5 GB)
MNext Run Jan 19, 2025, 12:00 AM &
) Open RMM Last Run Jan 12, 2025, 12:00 AM ©
$ connect = * Plan settings
ﬂ Agent Settings
N .
Try new side panel (BETA) Close
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Step 4. The first step when making a Restore Plan is to select if it should run only once, or if it
should be saved for future or scheduled use. The latter will allow you to name the plan.

Create Hyper-V Restore Plan for Win-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:35 AM X

o Welcome . .

Select Backup Storage -

© Run the restore plan once

Run the restore only once by clicking the "Save’ button on the last step of the wizard.

Mo scheduling options are available.

() save restore plan

Save the restore plan settings for a later run or scheduled recovery

Plan name *
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Step 5. Next, select the storage which contains the desired data.

Create Hyper-V Restore Plan for Win-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:35 AM X

o Welcome Local or cloud storage

@ select Backup Storage '!D B2 n'mn e BT BN D .

o zzl:t:riomputertn ' a = a
& Cloud Account | s ——
@ Demo destination X
' ] mEmE mEm m |

T @ DemoAccount
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Step 6. Next, select the Host that the VM was backed up from.

Create Hyper-V Restore Plan for Win-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:35 AM

Welcome
o Bl oeskrop2noem
e Select Backup Storage

(2] win-+HvPERY
e Select Computer to
Restore
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Step 7: Select the backup plan you want to restore from.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:51 AM x
o B I. Hyper-V Backup Plan

o Select Backup Storage B G ciup HyperV Wasabi

o Select Computer to
Restore

° Select Backup to
Restore

o Restore Point

Restore Source
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Step 8: Select the restore point you want to restore

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:47 AM X

o Welcome © Latest version
Restore the latest versions of selected files

@ select Backup Storage (") select the Restore Point

Specify the existing Restore Point
o Select Computer to

Restore

o Select Backup to
Restore

e Restore Point
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Step 9: Next, you will be able to expand the list of VM backups on the selected host and choose
which VM to restore.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:47 AM b 4

o Welcome

= Win10
e Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

o Restore Point

e Restore Source

@ If you cannot see objects that were backed up from another computer, perform the following
steps:
» Specify the correct prefix by going to 'Edit" > 'Edit Account’ on 'Computers' and entering the
prefix that was used on the other computer
* Synchronize repository

If backed-up objects are missing, ensure the correct prefix is specified (the same

one used for backup) and verify that the repository is synchronized to update
available backups.
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Step 10: The next step of the wizard allows you to choose how the VM data should be restored.
To restore as a Hyper-V VM and automatically import it to the hypervisor, select “Restore and
Import Hyper-V VM”.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:47 AM X
o Welcome © Restore and import Hyper-V VM
This feature ensures efficient recovery and seamless integration of VMs into your existing environment
o Select Backup Storage (") Restore as Hyper-¥ VM files
Use this option to restore Hyper-V VMs as files
o Select Computer to () Restore as virtual disk
Restore Use this option to restore a Hyper-V VM as a virtual disk. You can later mount this disk as a virtual drive or
use it in your VM environment. The virtual disk needs to be manually imported as a VM into Hyper-V.
o Select Backup to *
Restore

o Restore Point
e Restore Source

° Type of Data

e Restore and Import Hyper-V VM: Selecting this option restores the virtual machine
configuration as well as the virtual disks to your Hyper-V existing environment

e Restore as Hyper-V VM Files: It lets you restore your Virtual machines as files (vhdx
extension)

e Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are
available:
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Step 11: The next step of the wizard allows you to choose the disks to be restored.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:47 AM X

o Welcome O Restore all disks

() Restore only the selected disks
o Select Backup Storage
= [E winio
o Select Computer to
Restore = newdisk.vhdx

& Win10.vhdx
Select Backup to

Restore
Restore Point
Restore Source

Type of Data

Select Virtual Disks
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Step 12: In this step of the Restore Wizard, you configure where and how the virtual machine
(VM) will be restored.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:51 AM X

o Welcome Destination Folder

O Destination folder

e Select Backup Storage
l CAlUsers Browse

(3] S () Restore to original location

Restore
Additional Settings
o Select Backup to

@’ Start virtual machine after successful restore
Restore

Overwrite existing virtual machine
o Restore Point
Selected virtual machine Restore as

e Restore Source
Win-HYPER-VAWin10 Win10-CLOME - &

o Type of Data
e Select Virtual Disks

e Destination

3 o

e Destination Folder: Select the destination disk on the VMware host where the VM
should be restored to.

e Restore to original location: Restores the virtual disks to the original path specified in
the VM configuration.

e Start virtual machine after successful restore: Enabling will start the VM
automatically after a successful restore.

e Overwrite existing virtual machine: Enabling this will allow the restore to replace any
existing VM files.

If you wish to restore it as a different name or target VM, select or type over the
value in the “Restore as” list.
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Step 13. If your backups were encrypted within the backup plan, enter the password to decrypt
them.

Create Hyper-V restore plan for Win-HYPER-V | Hyper-V restore plan on Mar 26, 2025, 7:49 AM X

o Welcome Password *
o Select Backup Storage

o Select Computer to
Restore

o Select Backup to
Restore

9 Restore Point

9 Restore Source
o Type of Data

© select virtual Disks

e Destination

ﬁ Encryption Options
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Step 14: If you choose to save the restore plan, the schedule is configured during steps 10 and

11 of the wizard.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:51 AM

o Welcome
e Select Backup Storage

o Select Computer to
Restore

o Select Backup to
Restore

o Restore Point

e Restore Source
° Type of Data

o Select Virtual Disks
o Destination

@ Schedule Options

Run restore plan manually or configure the schedule for automatic plan execution

O No schedule (run manually)
O Specific date
O Recurring

Settings will be available on the next step

[C] synchronize repository before restore
[[] stop plan if it runs longer than
[ Mark plan as 'Overdue’ after N -

[] Run missed scheduled plan immediately when computer starts up

E Cance'

e No schedule (run manually): Use this option only when you wish to execute the

Restore manually.

Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after

© 2025 MSP360. All rights reserved.
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the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 15. If a recurring schedule was selected, now you can set up the frequency for the restore
plan to be executed.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:51 AM X

o Welcome Run restore plan manually or configure the schedule for automatic plan execution

o Select Backup Storage
- Schedule Recurring Options e

Occurs every 1 day at 10:53 AM starting from Jan 16, 2025
o Select Computer to e &

Restore

Frequency Daily frequency
o Select Backup to

Restore Daily + QO Ocaursat

) 10:53 AM (o]
© Restore Point Repeat every Start from

Occurs eve
17 Dayls) jan 16,2025 B o v

e Restore Source

o Type of Data
o Select Virtual Disks
e Destination
@ Schedule Options

0 Recurring Schedule
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Step 16. Next, specify the pre/post actions if required.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:51 AM X

@ welcome [C] Pre-restore action

e Select Backup Storage
o Select Computer to R
Restore
[ Post-restore action

e Select Backup to
Restore

o

e Restore Point

e Restore Source
° Type of Data

o Select Virtual Disks
e Destination

@ Schedule Options

0 Recurring Schedule

@ Pre / Post Actions
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Step 17. After pre-post actions, you can configure the notifications for this restore plan.

Create Hyper-V Restore Plan for WIN-HYPER-V | Hyper-V Restore Plan on Jan 16, 2025, 8:51 AM

o Welcome
o Select Backup Storage

o Select Computer to
Restore

o Select Backup to
Restore

o Restore Point

e Restore Source
e Type of Data

o Select Virtual Disks
o Destination

@ Schedule Options
0 Recurring Schedule

@ Pre / Post Actions

© Use company options () Specify custom options
Success @
(demol@msp360.com)
(2) Edit
Warning @

(demol@msp360.com)

(1) Edit
Failure @
(demol@msp360.com)
(1) Edit

| want to receive a notification email

© If the restore plan fails or completes with warnings

O In all cases

[ Add entry to Windows Event Log

o

Step 18. Click on Save when you are happy with your selections. If the plan is set to run only a
single time and has no set schedule, it will automatically start. Otherwise, if it is set to run only
once and is scheduled, it will display in the list of plans until the scheduled time. If it is only set
to run once, then when it completes successfully it will remove itself from the list of plans. Only
Restore Plans which are saved will remain in the list for future use.
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Restore as a Virtual Disk using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

5! £ | Online Backup Vi

-lal x|
Home = Tools
[ 1] J 'K | WRestore o e’
@ [ ] Iﬁ ... % E::nnﬁ:niirﬁVM % ./ Q
VMware Hyper-V  Files  Image Restore ake Refresh  Search
Based Bootable USB
Backup Plans Restore Plans Backup Storage History
Step 2. Once the wizard starts, click on Next to advance to the next step.
|é3h Restore Wizard X

Welcome to the Restore Wizard

This wizard helps you to restore files.

, < Back Cancel
e o
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Step 3. The next step will prompt you to select the source for the restore point.

| &3 Restore Wizard

% |
' Select Backup Storage # -.\'.
Select Backup storage or create a new one @
. Amazon 53 v =
(“ g Online Backup Account
Consistency Check: 12/8/3021 Used: 0 bytes
@ local disk =
> File System
"SR Consistency Check: NfA Used: 64.3 GE | Free: 117.8 GB
- ™y
- Add new Storage Account
\ ) < Back Mext = Cancel
. i
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.

{3 Restore Wizard >

X

Plan Name .ﬁ: Y
Spedify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Restore Training VMs

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore Hyper-V Virtual Machine” option to continue.

.!j Restore Wizard X

' Type of Data g 2
Select type of data for restore ‘ b

Restore files and folders

(") Restore Image Based Backup
Bare Metal Restore [Z]
Restore System State (3]
Restore VMware Virtual Machine

O Restore Hyper-V Virtual Machine [zl

"
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

& Restore Wizard pd
select Backup to Restore g 3
Select backup to restore (}

Backup Hyper-V on Server 1
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Step 8. Next you will be given a choice for what point in time you would like to restore the VM

to.
{3 Restore Wizard X
Restore Point e
Restore from specified time ‘ b
o Latest version
Restore the latest versions of selected files
() select the Restore Point
Specify the existing restore point
Full - 6/23/2022 2:45FM - 16,7 GB
( = ~
) \ ¥
‘* J e
L | . S — :
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose

which to restore.

{3 Restore Wizard ®
Restore Source g . \'-
Specify files and folders you want to restare @
HE
Vs
View in dialog
In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
‘ - you did not specify the correct prefix {prefix that had been used to back up)
. -your repository is not synchronized

/ )
(N

<o corce

poac,
|
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Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

Restore Type A
Select type of data for restore Q

© Restore as virtual disk

Uge this option to restore as virtual disk file. Later you can mount this disk as virtual drive
or use in your Virtual Machine environment

Select virtual file format:  Hyper-V Virtual Disk (WHOX-format) dynamic V

() Restore as Hyper-V machine
LUge this option to restore the Hyper-V WM as files

Import Virtual Machine

(") Restore to Amazon Web Services
Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

() Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

A

e Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are
available:

Select virtual file format: |Hyper-v Virtual Disk (VHD¥-format) dynamic b

g Hyper-V Virtual Disk (vHD-format) dynamic

REI:{‘..!I‘E a.s Hyper-V Hyper-Y Virtual Disk (vHD-format) fixed
Use this option to restore e e
i e R disk image raw
HTREEL S HEETT e Ay disk image rawsparse
FAW disk image tar
Restore to Amazon Wp s disk image tgz
Restore as Amazon EC2 rfVirtualBox Virtual Disk dynamic

VirtualBox Virtual Disk fixed
Restore to Microsoft {VMware Virtual Disk vfsdynamic
Restore as Azure Virtual | YMware Virtual Disk vmfsfixed
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e Restore as a Hyper-V machine: Selecting this option restores the virtual machine
configuration as well as the virtual disks as files, but does not import the VM into the
hypervisor by default.

o Import Virtual Machine: Use this option to have the VM automatically imported
to the hypervisor.

e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly
to AWS Cloud either as an EC2 instance, EBS volume, or AMI.

e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an
Azure Virtual Machine or Azure Data disk.

Step 11. Next you will need to determine which available checkpoint to restore for the virtual

disk.
| é3h Restore Wizard X
1 Y
Restore Source . J
Specify Hyper-V machine checkpoint you want to restore ( b
E CBB tempaorary snapshat for plan 915fcff7-9a43-4d1d-aa45-4caB7d7ab8a6
< Back Mext = Cancel
- - J
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Step 12. With the checkpoint selected, you can now specify a destination folder for the virtual

disk file.
| 3 Restore Wizard X
' Destination é ’ -\‘-.
Specify local folder you want to restore the selected
partitions
Destination folder: L
} . (=
\ J < Back Mext = Cancel
- <Y
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Step 13. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)
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Step 14. With the decryption password entered, the next step is setting the schedule for the
restore plan.

.!j Restore Wizard X

' Schedule

. N
_P. \
Specify schedule options

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

&zt | [i5] Time: (16 : 00 : 003
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes
[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

- - .4

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.
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Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 15. After setting the schedule, the next step allows pre and post actions to be defined.

| &3 Restore Wizard e
' Pre / Post Actions 1‘_‘* kY

Spedfy actions to be executed before and/for after the

restore plan is completed

] Pre-restore action

Execute the post-restore action only if the restore plan complet

m
m
51
i}
T
el
A1

Execute the post-restore action regardless of the restore plan result

} < Back Cancel
. _— "‘\.J ; — R -
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Step 16. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

3 Restore Wizard x
Summary .ﬁ:i N
Summary:
Plan name: Restore Training YMs &
Restore Type: Latest version
Restore:

CBE_HV\Doug360\W 10 Test

Restore Hyper-V backup as Virtual disk
Virtual file format: Hyper-V Virtual Disk (VHDX-format) dynamic
Destination folder: 0:\Backups

Encryption: disabled
Schedule restore:
Qcours every week on Wednesday at 12:00 AM,

‘\ Click "Mext™ to create restore plan

.

/ - cocs

- e ~ %

If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Restore as an Azure VM using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

5! £ | Online Backup Vi

-lal x|
Home = Tools
[ 1] J 'K | WRestore o e’
@ [ ] Iﬁ ... % E::nnﬁ:niirﬁVM % ./ Q
VMware Hyper-V  Files  Image Restore ake Refresh  Search
Based Bootable USB
Backup Plans Restore Plans Backup Storage History
Step 2. Once the wizard starts, click on Next to advance to the next step.
|é3h Restore Wizard X

Welcome to the Restore Wizard

This wizard helps you to restore files.

, < Back Cancel
e o
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Step 3. The next step will prompt you to select the source for the restore point.

| &3 Restore Wizard

% |
' Select Backup Storage # -.\'.
Select Backup storage or create a new one @
. Amazon 53 v =
(“ g Online Backup Account
Consistency Check: 12/8/3021 Used: 0 bytes
@ local disk =
> File System
"SR Consistency Check: NfA Used: 64.3 GE | Free: 117.8 GB
- ™y
- Add new Storage Account
\ ) < Back Mext = Cancel
. i
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.

{3 Restore Wizard >

X

Plan Name .ﬁ: Y
Spedify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Restore Training VMs

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore Hyper-V Virtual Machine” option to continue.

.!j Restore Wizard X

' Type of Data g 2
Select type of data for restore ‘ b

Restore files and folders

(") Restore Image Based Backup
Bare Metal Restore [Z]
Restore System State (3]
Restore VMware Virtual Machine

O Restore Hyper-V Virtual Machine [zl

"
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

& Restore Wizard pd
select Backup to Restore g 3
Select backup to restore (}

Backup Hyper-V on Server 1
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Step 8. Next you will be given a choice for what point in time you would like to restore the VM

to.
{3 Restore Wizard X
Restore Point e
Restore from specified time ‘ b
o Latest version
Restore the latest versions of selected files
() select the Restore Point
Specify the existing restore point
Full - 6/23/2022 2:45FM - 16,7 GB
( = ~
) \ ¥
‘* J e
L | . S — :
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose

which to restore.

{3 Restore Wizard ®
Restore Source g . \'-
Specify files and folders you want to restare @
HE
Vs
View in dialog
In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
‘ - you did not specify the correct prefix {prefix that had been used to back up)
. -your repository is not synchronized

/ )
(N

<o corce

poac,
|
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Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

i3 Restore Wizard o4

Restore Type AP
Select type of data for restore ( b

() Restore as virtual disk

lUse this option to restore as virtual disk file. Later you can mount this disk as virtual drive
or use in your Virtual Machine environment

Select virtual file format:  Hyper-V Virtual Disk (VHD¥-format) dynamic

(_) Restore as Hyper-V machine
lUse this option to restore the Hyper-¥ WM as files

Import Virtual Machine @

(_) Restore to Amazon Web Services
Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

© Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

-

e Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are
available:

Select virtual file format: | Hyper-V Virtual Disk (VHDX-format) dynamic ~

g Hyper-V Virtual Disk (vHD-format) dynamic
Rﬁt{?m a.s Hyper-V Hyper-Y Virtual Disk (vHD-format) fixed
Use this option 1o res o e e g
e v |RAW disk image raw
HHRERL RS ST avwy disk image rawsparse
RAW disk image tar
Restore to Amazon W aw disk image tgz
Restore as Amazon EC2 nVirtualBox Virtual Disk dynamic
VirtualBox Virtual Disk fixed
Restore to Microsoft AYMware Virtual Disk vmfsdynamic
Restore as Azure Virtual | YMware Virtual Disk vmisfived
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e Restore as a Hyper-V machine: Selecting this option restores the virtual machine
configuration as well as the virtual disks as files, but does not import the VM into the
hypervisor by default.

o Import Virtual Machine: Use this option to have the VM automatically imported
to the hypervisor.

e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly
to AWS Cloud either as an EC2 instance, EBS volume, or AMI.

e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an
Azure Virtual Machine or Azure Data disk.

Step 11. Next you will need to determine which available checkpoint to restore for the virtual

disk.
| é3h Restore Wizard X
1 Y
Restore Source . J
Specify Hyper-V machine checkpoint you want to restore ( b
E CBB tempaorary snapshat for plan 915fcff7-9a43-4d1d-aa45-4caB7d7ab8a6
< Back Mext = Cancel
- - J
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Step 12. With the checkpoint selected, you can now specify the type of instance you would like
to create in Azure.

{:} Restore Wizard X

Azure Data Type \
Select type of data for restore ( b

© Restore as Azure Virtual Machine

W

() Restore as Azure Data disk
The target will not be prepared for using it az a boot disk

G _— "‘\.J
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Step 13. If “Restore as Azure Virtual Machine” was selected: The next step allows you to select
the appropriate Azure account from the upper dropdown box, and specify the configuration
below. These options may vary depending on the type of instance selected in the previous step.

i) Restore Wizard >
Specify Azure ¥irtual Machine Instance details ! 1-\» -
Azure Yirtual Machine Instance Details ( b
r} Seleck Account: | Azure -
Refresh
Compuker Name: WIM1O-Azurey™M
Location: East U5 w
Resaurce group: SalesEngineersTeam b
WM Size: Standard_aA3 Disk size: 285.0 GB Memaory: 7,00 GB ~
Mebwiark: Mame: leanidlvirbualietwork AddressSpace: 10,0.0.0/16 g
Subnet: Mame: default AddressPrefix: w
Skorage: Mame: leodrestorezcloud Location: eastus AccountType: Stand:
Conkainet: Jremp-container-restorezcoud! i

Boot diagnaostic

Mame: leodrestoreZcloud Location: eastus AccountType: Stand:
storage:

Operating syskem: Windows e

Computer Name: Name to assign to the new virtual machine in Azure.

Location: Azure region where the VM will be created (e.g., East US).
Resource group: Azure Resource Group where the VM and associated resources will
be deployed.
VM Size: Specifies the virtual hardware profile (CPU, RAM, etc.) for the VM.
Network: Azure virtual network to connect the VM. Defines subnet and IP range.
Use default AddressPrefix: When enabled, uses the default IP address prefix for the
selected network.
Storage: Specifies the Azure storage account where the VM disk will be restored.
Container: The storage container (within the selected storage account) where the VM
disk will be stored.
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e Boot diagnostic storage: Storage account used by Azure to save diagnostic logs
during VM boot.

e Operating system: OS of the restored VM (e.g., Windows or Linux). Used for
compatibility and configuration during provisioning.

Step 14: After completing the Azure Virtual Machine, you'll have to choose if using a temporary
instance or copy the files locally first.

() Restare Wizard X

Specify Temporary Instance A
Temparary Instance ( B
(®){Use temporary instance |

Files will be copied Faster via kemporary virtual machine, Extra fee will be charged
depending on inskance bype and restare running time,

A r "
5 —— £ —— B

Ng
Dermno Ternpotary Target
destination instance instance

O Do not use temporary instance
Files will be copied via local computer, Usually slower, depends on local internet

conneckion,
5 ——> — I
b L
) == kg
Dema Lacal Target
destination camputer instance

< Back Cancel

[t

Use a temporary instance for faster cloud-to-cloud restores; avoid it to reduce cloud
compute costs at the expense of speed.
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Step 15. If “Use temporary Instance” was selected. You'll need to specify the Temporary
Instance Details

(23 Restore iizard >
Azure ¥irtual Machine Temporary Instance Details p ,tn =
Specify Azure Yirkual Machine Temporary Instance Details (L E’

Py : ;
LJ Select Account: | Rzure P

Refresh
Lacation: Eask 15 e
Resource group: SalesEngineersTeam e
WM Size: Standard_A3 Disk size;285.0 GBE Memory: 7,00 GB e
Metwiork: Mame: leanidlYirtualletwork AddressSpace; 10,0.0.0/16 R
Subnet: Mame: default AddressPrefix: w
Storage: Mame: leodrestoreZcloud Location: eastus AccounkType: Standan
Cantainer: Itemp-cantainer-restare2cloudf R
SE;;S::'.Q”DS“E Mame: leodrestoreZcloud Location: eastus AccounktType: Standan

< Back Cancel

|

Location: Azure region where the VM will be created (e.g., East US).

Resource group: Azure Resource Group where the VM and associated resources will
be deployed.

VM Size: Specifies the virtual hardware profile (CPU, RAM, etc.) for the VM.

Network: Azure virtual network to connect the VM. Defines subnet and IP range.
Storage: Specifies the Azure storage account where the VM disk will be restored.
Container: The storage container (within the selected storage account) where the VM
disk will be stored.

e Boot diagnostic storage: Storage account used by Azure to save diagnostic logs
during VM boot.
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Step 16. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)
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Step 17. With the decryption password entered, the next step is setting the schedule for the
restore plan.

.!j Restore Wizard X

' Schedule

. N
_P. \
Specify schedule options

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

&zt | [i5] Time: (16 : 00 : 003
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes
[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

- - .4

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.
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Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 18. After setting the schedule, the next step allows pre and post actions to be defined.

| &3 Restore Wizard e
' Pre / Post Actions 1‘_‘* kY

Spedfy actions to be executed before and/for after the

restore plan is completed

] Pre-restore action

Execute the post-restore action only if the restore plan complet

m
m
51
i}
T
el
A1

Execute the post-restore action regardless of the restore plan result

} < Back Cancel
. _— "‘\.J ; — R -
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Step 19. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

E) Restore Wizard =
! Summary _‘C ;\‘
Summary:
Run restore once 'Y
Restore Type: Latest version
Restore:
CBB_HY\Doug3a0\W 10 Test!,
Virtual machines wil not be imported
Encryption: disabled
Schedule restore:
Restore is not scheduled
' L 4
\ ' Click "Mext" to create restore plan
f‘ \ .
{ )| <o coce
A - e ) — — ;
If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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Restore as an AWS EC2 Instance using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

5! £ | Online Backup Vi

-lal x|
Home = Tools
[ 1] J 'K | WRestore o e’
@ [ ] Iﬁ ... % E::nnﬁ:niirﬁVM % ./ Q
VMware Hyper-V  Files  Image Restore ake Refresh  Search
Based Bootable USB
Backup Plans Restore Plans Backup Storage History
Step 2. Once the wizard starts, click on Next to advance to the next step.
|é3h Restore Wizard X

Welcome to the Restore Wizard

This wizard helps you to restore files.

, < Back Cancel
e o
© 2025 MSP360. All rights reserved. msp360.com

540


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkUpS and Restores

Step 3. The next step will prompt you to select the source for the restore point.

| &3 Restore Wizard

% |
' Select Backup Storage # -.\'.
Select Backup storage or create a new one @
. Amazon 53 v =
(“ g Online Backup Account
Consistency Check: 12/8/3021 Used: 0 bytes
@ local disk =
> File System
"SR Consistency Check: NfA Used: 64.3 GE | Free: 117.8 GB
- ™y
- Add new Storage Account
\ ) < Back Mext = Cancel
. i
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.

{3 Restore Wizard >

X

Plan Name .ﬁ: Y
Spedify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

O save restore plan
Save restore plan options for further running or scheduled restore

Plan name: Restore Training VMs

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.
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Step 5. With the type of restore selected, the next step is to select the correct Host server which
the VM resides on.

B ST ORI 1 T

0 Restore Wizard e

I
select Computer to Restore ‘C ™
Select computer to restore ‘ b

We detected backup from several different computers in selected storage.
Flease choose one you want to restore.

‘@ DOUG360 ‘,‘

‘* J
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “Restore Hyper-V Virtual Machine” option to continue.

.!j Restore Wizard X

' Type of Data g 2
Select type of data for restore ‘ b

Restore files and folders

(") Restore Image Based Backup
Bare Metal Restore [Z]
Restore System State (3]
Restore VMware Virtual Machine

O Restore Hyper-V Virtual Machine [zl

"
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Step 7. With the correct type of data selected, the application will generate a list of available VM
backup plans.

& Restore Wizard pd
select Backup to Restore g 3
Select backup to restore (}

Backup Hyper-V on Server 1

© 2025 MSP360. All rights reserved. msp360.com
545


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 8. Next you will be given a choice for what point in time you would like to restore the VM

to.
{3 Restore Wizard X
Restore Point e
Restore from specified time ‘ b
o Latest version
Restore the latest versions of selected files
() select the Restore Point
Specify the existing restore point
Full - 6/23/2022 2:45FM - 16,7 GB
( = ~
) \ ¥
‘* J e
L | . S — :
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Step 9. Next, you will be able to expand the list of VM backups on the selected host and choose

which to restore.

{3 Restore Wizard ®
Restore Source g . \'-
Specify files and folders you want to restare @
HE
Vs
View in dialog
In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
‘ - you did not specify the correct prefix {prefix that had been used to back up)
. -your repository is not synchronized

/ )
(N

<o corce

poac,
|
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Step 10. The next step of the wizard allows you to choose how the VM data should be restored.

Restore Type i
Select type of data for restore ( b

(") Restore as virtual disk

Uge this option to restore as virtual disk file, Later you can mount this disk as virtual drive
or use in your Virtual Machine environment

Select virtual file format: Hyper-v Virtual Disk (VHD¥-format) dynamic

() Restore as Hyper-V machine
Use this option to restore the Hyper-V VM as filles

Import Virtual Machine [

O Restore to Amazon Web Services
Restore as Amazon EC2 machine, EBS volume or Amazon Machine Image

i_) Restore to Microsoft Azure
Restore as Azure Virtual Machine or Azure Data disk

<o coce

e Restore as virtual disk: Restores the virtual disks in the backup as a file which can
later be mounted to a VM. No configuration files are included. Several formats are
available:

Select virtual file format: |Hyper-v Virtual Disk (VHD¥-format) dynamic b

g Hyper-V Virtual Disk (vHD-format) dynamic

REI:{‘..!I‘E a.s Hyper-V Hyper-Y Virtual Disk (vHD-format) fixed
Use this option to restore e e
i e R disk image raw
HTREEL S HEETT e Ay disk image rawsparse
FAW disk image tar
Restore to Amazon Wp s disk image tgz
Restore as Amazon EC2 rfVirtualBox Virtual Disk dynamic

VirtualBox Virtual Disk fixed
Restore to Microsoft {VMware Virtual Disk vfsdynamic
Restore as Azure Virtual | YMware Virtual Disk vmfsfixed
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e Restore as a Hyper-V machine: Selecting this option restores the virtual machine
configuration as well as the virtual disks as files, but does not import the VM into the
hypervisor by default.

o Import Virtual Machine: Use this option to have the VM automatically imported
to the hypervisor.

e Restore to Amazon Web Services: If enabled, this will restore the selected VM directly
to AWS Cloud either as an EC2 instance, EBS volume, or AMI.

e Restore to Microsoft Azure: This will restore the VM directly to Azure as either an
Azure Virtual Machine or Azure Data disk.

Step 11. Next you will need to determine which available checkpoint to restore for the virtual

disk.
| é3h Restore Wizard X
1 Y
Restore Source . J
Specify Hyper-V machine checkpoint you want to restore ( b
E CBB tempaorary snapshat for plan 915fcff7-9a43-4d1d-aa45-4caB7d7ab8a6
< Back Mext = Cancel
- - J
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Step 12. With the checkpoint selected, you can now specify the type of instance you would like
to create in AWS.

{3 Restore Wizard >
Amazon Data Type ; \"
Select type of data for restore { b
o Restore as Amazon EC2 Instance
Supported O5; Windows 2008, 2012, 2016, 2019
(_) Create AMI (Amazon Machine Image)
Supported OS: Windows 7, 8, 10, 2008, 2012, 2016
(_) Restore as EBS Volume
The target wil not be prepared for using it as a boot disk
comt carce
e ~ 0 _ o - :
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Step 13. The next step allows you to select the appropriate Azure account from the upper
dropdown box, and specify the configuration below. These options may vary depending on the
type of instance selected in the previous step.

&3 Restore Wizard e

Specify Target EC2 Instance details T

EC2 Instance Details

* Temporary 53 storage and target EC2 instance account:

Select Account: Amazon 53 "

Mote: make sure the specified account has reguired permissions

‘ Target EC2 Instance Details

Region: LIS East (Ohio) e
Instance type: <Select instance type= e
Subnet: <Select subnet= w
Security Group: <Select security group= e
IAM role checking state:  User is not authorized to perform actions with TAM

EBS volume type: Magnetic (standard) e

"\
< Back Mext = Cancel
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Step 14. After completing the AWS account/Instance details you'll have to choose whether to
use a temporary instance or copy the files locally first.

i) Restore Wfizard X

Specify Temporary Instance A L
Temporary Instance ( b

(®){lise temporary instance ;

Files will be copied Faster via kemporary virtual maching, Extra fee will be charged
depending on inskance type and restore running time.

S — 8 — ©®

Dema Termporary Target
destination instance instance

D Do not use temporary instance
Files will be copied via local computer. Usually slower, depends on local inkernet

conneckion,
q
8 — — ®
Demo Local Target
destination camputer instance

< Back Cancel

Use a temporary instance for faster cloud-to-cloud restores; avoid it to reduce cloud
compute costs at the expense of speed.
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Step 15. If “Use temporary Instance” was selected. You'll need to specify the AWS Temporary
EC2 Instance Details

i) Restore Wizard ot

Specify Temporary ECZ Instance details 1&' N

Temparary EC2 Instance Details ( b

* Temporary 53 storage and karget EC2 instance account:

Select Account: mE - .

Mote: make sure the specified account has reguired permissions

‘ Target ECZ Instance Details

Reqion: 1U5 Eask {Ohind ~
Instance type: |t2.medium e |
Subnet: DN BN NN EEENREEE | us-east-z v

Security Group: |deFauIt w |
AT | <Select AMI> v |
EBS wolume bype: |Magnetic {standard) w |

|
b ‘\‘
£
<24
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Step 16. After selecting the destination and any associated options, you will be prompted to
provide the password to decrypt the VM.

.!3 Restore Wizard X

| —
Encryption Options )
Specify encryption options ( b

[_] Decrypt encrypted files with the following password

Password:
Display password
Current language: English (United States)
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Step 17. With the decryption password entered, the next step is setting the schedule for the
restore plan.

.!j Restore Wizard X

' Schedule

. N
_P. \
Specify schedule options

Restore plan can be run manually or automatically by schedule.

) No schedule {run manually)

&zt | [i5] Time: (16 : 00 : 003
(% Recurring (Edit schedule)

[ ] synchrenize repository before restore

[] stop the plan if it runs for: |T hours |T minutes
[] Run missed scheduled plan immediately when computer starts up

Qccurs every week on Wednesday at 12:00 AM.

- - .4

e No schedule (run manually): Use this option only when you wish to execute the
Restore manually.
Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.
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Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during
working hours.

Step 18. After setting the schedule, the next step allows pre and post actions to be defined.

| &3 Restore Wizard e
' Pre / Post Actions 1‘_‘* kY

Spedfy actions to be executed before and/for after the

restore plan is completed

] Pre-restore action

Execute the post-restore action only if the restore plan complet

m
m
51
i}
T
el
A1

Execute the post-restore action regardless of the restore plan result

} < Back Cancel
. _— "‘\.J ; — R -
© 2025 MSP360. All rights reserved. msp360.com

556


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. for BaCkupS and Restores

Step 19. The final step of the wizard displays a summary of all selections for your review. Once
read, click on “Next” to create the plan.

E) Restore Wizard =
! Summary _‘C ;\‘
Summary:
Run restore once 'Y
Restore Type: Latest version
Restore:
CBB_HY\Doug3a0\W 10 Test!,
Virtual machines wil not be imported
Encryption: disabled
Schedule restore:
Restore is not scheduled
' L 4
\ ' Click "Mext" to create restore plan
f‘ \ .
{ )| <o coce
A - e ) — — ;
If “Run restore once” was selected at the beginning of the wizard, the plan will
immediately execute once you click “Next”.
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MS SQL Backup Plans

Backup Databases using the Agent
Step 1. Within the Online Backup Agent, click on “MS SQL Server”

" | Online Backup Microsoft SQL Server _ | o | x |
Home Teols

I& ..." I MS SOL Server > ‘R ‘ Restore to EC2 % ﬁ Q
.. Yo’ ' Restore to Azure WM K-}

Files Image Restore Make Refresh  Search
Based Bootable USB
Backup Recover Misc
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Step 2. You will then be prompted to select the type of backup to create, either a standard
Local/Cloud Backup, or a Hybrid Backup.

i) Create MS SQL Server Backup Plan Wizard >

Welcome to the Create MS SQL Server Backup
Plan Wizard

This wizard helps you to create new backup plan: specify
SQL Server database(s), select schedule and automate
process.

(@ Local or Cloud Backup
Back up directly to local or doud storage

(") Hybrid Backup
Back up to a local storage first then from the local storage to a doud
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Step 3. The next step will prompt you to select the destination for the backup. This screen will
be repeated for the second location if you selected “Hybrid” on the previous screen.

i Create M5 SOL Server Backup Plan Wizard >
Select Backup Storage ﬁ ™
Select Backup storage or create a new one ‘ b
. Amazon 53 v =
@ Online Backup Account
Consistency Check: NfA Used: 0 bytes
@ E Storage E
> File System
"W Consistency Check: NJA Used: 28 ME | Free: 9.92 GB
( Add new Storage Account
\ \,1
Fa A,
. <Back | [ Next> || cancel
g . e iy

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next, you will be prompted to name the plan.

{_} Create MS SOL Server Backup Plan Wizard

Plan Name
specify a plan name

Flan name: |Eadcu|:| MS 50L Server|

Save backup plan configuration to the backup storage

Mote: If your plan has encryption, the encryption password will not be stored by
security reasons. You will have to specify the encryption password during restore.

J <o cocs

It is recommended to use a descriptive name which will distinguish the backup
from others.

“Save backup plan configuration to the backup storage” option allows you easily
restore the backup plan to another destination if necessary.
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Step 5. Next you will be prompted to select the SQL Server Instance as well as specify the
credentials to be used by the backup service.

i Create M5 501 Server Backup Plan Wizard >

Select M5 SQL Server Instance

Py
Select local M3 SQL Server Instance ( b

SQL Server Instance: | WIN10VYMYSQLINSTANCE w
Authentication: Windows Authentication w
User name: NT ALTHORITY\SYSTEM

Chedk if the spedfied account has necessary permissions to perform backup
Leave this option if you want to make sure that specdified account has necessary
permissions to perform MS SQL Server database backup.

[ use secure connection (S5L/TLS)

SQL Server uses S5L/TLS encryption for all the data sent between the dient and the
server if the server has a certificate installed. SQL Server S50 certificate is automatically
trusted

=

e SAQL Server Instance: Select the instance containing the database to be backed up
from the list. Note that only local instances can be selected.

e Authentication Type: Choose between Windows or SQL Authentication. If “Windows
Authentication” is selected, the application will run the backup as the local service
account.

e User Name: If “SQL Server Authentication” was selected, enter the user name in this
field.

e Password: If “SQL Server Authentication” was selected, enter the password for the
specified SQL user here.

e Check if the specified account has necessary permissions to perform backup: The
application will check for the appropriate permissions prior to attempting to backup the
database. Itis recommended to use this option to prevent unexpected backup failures.
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e Use secure connection (SSL/TLS): Enabling this will allow the application to connect to
the SQL instance using encryption, if configured on the database host.

To utilize the Windows Authentication option, the Online Backup service account
(typically NT AUTHORITY/SYSTEM by default) must be assigned the
“sysadmin” role within the MS SQL instance.

I Only local databases and instances can be backed up.

Step 6. Select the databases within the instance which you would like to back up.

b Create M5 S0OL Server Backup Plan Wizard X
Select Databases £
Select databases to back up ( b
(@ Back up all databases

Back up all databases on selected instance including user and system databases

) Back up all user databases only
Back up all user databases only (system databases like master and model are not
induded)

1 Back up selected databases only (0 items selected)
Back up only selected databases

Database Recovery model
master SIMPLE
model FULL
mzdb SIMPLE
testDB FULL

[] copy-only 7

<o coc
— ]

e Back up all databases: backs up all databases on the selected instance. Includes all
user and system databases.
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the system databases.

list below you wish to include in this backup plan.

SQL backups.

Back up all user databases only: Will only backup the user databases while excluding
Back up selected databases only: Allows you to choose which database(s) from the

Copy-only: Creates a backup which is independent of the sequence of conventional

“Copy-only” backups cannot serve as a differential backup base or differential

backup.

Step 7. After selecting the database(s) to be backed up, you are now able to choose whether to
compress or encrypt them. Additional options may be displayed depending on the capabilities
of the selected backup destination.

) Create M5 5QL Server Backup Plan Wizard

Compression and Encryption Options

Specify file types you want to compress and encryption
options

Enable compression
[] Enable encryption
Algorithm: AES 256 bit

Password:
Confirm:
Display password
Current language: English (United States)
[] use server Side Encryption

Storage dass: | Standard

[ Use 53 Transfer Acceleration (7]

i

= Back

Cancel
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Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.

It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place.

“Server Side Encryption” is only available on certain cloud providers and is
separate from the MSP360 encryption. The native encryption applies only to the
data the application backs up, while the server side encryption refers to
encrypting the bucket on the cloud service itself.
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Step 8. The next step is to set up the retention policy for the backup plan.

() Create M5 SQL Server Backup Plan Wizard

Retention Policy
Specify the retention policy for the backup plan

() Use the default retention policy

(® Specify custom retention policy for badkwup plan
Delete versions older than
1 = |year =
Keep number of full backups

Mumber of versions: |3 =

from |backup date e

4

< Back

Cancel

e Use the Default Retention Policy. Select this option to apply the default retention policy
settings. You can see them below, but cannot edit if this option is selected
e Specify Custom Retention Policy for Backup Plan. Select this option if you want to

customize the retention policy settings for this backup plan

o Keep number of full backups. Select this check box to specify the number of full
backups to be kept in backup storage, then specify the number of versions

e Delete versions older than. Select this option to enable retention by age instead of
number of restore points. Backups which are older than the specified age will
automatically be deleted.

When both the “Delete versions older than

and “Keep number of versions”

options are enabled, a file will be purged when any one of these conditions

becomes true.
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Step 9. Next you are prompted to set the schedule for your backup plan which will allow it to run
autonomously, or you are able to select “No Schedule” for it to remain a manual process.

(% Create M5 SOL Server Backup Plan Wizard X
Schedule

. Y
Spedfy schedule options ( b

Backup plan can be run manually or automatically by schedule.

i) No schedule {run manually)

| Specific date: | | | Time:

.13-2' ;00 ;00 .
\._) Recurring (predefined templates)

Specify simple schedule like backup full every 24 hours, backup differential every 1
hour, backup transaction log every 15 minutes

® Recurring (advanced schedule)
Specify more complicated backup schedule like: backup full every Sunday, backup
differential every day, backup transaction log every 15 minutes from 8:00 PM till 8:00
AM

] stop the plan if it runs for: | o0 hours | 01 ] minutes

[ Run missed scheduled plan immediately when computer starts up

“Recurring (advanced schedule)” is the recommended selection for most backup
plans

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection.
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Step 10. Selecting the “Recurring (advanced schedule)” option on the previous step leads to
detailed control over when different backup types run. Once checked, simply click on the “Edit
Schedule” link to view the available options.

{3 Create MS 50L Server Backup Plan Wizard et
Advanced Recurring Schedule .ﬁj N\
Specify recurring schedule options ‘ b

Full backup  {edit schedule)
Qccurs every 1 month on First Saturday at 12:00 AM.

Differential backup  ({edit schedule)
Qccurs every week on Saturday at 12:00 AM,

Transaction log  (edit schedule)
Qceours every day from Thursday, January 6, 2022 at 12:00 AM,

A
"pi < Back | | Mext = | | Cancel
o

Schedule a Full Backup at regular periods, once a week will be suitable in most
circumstances.

The retention policy will only perform properly with regular scheduled full
backups.
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Step 11. The Pre/Post Actions page allows the execution of custom scripts before and/or after
the running of a backup task, and can chain multiple backup tasks together for sequential

execution.

{_} Create M5 S0L Server Backup Plan Wizard

Pre [ Post Actions

Specify actions to be executed before and/or after the
backup plan is completed

[] Pre-backup action

Do not run the backup plan if the pre-badwp action fails
Run the badwp plan if the pre-badwp action fails
[] Pest-backup action

Execute the post-backup action regardless of the backup plan result

[] Backup chain

Run the selected plan if this backup plan completes with success
Run the selected plan regardless of this backup plan completion result

Force full backup for the chained plan

Execute the post-badkup action only if the backup plan completes successfully

- r.-!.-‘.‘
f l-|.
\ ‘\
¥ _;h
\ { 3 ) <Back | [ MNext> |  Cancel
[ o <0y
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Step 12. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

b Create M5 SCOL Server Backup Plan Wizard X

Summary a

Er : )
Review Backup plan

Summary:

5lan name: Backup MS SQL Server
Save backup plan configuration to the doud

SQL Server Instance: WIN10VMYSQLIMNSTAMCE
Authentication: SQL Server Authentication
Login: sa
Backup databases:
All databases

Backup options:
Compression: enabled
Encryption: disabled
Storage dass: Standard
Retention policy:
purge version older than 1 year(s)
keep only 3 versions

Schedule backup database:
Run full backup: Occurs every 1 month on First Saturday at 12:00 AM,
Run diff backup: Occurs every week on Saturday at 12:00 AM,

Fun tog backup: Ocours every day from Thursday, January 6, 2022 at 12:00
AM,

Y Click "™Mext" to create plan now
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Step 13. After clicking next on the previous step, the Backup Plan is created. The final step is
to acknowledge this and determine whether to run the backup immediately or for it to wait until
the next scheduled occurrence.

i) Create M5 SOL Server Backup Plan Wizard

Backup Plan is successfully created.

[] run badkup now

ﬂi-li < Back Cancel
- o — ]
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Backup Databases using MBS

Step 1. From the MBS Portal, left-click Computers on the menu.

[ 4] @ Backup ~ & M365/Google Backup ~ @ RMM ~ Ll Reporting ~ % Organization ~ % Settings ~ & Downloads

Computers @B lesy

Step 2. Find the computer hosting the MS SQL instance you want to back up on the list and
access the current list of plans either by clicking on the computer name or selecting "Show
Plans" from the three-dot drop-down menu.

o5 Computer Mame Computer Status T |

== SQLSERVER @ Online i

Install Deep Instinct
Install Connect
Show RMM Infa

Show Plans

Company & User Account Action Restore To EC2

Restore To Azure

E:En;pany @ Connect = : View Backup History
Edit -
Report a Problem
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Step 3. In the appeared side panel, make sure you are within the “Backup Plans” section. Click
on the “Add New Plan” button and select “MS SQL Backup Plan” from the drop-down menu.

g8 SQL SERVER (cniine X

General
+ Add New Plan D History _

License Files Backup Flan

Image-Based Backup Plan
Backup Plans

Consistency Check Plan

Restore Plans M5 SQL Backup Plan
Backup Storage
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Step 4. The first step when creating a new MS SQL backup plan is to give the plan a name.

Create MS SQL Backup Plan X

: .
1) L Welcome to MS SQL Backup plan wizard

Where to Backup Please provide a name for your plan

SQL Server Instance

Databases ﬁ

Compression &
Encryption

Retention Policy Plan Name:

| Backup MS SQL on Server 1
Advanced Options L

Schedule Options Save backup plan configuration to the backup storage

Pre/Post Actions
Note: if your plan has encryption. the encryption password will not be stored by security reason. You

will have to specify the encryption password during restore.
Notifications pecify ryption p g

Back Next

It is recommended to use a descriptive name which will distinguish the backup
from others.

“Save backup plan configuration to the backup storage” option allows you easily
restore the backup plan to another destination if necessary.
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Step 5. After naming the backup plan, the next step is to select where you would like the

backup to be stored.

o Plan Name
9 Where to Backup
SQL Server Instance

Databases

Compression &
Encryption

Retention Policy
Advanced Options
Schedule Options
Pre/Post Actions

Notifications

Select Backup Storage

© Local or Cloud Backup

Back up directly to local or cloud storage

Hybrid Backup

Back up to a local storage first then from the local storage to cloud or another local storage

Select Local or Cloud storage

Amazon 53 v

Q local disk

Back Next

If you choose to create a “Hybrid Backup” the wizard will prompt you to select a second location.
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Step 6. Next you will be prompted to select the SQL Server Instance as well as specify the
credentials to be used by the backup service.

Plan N
© Plan Name Select SQL Server Instance

a Where to Backup

SQL Server Instance WIN1OVMYSQLINSTANCE -
© 50L server Instance
Databases Authentication Type Windows Authentication -
Compression &
Encryption
User Name:
Retention Policy
Advanced Options Password:

Schedule Options

Check if the specified account has necessary permissions to perform backup
Leave this option if you want to make sure that specified account has necessary permissions to perform M5
SQL Server database backup.

Pre/Post Actions

Potlications Use secure connection (SSL/TLS)

SQL Server uses S5L/TLS encryption for all the data sent between the client and the server if the server hasa
certificate installed. SQL Server S5L certificate is automatically trusted.

Back Next

e SQL Server Instance: Select the instance containing the database to be backed up
from the list. Note that only local instances can be selected.

e Authentication Type: Choose between Windows or SQL Authentication. If “Windows
Authentication” is selected, the application will run the backup as the local service
account.

e User Name: If “SQL Server Authentication” was selected, enter the user name in this
field.

e Password: If “SQL Server Authentication” was selected, enter the password for the
specified SQL user here.

e Check if the specified account has necessary permissions to perform backup: The
application will check for the appropriate permissions prior to attempting to backup the
database. Itis recommended to use this option to prevent unexpected backup failures.

e Use secure connection (SSL/TLS): Enabling this will allow the application to connect to
the SQL instance using encryption, if configured on the database host.

To utilize the Windows Authentication option, the Online Backup service account
(typically NT AUTHORITY/SYSTEM by default) must be assigned the
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I “sysadmin” role within the MS SQL instance.

I Only local databases and instances can be backed up.

Step 7. Select the databases within the instance which you would like to back up.

Plan N
© Plan Name Select databases to back up

a Where to Backup
© Back up all databases

9 5QL Server Instance Back up all databases on selected instance includes user and system databases

Back up all user databases only

o Databases Backup all user databases only (system databases like master and model are not included)

Compression & Back up selected databases only
Encryption

Retention Policy S x
latabase Name

Advanced Options
master

Schedule Options
maodel

Pre/Post Actions
msdb
Notifications

testDB

Back Next

e Back up all databases: backs up all databases on the selected instance. Includes all
user and system databases.

e Back up all user databases only: Will only backup the user databases while excluding
the system databases.

e Back up selected databases only: Allows you to choose which database(s) from the
list below you wish to include in this backup plan.

© 2025 MSP360. All rights reserved. msp360.com
577


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 8. After selecting the database(s) to be backed up, you are now able to choose whether to
compress or encrypt them.

| _ ‘ .
© Plan Name Compression and Encryption Options

@ Where to Backup

Enable compression

€ sQL Server Instance )
Enable encryption

o Databases

e Compression & Algorithm: e
Encryption
Password: Specify password
Retention Policy
Confirm password: Confirm password
Advanced Options
Schedule Options Use server side encryption

Pre/Post Actions

Notifications

Back Next

Enabling compression will reduce the size of the backup, reduce the time to
upload it, both of which may decrease the cost of the backup.

Encrypting the backup adds an additional layer of security to the data at the
expense of increased processing resources during the backup process. Several
types of encryption are available, with the most secure selected by default.

It is important to remember that MSP360 Support is not able to retrieve or reset
the encryption password. It is recommended that you store the password in a
secure place.

“Server Side Encryption” is only available on certain cloud providers and is
separate from the MSP360 encryption. The native encryption applies only to the
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data the application backs up, while the server side encryption refers to
encrypting the bucket on the cloud service itself.

Step 9. On the Retention Policy page, you can choose if the backup plan should use the
global retention policy settings defined at the application level, or use a customized retention

policy.

Plan N . .
© Plan Name Retention policy

9 Where to Backup

Use default options specified for the whole product
© saQL server Instance ) ) )
© specify custom retention policy for plan

O Datsbases Keep number of full backups:

6 Compression &
Encryption 3

-~

w

Retention Poli
o) S Delay purge for:

Advanced Options 5 : Dayls)

Schedule Options
Delete versions older than:
Pre/Post Actions
1 7| Days v
Notifications
Always keep the last version

Back Next

e Use the Default Retention Policy. Select this option to apply the default retention policy
settings. You can see them below, but cannot edit if this option is selected

e Specify Custom Retention Policy for Backup Plan. Select this option if you want to
customize the retention policy settings for this backup plan

e Keep number of full backups. Select this check box to specify the number of full
backups to be kept in backup storage, then specify the number of versions

e Delay purge for. Specify the number of days after a full backup is out of retention before
it is deleted. If no delay is set, the backup will be deleted immediately after aging out of
the retention policy.

e Delete versions older than. Select this option to enable retention by age instead of
number of restore points. Backups which are older than the specified age will
automatically be deleted.
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e Always keep the last version. Select this option to force the system to always keep the
newest backup regardless of age.

When both the “Delete versions older than™ and “Keep number of versions”
options are enabled, a file will be purged when any one of these conditions
becomes true.

Step 10. The next step displays any advanced options available for the plan storage. Options
presented here will depend on the storage destination selected.

| .
© Plan Name Advanced Options

@ Where to Backup
Use S3 Transfer Acceleration
9 SQL Server Instance

@ Databases Storage class: Standard -

e Compression &
Encryption

e Retention Policy

o Advanced Options
Schedule Options
Pre/Post Actions

Notifications

Back Next
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Step 11. Next you are prompted to set the schedule for your backup plan which will allow it to
run autonomously, or you are able to select “No Schedule” for it to remain a manual process.

| :
© Flan Name Schedule Options

9 Where to Backup Backup plan can be run manually or automatically by schedule

9 50L Server Instance
No Schedule (run manually)

@ Databases Specific Date
Compression & Recurring (predefined templates)
e Encryption Settings will be available on the next step

o Recurring {advanced)

6 Reiention]Palicy Settings will be available on the next step

@ Advanced Options

Stop the plan if it runs for: hours minutes
e Schedule Options
Run missed scheduled plan immediately when computer starts up

Advanced Schedule
Alert plan as overdue after v | from Last Success

Pre/Post Actions

Notifications

Back Next

“Recurring (advanced schedule)” is the recommended selection for most backup
plans

Enabling the “Run missed scheduled backup immediately when computer
starts up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection. The first full backup can take a long time to upload, and it
can be unexpectedly interrupted if this option is enabled.
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Step 12. Selecting the “Recurring (advanced schedule)” option on the previous step leads to
detailed control over when different backup types run, and when to run them.

€ rlan name
9 Where to Backup
@ soL Server Instance

@ Databases

6 Compression &
Encryption

@ Retention Policy

o Advanced Options

o Schedule Options

© Advanced Schedule
Pre/Post Actions

Notifications

Advanced schedule
Backup plan can be run manually or automatically by schedule

Full backup edit schedule
Occurs every 1 week on Sunday at 00:00 starting from January 3rd 2022

Differential backup edit schedule

Occurs every 1 day at 00:00 starting from January 3rd 2022

Transaction log edit schedule

Occurs every 1 day every 3 hours from 00:00 to 00:00 starting from January 3rd 2022

Back Next

Full backup: Clicking on this will open up the scheduling options for running a full
backup. Full backups are required for the retention policy, Differential Backup, and
restore operations to work.

Differential backup: Clicking on this will open up the scheduling options for running a
Differential Backup. A Differential Backup is similar to an incremental backup in that it
only backs up new or changed data.

Transaction log: Enable this to schedule transaction log backups of the selected

databases.

Enable the type of backups you would like to run by clicking on the toggle. Each type will have
similar scheduling options available.
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Full Backup Schedule

Daily Weekly © Monthly Yearly ‘
Occurrence: | First M |
Day: | Sunday - |
Repeat every: | 1 :| Monthis)
Start from: | 017312022 |

Daily Frequency

Q oOccursat Occurs every:

(1200 ©)  [1 ][ Houta~

08:00 To: | 06:00

The retention policy will only perform properly with regular scheduled full
backups.
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Step 13. After the schedule is set, the next section is used to set the “Pre” and “Post” Actions

Plan Name .
o Pre / Post actions
a Where to Backup
Synchronize local repository with backup storage before plan runs

© soL server Instance
o Databases Execute this command before backup runs:
6 Compression &

Encryption
Q Retention Policy Exit backup if pre-backup action fails

) Continue backup plan if pre-backup action fails
@ Advanced Options

Schedule Opti
e LB Execute this command after backup completes:
9 Advanced Schedule
@ Pre/Post Actions o
Execute post-backup action if backup has been successfully completed

Notifications Execute post-backup action in any case (regardless the backup result)

Execute following plan after backup completes:

Back Next
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Step 14. The final step is to review the Notifications and Logging.

The default settings applied

at the Company level are selected by default, however you are also able to specify custom

options per plan.

Create MS SQL Backup Plan of WIN10VM

Plan Name o .
e Notifications

e Where to Backup

o Use company options

a 5QL Server Instance i
Specify custom

0 Databases

Success
Compression &
6 Encryption Provider (douglas.p@msp360.com)
@ Retention Policy Specified Emails: (0
a Advanced Options warning
@ Schedule Options Provider (douglas.p@msp360.com)
a Advanced Schedule Specified Emails: (0
@ Pre/Post Actions Eailure
@ nNotifications Provider (douglas.p@msp360.com)

Specified Emails: (¢

Once you are satisfied with the selected notifications and logging, clicking “Save” will create the

new plan and close the wizard.
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MS SQL Restore Plans

Restore Databases using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

a'l‘ . | Cnline Backup Microsoft SQL Server

B e oo

-lal x|
Ny | ©MssolL Server "8 | B Restore to EC2 % | Q
% ol Yeas! BB Restore to Azure VM ./
Files Image Restore Make Refresh  Search
Based Bootable USB
Backup Recover Mlisc
Step 2. Once the wizard starts, click on Next to advance to the next step.
| £3) Restore Wizard A
[}

Welcome to the Restore Wizard

This wizard helps you to restore files.

\ ¥

e — ""ﬁ

< Bacdk Cancel
Step 3. The next step will prompt you to select the source for the restore.
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i} Restore Wizard

Select Backup Storage

Select Backup storage or create @ new ane

.,  Amazon 53 v =
c y Online Backup Account
Consistency Check: NfA Used: 4.2 MB
@ E Storage E
> File System
"R Consistency Check:  NfA Used: 28 MB | Free: 9.92 GB

. NG

R 4
\
Y N

Add new Storage Account

.\ <Back | [ Next> | canct

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.

i) Restore Wizard .t

- _,_\.

Plan Name 1‘3 \
Specify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

(® Save restore plan
Save restore plan options for further running or scheduled restore

Flan name: |5QL Restore Plan|

r \ k-
, < Back | I MNext > | | Cancel
- el “.J

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.

It is recommended to use a descriptive name which will distinguish the backup
from others.

© 2025 MSP360. All rights reserved. msp360.com
588


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 5. With the type of restore selected, the next step is to select the computer associated
with the backup which you would like to restore.

b Restore Wizard ®

Select Computer to Restore g &
Select computer to restore ( b i

We detected backup from several different computers in selected storage. o
Please choose one you want to restore.

- linux360vm I
v I
WIN1DVM I

\ ) <Back | [ Mext> |  cancel
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Step 6. Next, you will be presented with a list of available backup types for the selected host.
Select the “MS SQL Server Database” option to continue.

% Restore Wizard >

Type of Data e
Select type of data for restore G b

Restore files and folders |1T_|

{® Restore MS SQL Server Database [7]
i(_) Restore MS SQL Server backup files
Restore Image Based Backup

Bare Metal Restore

Restore System State

\ ) <Back | [ Next> | cancel
L . ]
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Step 7. Next you will be given a choice for what point in time you would like to restore the VM
to.

i3 Restore Wizard

Restore Point

Restore from specified time ( b

o Latest version

7Y

Restore the [atest versions of selected files
(") Point in time

Restore selected files to a particular point in time. If there is no version of a given file
modified before this point in time, no file will be restored.

| Monday , December 20, 2021 1:34:25PM =
(") Manually

Select files and their versions you want to restore manually

\\ /

. e ¥

If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 8. Next you will be prompted to select the SQL Server Instance as well as specify the
credentials to be used by the backup service.

) Restore Wizard X
Select MS SQL Server Instance o
Select a local MS SQL Server Instance where you want to
restore the database
SQL Server Instance: | WIN10VMISQLINSTAMCE e

1 Authentication: S0L Server Authentication w
Login: |sa v |

f Password: |"""" |

Current language: English {United States)
Remember password
Select this check box to link the spedfied password with selected login for future use
Chedk if the spedfied account has necessary permissions to perform restore
Leave thiz option if you want to make sure that specfied account has necessary
f permissions to perform M5 501 Server database restore.
(] Use secure connection (S5L/TLS)

SQL Server uses S5L/TLS encryption for all the data sent between the dient and the
server if the server has a certificate installed. SQL Server S5L certificate is automatically
trusted

o

e SAQL Server Instance: Select the instance containing the database to be backed up
from the list. Note that only local instances can be selected.

e Authentication Type: Choose between Windows or SQL Authentication. If “Windows
Authentication” is selected, the application will run the backup as the local service
account.

e User Name: If “SQL Server Authentication” was selected, enter the user name in this
field.

e Password: If “SQL Server Authentication” was selected, enter the password for the
specified SQL user here.

e Check if the specified account has necessary permissions to perform backup: The
application will check for the appropriate permissions prior to attempting to backup the
database. Itis recommended to use this option to prevent unexpected backup failures.

© 2025 MSP360. All rights reserved. msp360.com
592


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

e Use secure connection (SSL/TLS): Enabling this will allow the application to connect to
the SQL instance using encryption, if configured on the database host.

I Only local databases and instances can be restored to.

Step 9. Select the databases within the instance which you would like to restore.

{_} Restore Wizard *
Restore Source g ™
Spedfy files and folders you want to restore &
4[4 ]winiovm
A E WINLOWVM\SQLINSTANCE
|:| master
D model
D msdh
View in dialog
In case you cannot see objects that have been backed up from another
computer, it can have the following causes:
— - you did not specify the correct prefix {prefix that had been used to back up)
{ -your repository is not synchronized
\ /
) | <Back || MNext> || Cancel |
- e 0
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Step 10. After selecting the database(s) to be restored, you will be given options to overwrite an
existing database or restore the database with a new name.

) Restore Wizard >
Restore Databases as g _ A
Specify names for databases to restore &

[ overwrite the existing database {(WITH REFLACE)

K Selected Database Restore as
WIN10VMISOLINSTANCE. testDE testDB v b

L
H
H
F
u
i
|

( b A

';‘ i,
i ) <Back | | MNext> || Cancel

!-. i _‘u
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Step 11. The next step asks you to provide the paths the database files will be restored to.

() Restore Wizard *
s . I
Restore options *~ \
Specify restore database options { b
Data file folder: |‘,::\ngram Files\Microsoft 0L ServerWSSQLlE.SQLINSTANCE|
L
Log file folder: |C:\Prngram Files\Microsoft SQL ServerWSSQLlE.SQLINSTANCE|
File name template: |%DATABASEI\IAME% | .mdf, .1df

Mote: you can use a 3 eDATABASEMAME %0 variable to automatically
generate a file name as a restore as” database name.

[ close existing connections to destination database
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Step 12. Next the application will prompt you to enter the credentials used if the backup was
encrypted. If it was not encrypted, simply click “Next”.

i} Restore Wizard X

Encryption Options -
Specify encryption optionz G b

(] Decrypt encrypted files with the following password

Paszsword:
Display password
Current language: English (United States)

\ ) <Back || MNext> || cancel
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Step 13. Next you are prompted to set the schedule for your restore plan which will allow it to
run autonomously, or you are able to select “No Schedule” for it to remain a manual process.

) Restore Wizard X
Schedule £

Specify schedule options ( b

Restore plan can be run manually or automatically by schedule.

- ;No schedule {run manually)

O == | [51] Time: [13: 00: 00[]
) Recurring (Edit schedule)

[] synchrenize repository before restore

i [] stop the plan if it runs for: |T hours |T minutes

Run missed scheduled plan immediately when computer starts up

Mot Scheduled

II.-
! .". b

l < Back | | Mext = I | Cancel
T s

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection.
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Step 14. The Pre/Post Actions page allows the execution of custom scripts before and/or after
the running of a backup task.

i — s n = p— i [EENEN L = = r] s

i) Restore Wizard *

Pre / Post Actions 1‘: N
1 Specify actions to be executed before and/or after the (}

restore plan is completed

4 [] Pretestore action

Do not run the restore plan if the prerestore action fails
¥ Run the restore plan if the pre-restore action fails

] [] Pestrestore action

Execute the post—restore action only if the restore plan completes successfully

Execute the post—restore action regardless of the restore plan result

j N,
|
o
‘J‘ Y
it \i . : ) < Back || Mext = || Cancel
| e )
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Step 15. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

() Restore Wizard >

Summary

Summary:

5lan name: SQL Database Restore
Restore Type: Latest version

SQL Server Instance: WIN10WM\SQLINSTAMCE
Authentication: SQL Server Authentication
! Login: sa
Restore databases:
WINI0VM\SQLIMSTAMNCE, testDB AS testDB_2

| Restore database options:

Data file folder: C:\Program Files\Microsoft SQL Server
YWMSSQL15 SOLINSTANCE\MSSQL\DATA

Log file folder: C:\Program Files\Microsoft SQL Server
WWS50L15. SOLINSTANCE\MSSOL\DATA
f File name template: %DATABASEMAME %G mdf, .Idf

Encryption: disabled
f Schedule restore:
Restore iz not scheduled

. Click Mext" to create restore plan
n A
= Back Cancel
-~
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Step 16. After clicking next on the previous step, the Restore Plan is created. The final step is
to acknowledge this and determine whether to run the backup immediately or for it to wait until
the next scheduled occurrence.

) Restore Wizard

Restore Plan is successfully created.

|:| Run restore now

< Back Cancel
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Restore Databases using MBS

Step 1. From the MBS Portal, left-click Computers on the menu.

¢ 0 Backup ~ & M365/Google Backup ~ € RMM ~ Ll Reporting ~ % Organization ~ & Settings ~ & Downloads

Computers G ey

Step 2. Find the computer hosting the MS SQL instance to which you want to restore a
previously backed up database or databases.

Click on the computer name or select "Show Plans" from the three-dot drop-down menu.

os Computer Name Computer Status T |

(0 =SB [saserver @ Online (

Install Deep Instinct
Install Connect
5how RMM Info

Show Plans

Company & User Account Action Bestore To EC2
Restore To Azure
Company 3 Connect | : View Backup History
user
Edit -
Report a Problem
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Step 3. In the side panel, navigate to the “Restore Plans” section. Click on the “Add New Plan”
button and select “MS SQL Database Restore Plan” from the drop-down menu.

g8 SQL SERVER (cniing X

General
License

Backup Plans

Restore Plans

+ Add New Plan

R R e Files Restore Plan

Image-Based Restore Plan

M5 SQL Files Restore Plan

M5 S0L Database Restore Plan
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Step 4. The first step when creating a new MS SQL restore plan is to decide whether to run it a
single time immediately after plan creation, or give it a name and save it for later.

o Welcome

(R AR NN RN N RENN N ]

© Run the restore plan once
Run the restore only once by clicking the 'Save” button on the last step of the wizard.

No scheduling options are available.

() save restore plan

Save the restore plan settings for a later run or scheduled recovery

*

Back Next m Cancel

“Run restore once” will execute the restore immediately upon completing the
wizard.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.

It is recommended to use a descriptive name which will distinguish the plan from
others.
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Step 5. Next, select the storage which contains the desired data.

o el Local or cloud storage

‘ﬁ ra 8§ -~ § Sy E8 S F N
Select Backup Storage 2
Select Computer to ‘ FoxlE el
Restore
Select Backup to @ Cloud ACCOUNT | s—
Restore

@ Demo destinAtion mmms mmen - —
Restore Point

 EIEEEET W . W

SQL Server Instance . —
Restore Source @ DemoAccount ¥ =

Destination e
Encryption Options
Pre / Post Actions

Notifications

Back Next E Cancel
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Step 6. With the Backup Storage selected, the next step is to select the computer associated
with the backup which you would like to restore.

Wel
© welcome WIN-NOE2302GHRI

e Select Backup Storage

e Select Computer to
Restore

Back Next ﬂ Cancel
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Step 7. Next, you will be presented with a list of available backup types for the selected host.
Select the “SQL Server Instances” option to continue.

o Welcome £ sQL Server Instances

o Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

SQL Server Instance

Back Next ﬂ Cancel
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Step 8. The next step is to select the desired point in time to restore to.

© welcome O Latestversion
Restore the latest versions of selected files
o Select Backup Storage O pointintime ©
Restore selected files to a particular point of time. If there is no version of a given file modified before this
e Select Computer to paint, no file will be restored.
Restore

o Select Backup to
Restore

e Restore Point

SQL Server Instance

Back  Next m Cancel

If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 9. Next you will be prompted to select the SQL Server Instance as well as specify the
credentials to be used by the application.

@ welcome SQL server instance *
WIN-NOE2302GHRI - yd
o Select Backup Storage

Authentication type
e Select Computer to

SQL Server Authentication -
Restore
Login *
o Select Backup to
Restore sa
e Restore Point Password *
...... A
o 5QL Server Instance
Restore Source B Check if the specified account has necessary permissions to perform restore €

[] use secure connection (SSL/TLS) @

Back  Next D Cancel

e SAQL Server Instance: Select the instance containing the database to be backed up
from the list. Note that only local instances can be selected.

e Authentication: Choose between Windows or SQL Authentication. If “Windows
Authentication” is selected, the application will run the backup as the local service
account.

e User Name: If “SQL Server Authentication” was selected, enter the user name in this
field.

e Password: If “SQL Server Authentication” was selected, enter the password for the
specified SQL user here.

I Only local databases and instances can be restored to.
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Step 10. Next, select the source of the backup to be restored, then select which databases to
restore from the list.

o Welcome ~ [§ WIN-NOE2302GHRI
© select Backup storage & adventureworks
[] & master

e Select Computer to
(] & model
Restore
o Select Backup to
Restore

e Restore Point
o 5QL Server Instance

° Restore Source
@ If you cannot see objects that were backed up from another computer, perform the following

steps:
* Specify the carrect prefix by going to 'Edit' = 'Edit Account’ on 'Computers' and entering the
prefix that was used on the other computer
* Synchronize repository

Back  Next m Cancel

When selecting the databases from the list they will restore with their existing name by default,
but if you would like to restore it as a new or different name, type the new name into the
“‘Restore As” field.
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Step 11. The next step asks you to provide the paths the database files will be restored to, and
you will be given options to overwrite an existing database or restore the database with a new

name.
© welcome © Data file folder
Browse
o Select Backup Storage
() save all backups in network share
e Select Computer to
Restore
© Log file folder
o Select Backup to Browse
Restore
() save log file in network share
e Restore Point
e SQL Server Instance File name template *
HWDATABASENAMEY
° Restore Source
(3 Close existing connections to destination database
e Destination
(=3 Overwrite existing database (with replace)
Selected database Restore as
WIN-MOE2302GHRNadventureworks adventureworks - rd
Back Next ﬂ Cancel

When selecting the databases from the list they will restore with their existing name by
default, but if you would like to restore it as a new or different name, type the new name
into the “Restore As” field.
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Step 12. If the backed up data was encrypted, the next step will be to enter the password for
decryption. If the password is incorrect or missing, the restore plan will fail and you will need to
edit the plan to input the correct password.

© welcome [ Decrypt encrypted files with the following password
*

o Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

o 5QL Server Instance
o Restore Source

e Destination

o Encryption Options

Back Next m Cancel
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Step 13. Next, if you opted to save the restore plan, the next step is to specify how the plan

should be triggered.

o Welcome

e Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

o SQL Server Instance
a Restore Source

e Destination

o Encryption Options

@ Schedule Options

Run restore plan manually or configure the schedule for automatic plan execution

O Mo schedule (run manually)
() specific date
() Recurring

Settings will be available on the next step

[ synchronize repository before restore

[] stop plan if it runs longer than

[] Mark plan as 'Overdue’ after

4

Back  Next m Cancel

e No schedule (run manually): Use this option only when you wish to execute the

Restore manually.

Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the fields below.

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that

© 2025 MSP360. All rights reserved.
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you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during

working hours.

Step 14. With “Recurring” selected on the previous step, you are then prompted to define the
time and frequency the plan should execute.

o Welcome

o Select Backup
Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

e 5QL Server Instance
° Restore Source

e Destination

o Encryption Options

@ Schedule Options

Q Recurring Schedule

© 2025 MSP360. All rights reserved.

Run restore plan manually or configure the schedule for automatic plan execution

~  Schedule Recurring Options [ @)
CQccurs every 1 day at 10:00 PM starting from May 5, 2025

Frequency Daily frequency
Daily - o Qccurs at
o
Repeat every Start from
1 * Days) Mayg,2025 E © Oceurs every

Back Next ﬂ Cancel

msp360.com
613


https://www.msp360.com/

Msp360 MSP360 Best Practices

MANAGE. SUPPORT. PROTECT. fOI’ BaCkups and Restores

Step 15. The Pre/Post Actions page allows the execution of custom scripts before and/or after
the running of a backup task.

o Welcome [] Pre-restore action

o Select Backup
Storage O Do not run the restore plan if the pre-restore action fails

e Select Computer to
Restore [] Post-restore action

o Select Backup to
Restore o

e Restore Point

e 5QL Server Instance
° Restore Source
e Destination

o Encryption Options

@ Schedule Options

@ Recurring Schedule

@ Pre / Post Actions

Back Next E Cancel
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Step 16. The final step is to review the Notifications and Logging. The default settings applied
at the Company level are selected by default, however you are also able to specify custom
options per plan.

o Welcome Use company options Specify custom options
o Select Backup The notification settings displayed below are used for MSP360 Company. To change these
Storage settings, go to the Notifications section in the company settings

e Select Computer to
F— @ Success

o Select Backup to
Restore

Recipients

demo1@msp360.com

e Restore Point
e SQL Server Instance A Warning

a Restore Source Recipients

o Mo recipients
e Destination

o Encryption Options .
O Failed

@ Schedule Options

Recipients

R ing Schedul
Q ecurring Schedule demo1@msp360.com

@ Pre / Post Actions

Back | MNext m Cancel

Step 17. Click on Save when you are happy with your selections. If the plan is set to run only a
single time and has no set schedule, it will automatically start. Otherwise, if it is set to run only
once and is scheduled, it will display in the list of plans until the scheduled time. If it is only set

to run once, then when it completes successfully it will remove itself from the list of plans. Only

Restore Plans which are saved will remain in the list for future use.
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Restore Database Files using the Agent

Step 1. Within the Online Backup Agent, click on “Restore”

1l c |'Online Backup Microsoft SQL Server
Home Tecls

N MS SQL Server
& 42
Files Image

Based
Backup

K | B Restore to EC2 %
»
“vee B Restore to Azure VM

Restore Make

Bootable USB

Recover

e x|

o Q

Refresh  Search

Misc

Step 2. Once the wizard starts, click on Next to advance to the next step.

|é3h Restore Wizard

Welcome to the Restore Wizard

This wizard helps you to restore files.

© 2025 MSP360. All rights reserved.
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Step 3. The next step will prompt you to select the source for the restore.

i) Restore Wizard X
Select Backup Storage g S
Select Backup storage or create a new one ( b
.,  Amazon 53 w =
c u Online Backup Account
Consistency Check: N/A Used: 4.2 MB
@ E Storage E
> File System
WS Consistency Check:  NfA Used: 28 MEB | Free: 9.92 GB
r K-\- l-
t Add new Storage Account
R o 4
\ . <Back | [ MNext> | cCancel
t_ . ) ""‘u

If the desired destination is not in the list, you can click “Add new Storage Account” to add it.

© 2025 MSP360. All rights reserved. msp360.com
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Step 4. Next, you will be given the option to either run the restore once or to save it to run later.

i) Restore Wizard .t

- _,_\.

Plan Name 1‘3 \
Specify a plan name ( b

O Run restore once

Run restore only once when press Finish button on the last wizard step. Mo schedule
option is available

(® Save restore plan
Save restore plan options for further running or scheduled restore

Flan name: |5QL Restore Plan|

r \ k-
, < Back | I MNext > | | Cancel
- el “.J

“Run restore once” will execute the restore immediately upon completing the
wizard. There is no option to schedule this type of restore.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.

It is recommended to use a descriptive name which will distinguish the backup
from others.
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Step 5. With the type of restore selected, the next step is to select the computer associated
with the backup which you would like to restore.

b Restore Wizard ®

Select Computer to Restore g &
Select computer to restore ( b i

We detected backup from several different computers in selected storage. o
Please choose one you want to restore.

- linux360vm I
v I
WIN1DVM I

\ ) <Back | [ Mext> |  cancel
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Step 6. Next, you will be presented with a list of available backup types for the selected host.

Select the “MS SQL backup files” option to continue.

% Restore Wizard

Type of Data
Select type of data for restore

Restore files and folders
() Restore MS SQL Server Database [7]
® Restore MS SQL Server backup files [7]
Restore Image Based Backup @
Bare Metal Restore [3]

Restore System State [3]

< Back

[ next s

Cancel

© 2025 MSP360. All rights reserved.
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Step 7. Next you will be given a choice for what point in time you would like to restore the VM
to.

i3 Restore Wizard

Restore Point

Restore from specified time ( b

o Latest version

7Y

Restore the [atest versions of selected files
(") Point in time

Restore selected files to a particular point in time. If there is no version of a given file
modified before this point in time, no file will be restored.

| Monday , December 20, 2021 1:34:25PM =
(") Manually

Select files and their versions you want to restore manually

\\ /

. e ¥

If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 8. Select the database backup which you would like to restore.

{_} Restore Wizard

Restore Source
Specify files and folders you want to restore

a [ ]winiovm
4 E WIN10VM\SQLINSTANCE

View in dialog
l_./"d- E In case you cannot see objects that have been backed up from another
£ computer, it can have the following causes:
,!’ ! r-'"‘\ - you did not specify the correct prefix {prefix that had been used to back up)
} . -your repository is not synchronized
8
": ¢ | <Back | [ Next> || Cancel |
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Step 9. The next step asks you to provide the paths the database files will be restored to.

) Restore Wizard

Restore options g‘ Y

Specify restore database files options ( b

Save all backups in folder:

= =

[] create folder for each database

Backup file template:

| %D ATABASENAME %e_YeTYPEY_ Shyyyy Ve eMM 2% 3edd e BeHH % Femm Y Yoss %, bak

© 2025 MSP360. All rights reserved. msp360.com

623


https://www.msp360.com/

Msp360 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Step 10. Next the application will prompt you to enter the credentials used if the backup was
encrypted. If it was not encrypted, simply click “Next”.

i} Restore Wizard X

Encryption Options -
Specify encryption optionz G b

(] Decrypt encrypted files with the following password

Paszsword:
Display password
Current language: English (United States)

\ ) <Back || MNext> || cancel
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Step 11. Next you are prompted to set the schedule for your restore plan which will allow it to
run autonomously, or you are able to select “No Schedule” for it to remain a manual process.

) Restore Wizard X
Schedule £

Specify schedule options ( b

Restore plan can be run manually or automatically by schedule.

- ;No schedule {run manually)

O == | [51] Time: [13: 00: 00[]
) Recurring (Edit schedule)

[] synchrenize repository before restore

i [] stop the plan if it runs for: |T hours |T minutes

Run missed scheduled plan immediately when computer starts up

Mot Scheduled

II.-
! .". b

l < Back | | Mext = I | Cancel
T s

Enabling the “Run missed scheduled backup immediately when computer starts
up” option will ensure that the backup process begins automatically upon
startup if the last backup was not able to start at the scheduled time for any
reason. This option is recommended for Desktops and Laptops.

Do not use the “Stop the plan if it runs for:” option if you have a slow or unstable
internet connection.
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Step 12. The Pre/Post Actions page allows the execution of custom scripts before and/or after
the running of a backup task.

i — s n = p— i [EENEN L = = r] s

i) Restore Wizard *

Pre / Post Actions 1‘: N
1 Specify actions to be executed before and/or after the (}

restore plan is completed

4 [] Pretestore action

Do not run the restore plan if the prerestore action fails
¥ Run the restore plan if the pre-restore action fails

] [] Pestrestore action

Execute the post—restore action only if the restore plan completes successfully

Execute the post—restore action regardless of the restore plan result

j N,
|
o
‘J‘ Y
it \i . : ) < Back || Mext = || Cancel
| e )
© 2025 MSP360. All rights reserved. msp360.com
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Step 13. The next step of the Wizard displays a summary of the selections made throughout the
process. Once you have reviewed your selections, click “Next”.

() Restore Wizard

Summary

7Y

&~

Summary:

| %lan name: SQL Restore Plan
Restore Type: Latest version

Restore databaze files options:
Destination folder: E:\SQL
Backup file template: 3GDATABASEMAMES: %GTYPESE_ Soyyyy So MM
Bodd e %eHH Y Yemm 30 Yoss %0, bak
Encryption: disabled
Schedule restore:
Qcours every day from Friday, January 7, 2022 at 12:00 &M,

‘ “‘\ Click "Mext” to create restore plan

ﬁ‘:.—— L

< Back | | Mext = I | Cancel
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Step 14. After clicking next on the previous step, the Restore Plan is created. The final step is
to acknowledge this and determine whether to run the backup immediately or for it to wait until
the next scheduled occurrence.

) Restore Wizard

Restore Plan is successfully created.

|:| Run restore now

< Back Cancel
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Restore Database files using MBS

Step 1. From the MBS Portal, left-click Computers on the menu.

¢ 0 Backup ~ & M365/Google Backup ~ € RMM ~ Ll Reporting ~ % Organization ~ & Settings ~ & Downloads

Computers G ey

Step 2. Find the computer hosting the MS SQL instance to which you want to restore a
previously backed up database or databases.

Click on the computer name or select "Show Plans" from the three-dot drop-down menu.

os Computer Name Computer Status T |

(0 =SB [saserver @ Online (

Install Deep Instinct
Install Connect
5how RMM Info

Show Plans

Company & User Account Action Bestore To EC2
Restore To Azure
Company 3 Connect | : View Backup History
user
Edit -
Report a Problem
© 2025 MSP360. All rights reserved. msp360.com
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Step 3. In the side panel, navigate to the “Restore Plans” section. Click on the “Add New Plan”
button and select “MS SQL Files Restore Plan” from the drop-down menu.

2= SQL Server [WIN-NOE2302GHRI] (online) s X
General

+ Add new plan D History =
License

Files restore plan
Image-based restore plan
Backup plans g P

MS 50L files restore plan

Restore plans WS SOL database restore plan

Backup storage

© 2025 MSP360. All rights reserved. msp360.com
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Step 4. The first step when creating a new MS SQL restore plan is to decide whether to run it a
single time immediately after plan creation, or give it a name and save it for later.

Create MS SQL files restore plan for WIN-NOE2302GHRI | MS SQL files restore plan X

o Welcome

() Run the restore plan once

Run the restore only once by clicking the 'Save’ button on the last step of the wizard.

No scheduling options are available.

© save restore plan

Save the restore plan settings for a later run or scheduled recovery

Plan name *

l MS SQL files restore plan

Back | MNext ﬁ Cancel

“Run restore once” will execute the restore immediately upon completing the
wizard.

“Save restore plan” will allow you to schedule the plan to run at a later time
and also schedule repeating restorations if needed.

It is recommended to use a descriptive name which will distinguish the plan from
others.

© 2025 MSP360. All rights reserved. msp360.com
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Step 5. Next, select the storage which contains the desired data.

o eI Local or cloud storage

‘\ B2 mon mweem s pmw seew m
Select Backup Storage 2
Select Computer to ‘ Foll .
Restore
Select Backup to @ Cloud ACCOUNT | s—
Restore

@ Demo destination s s s m—"—
Restore Point

DT W . W o

SQL Server Instance . —
Restore Source @ DemoAccount ¥ =

Destination -~
Encryption Options
Pre / Post Actions

Notifications

Back Next E Cancel
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Step 6. With the Backup Storage selected, the next step is to select the computer associated
with the backup which you would like to restore.

Wel
© welcome WIN-NOE2302GHRI

e Select Backup Storage

e Select Computer to
Restore

Back Next ﬂ Cancel
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Step 7. Next, you will be presented with a list of available backup types for the selected host.
Select the “SQL Server Instances” option to continue.

o Welcome £ sQL Server Instances

o Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

SQL Server Instance

Back Next ﬂ Cancel
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Step 8. The next step is to select the desired point in time to restore to.

© welcome O Latestversion
Restore the latest versions of selected files
o Select Backup Storage O pointintime ©
Restore selected files to a particular point of time. If there is no version of a given file modified before this
e Select Computer to paint, no file will be restored.
Restore

o Select Backup to
Restore

e Restore Point

SQL Server Instance

Back  Next m Cancel

If there is no exact match for the point in time selected, the application will
automatically select the closest previous restore point.
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Step 9. Next, select which database to restore.

Welcome
- WIN-NOE2302GHRI
Select Backup Storage & adventureworks
[] & master
Select Computer to
Restore D @ model

Select Backup to
Restore

Restore Point

5QL Server Instance

Restore Source
@ If you cannot see objects that were backed up from another computer, perform the following

steps:
* Specify the carrect prefix by going to 'Edit' = 'Edit Account’ on 'Computers' and entering the
prefix that was used on the other computer
* Synchronize repository

Back  Next m Cancel
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Step 10. The next step asks you to provide the paths the database files will be restored to, and
you will be given options to overwrite an existing database or restore the database with a new

name.
Create MS SQL files restore plan for WIN-NOE2302GHRI | MS SQL files restore plan x
o Welcome © save all backups in folder
l C:\restorepath| Browse
o Select Backup Storage
() save all backups in network share
e Select Computer to
Restore
=3 Create folder for each database
Select Backup t
o SEA I P Backup file template *
Restore
%DATABASENAMEY_%6TYPEY_Styyyy%seMMotteddinde HH¥ M mMm%sss%.bak
e Restore Point
o Restore Source
° Destination

© 2025 MSP360. All rights reserved.
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Step 11. If the backed up data was encrypted, the next step will be to enter the password for
decryption. If the password is incorrect or missing, the restore plan will fail and you will need to
edit the plan to input the correct password.

Create MS SQL files restore plan for WIN-NOE2302GHRI | MS SQL files restore plan x

o Welcome (] Decrypt encrypted files with the following password
Password *

o Select Backup Storage Enter password &

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point
o Restore Source

° Destination

e Encryption Options

Back Next m Cancel
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Step 12. Next, if you opted to save the restore plan, the next step is to specify how the plan

should be triggered.

Create MS SQL files restore plan for WIN-NOE2302GHRI | MS SQL files restore plan x

o Welcome

o Select Backup Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

o Restore Source
o Destination

e Encryption Options

o Schedule Options

Run restore plan manually or configure the schedule for automatic plan execution

O No schedule (run manually)
() specific date
() Recurring

Settings will be available on the next step

[] synchronize repository before restore

[ stop plan if it runs longer than

[ Mark plan as 'Overdue’ after f -

Back Next E Cancel

e No schedule (run manually): Use this option only when you wish to execute the

Restore manually.

Specific date: Use this to schedule a one-time Restore at the specified date and time.
Recurring: Using this option enables you to schedule recurring Restorations based on
the criteria in the following step.

© 2025 MSP360. All rights reserved.
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Step 13. With “Recurring” selected on the previous step, you are then prompted to define the
time and frequency the plan should execute.

Welcome

Select Backup
Storage

Select Computer to
Restore

Select Backup to
Restore

Restore Point

5QL Server Instance

Restore Source

Destination

Encryption Options

Schedule Options

Recurring Schedule

Run restore plan manually or configure the schedule for automatic plan execution

~  Schedule Recurring Options [ @)
CQccurs every 1 day at 10:00 PM starting from May 5, 2025

Frequency Daily frequency

Daily - o Qccurs at

10:00 PM ®
Repeat every Start from
O
1 * Days) Mayg,2025 E © Oceurs every
+ -
o ©

Back Next ﬂ Cancel

In addition to scheduling the restore, other options are available regarding notification and
management of long running or missed plans.

© 2025 MSP360. All rights reserved.
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o Welcome

o Select Backup
Storage

e Select Computer to
Restore

o Select Backup to
Restore

e Restore Point

e 5QL Server Instance
o Restore Source
e Destination

o Encryption Options

@ Schedule Options

Q Recurring Schedule

Run restore plan manually or configure the schedule for automatic plan execution

() No schedule (run manually)
() specific date
© Recurring

Settings will be available on the next step

[] synchronize repository before restore

[] stop plan if it runs longer than

[] Mark plan as 'Overdue’ after N hd

["] Run missed scheduled plan immediately when computer starts up

Back Mext E Cancel

Do not use the “Stop the plan if it runs for:” option if you have a slow or
unstable internet connection.

Enabling the “Run missed scheduled restore immediately when computer
starts up” option will ensure that the restore plan will begin automatically after
the computer starts up if it was unable to run at the scheduled time. This is only
recommended for desktops and laptops. For servers, it is recommended that
you run the restore plan manually when all maintenance works are completed to
avoid adversely affecting server performance and internet bandwidth during

working hours.

© 2025 MSP360. All rights reserved.
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Step 14. The Pre/Post Actions page allows the execution of custom scripts before and/or after
the running of a backup task.

o Welcome [] Pre-restore action

o Select Backup
Storage O Do not run the restore plan if the pre-restore action fails

e Select Computer to
Restore [] Post-restore action

o Select Backup to
Restore o

e Restore Point

e 5QL Server Instance
° Restore Source
e Destination

o Encryption Options

@ Schedule Options

@ Recurring Schedule

@ Pre / Post Actions

Back Next E Cancel

© 2025 MSP360. All rights reserved. msp360.com
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Step 15. The final step is to review the Notifications and Logging. The default settings applied
at the Company level are selected by default, however you are also able to specify custom
options per plan.

o Welcome Use company options Specify custom options
o Select Backup The notification settings displayed below are used for MSP360 Company. To change these
Storage settings, go to the Notifications section in the company settings

e Select Computer to
F— @ Success

o Select Backup to

Recipients
Restore
demo1@msp360.com
e Restore Point
e SQL Server Instance A Warning
a Restore Source Recipients

o Mo recipients
e Destination

o Encryption Options .
O Failed

@ Schedule Options

Recipients

R ing Schedul
Q ecurring Schedule demo1@msp360.com

@ Pre / Post Actions

- I

Step 16. Click on Save when you are happy with your selections. If the plan is set to run only a
single time and has no set schedule, it will automatically start. Otherwise, if it is set to run only
once and is scheduled, it will display in the list of plans until the scheduled time. If it is only set

to run once, then when it completes successfully it will remove itself from the list of plans. Only

Restore Plans which are saved will remain in the list for future use.

© 2025 MSP360. All rights reserved. msp360.com
643


https://www.msp360.com/

MSPB 60 MSP360 Best Practices
for Backups and Restores

MANAGE. SUPPORT. PROTECT.

Item-Level Restore
Restore Items from an Image, File, or VM Backup using the Agent

Step 1. Launch the Managed Backup, then navigate to Backup Storage tab. Select your storage
account, then open the list of plans for the computer and select “Image Based”.

@ Online Backup Server

8 v Home Tools Manage

~ ™\
T (o= W’

MNormal| Capacity Quick  Restore
Restore

View Restore

Backup Plans Restore Plans ‘ Backup Storage History

Amazon S3 (DESKTOP-EQSRMOH)

t‘ Consistency Check: Used: N/A

~ [£] DESKTOP-EQSRMOH
- % Image-Based Backup Plan (NBF) | Keep backup for 3 month(s)
4 ﬂ==? 10/22/2024 7:37:50 PM - 1/29/2025 11:33:49 PM

Local Storage (DESKTOP-EQSRMOH)
Consistency Check: 2/26/2025 Used: NfA

© 2025 MSP360. All rights reserved. msp360.com
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Step 2. Select the generation and restore point (date) you want to restore a file or folder from.

Backup Plans Restore Plans Backup Storage History

Amazon $3 (DESKTOP-EQSRMOH)
Consistency Check: 2/26/2025 Used: N/A

~ [£] DESKTOP-EQSRMOH
- Eg‘}' Image-Based Backup Plan (NBF) | Keep backup for 3 month(s)
- ﬁ:fr-‘ 10/22/2024 7:37:50 PM - 1/29/2025 11:33:49 PM

10/22/2024 7:37 PM
Local Storage (DESKTOP-EQSRMOH)
Consistency Check: 2/26/2025 Used: N/A

Step 3. A list of volumes that are included in the system image backup will be displayed.

Backup Plans Restore Plans Backup Storage History

Name
] E 1/29/2025 11:33 PM
4 @ HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HBIQ-000L2

Amazon S3 (DESKTOP-EQSRMOH)
Consistency Check: 2/26/2025 Used: N/A

~ [Z] DESKTOP-EQSRMOH

> &2 1000 MB (890 MB)
- % Image-Based Backup Plan (NBF) | Keep backup for 3 month(s)
_ I & 16MB
- %;o 10/22/2024 7:37:50 PM - 1/29/2025 11:33:49 PM
& > &3 260 MB (67 MB)
1/29/2025 11:33 PM

b 170968 (156 GB)

= 10/22/2024 7:37 PM
© 2025 MSP360. All rights reserved. msp360.com
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Step 4. Expand the volumes and find the individual files that you would like to restore from the
Image-Based backup. If your backup was encrypted, you need to enter the password to view
the available folders and files.

Backup Plans Restore Plans Backup Storage History
By Name
. rs Amazon §3 (DESKTOP-EQSRMOH) =
\) Consistency Check: 2/26/2025 Used: N/A D S 1/29/2025 11:33 PM
4 @ HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HBIQ-000L2

T E&DEHOP'EQSRMDH > 3 1000 MB (890 MB)

~ 'mg Image-Based Backup Plan (NBF) | Keep backup for 3 month(s) T R

- a:::_a 10/22/2024 7:37:50 PM - 1/29/2025 11:33:49 PM o Restore Encrypted Files X
=

= .
= g Please enter the decryption password:
= 10/22/2024 7:37 PM ﬁ s

3 LocaliStoragall(DESKIOEFORM0N) Current language: Engiish (United States)
- Consistency Check: 2/26/2025 Used: N/A

e

After entering the right password, you can expand the folders and select a file or folder you
would like to restore.

Name Modify Date Size
> & 16MB
b &= 260 MB (67 MB)
4 /= (C\170.9 GB (146.4 GB)
P D ] $Recycle.Bin
B[ ] ) ssysReset

[ ] 7 AMTAGBIN 4/12/2021 2:43 AM 1KB
b ] ) Aomei
[ ] =1 appoa 8/6/2023 1:47 PM 3.5MB
4 [ ] [ Bootable Drivers
[ ] (W] Firmware_R31PT_WN64_4.36_A00_OL.EXE 12/18/2023 5:26 PM 7.5 MB
4 D "] Company

B D (] conn-5b6383da-0ef1-4f9f-8295-a22532¢87
B l:‘ [C] conn-bbb05504-913a-4c8f-9403-66215f70¢

] HR
b [ | ) config.Msi
© 2025 MSP360. All rights reserved. msp360.com
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Step 5. You can select multiple files or folders, then right-click to proceed with “Quick Restore”.

Name Modify Date Size
> & 16 MB
B &3 260 MB (67 MB)
4 = C:\170.9 GB (146.4 GB)
[ [T $Recycle.Bin
B> ] $SysReset

__ AMTAG.BIN 4/12/2021 2:43 AM 1 KB
[ ] Aomei
app.bdt 8/6/2023 1:47 PM 3.5 MB

4 "] Bootable Drivers
[m| Firmware_R31PT_WN6&4_4.36_A00_01.EXE 12/18/2023 5:26 PM 7.5 MB
4 7] Ccompany
b 7] conn-5b6383da-0ef1-4f9f-8295-a22532c87
b 7] conn-bbb05504-913a-4c8f-9403-66219f70¢

? Quick Restore r

[ ] Content

Step 6. Select the location where you want to restore the files to and click OK.

& Select Folder
& > ~ /~ | Im> ThisPC > New \Volume (D:) > MSP360

Organize ~ New folder

L Downloads #* Date modified

E Documents & I No items match your search.

: Pictures »
@ Music »
¥ videos »

M Scripts

Folder: | MSP360

Select Folder | Cancel |

© 2025 MSP360. All rights reserved.
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Step 7. You will be automatically redirected to the Restore Plans tab where you will see the
progress of your Quick Restore job.

|, My QuickRestore Plan 2/26/2025 5:40:12 PM
0 Not Scheduled A
&‘ RO Amazons3 G Norscea U N
Restore:  C:\Bootable Drivers\; C:\Company\HR\ C:AMSP360_Refactoring_Project\
Destination: DAMSP360
Schedule:  Not Scheduled
Started: 2/26/2025 5:40 PM Size on disk: 8.1 M8 =
Elapsed Time: 00:01:20 Downloaded: 146 MB
v Starting Image-Based file-level restore 00:00:02 — 100%

1T Delete & View Backup Storage (D) View History

If the plan fails, it will remain in the Restore Plans tab displaying the cause and the error code.
If the Quick Restore job completes successfully, the restore plan will automatically disappear

and you can view the restored data.

© 2025 MSP360. All rights reserved. msp360.com
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Restore Items using the Quick Restore App

Step 1. Navigate to the MBS Portal and select the “Computers” page on the main menu.
Locate the computer which backup dataset you wish to restore from and click on the name of
the computer or the backup status bar.

€ O Computers @ Backup -~ % M365/Google Backup @ RMM ~ Ll Reporting - i Organization ~ & Settings ~ & Downloads + Add ~ L o- @ -
- »
Computers & DESKTOP-EQSRMOH (onine) s X
Enter search request Q Test_Company S General
+ Add New Plan D History <
Al:1 | @ Warning:0 Failed:0 Overdue:0 = @ Problem:0 Warning:1  Pending:0 Unsupported Versions:0 Installationlss. ~ License
) SCHEDULED
O 0s  Computer Name Computer Status T Backup Backup Plans
Plan Status Image-Based Backup Plan (NBF)
. DESKTOP-EQSRMOH Backup for Windows, v8.0.4.6 Restore Plans
O = © online 1
- Test Windows o - |
Server license. Paid. Auto-renew on Mar 1, 2025 Backup St (BETA) Plan Type 4% Image-Based Backup Plan
ackup Storage Destination W Amazon 53
Backup Format NeF
Next Run Feb 27,2025,12:00AM ©@

~ Plan settings

NI ——

© 2025 MSP360. All rights reserved. msp360.com
649


https://www.msp360.com/

MSP360

MANAGE. SUPPORT. PROTECT.

MSP360 Best Practices
for Backups and Restores

Step 2. Select the “Backup Storage (BETA)” tab and then click on the "Quick Restore App”
button for the storage account you want to restore from.

&8 DESKTOP-EQ5RMOH (oniine) S X
General -
License

Backup Plans
Restore Plans

Backup Storage (BETA)

€ open RMM

@ Connect ~

Q Agent Settings

Try new side panel (BETA)

© 2025 MSP360. All rights reserved.

Open in browser

Open in browser

* Amazon S3 (leomsp360onboard)

Storage Account Name: Amazon 53
Bucket: leomsp360onboard
Region: US East (Northern Virginia)

Quick Restore App

=% Local Storage (D:\LOCAL BACKUP)

Storage Account Name: Local Storage
Bucket: DALOCAL BACKUP
Region: N/A

Quick Restore App

Close

msp360.com
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Step 3. You should see a pop-up dialog suggesting to run or download the Quick Restore app.

Restore to Your Computer X

© This feature is only supported for computers running Windows

In the browser pop-up window click Open Quick Restore
If nothing happens, click here to run Quick Restore

If the problem persists, download and install this application
manually, then click here to run Quick Restore
Learn more

Close

If this is the first time you are launching the Quick Restore, please make sure to download and
run the installer file first:

Restore to Your Computer X

© This feature is only supported for computers running Windows

In the browser pop-up window click Open Quick Restore

If nothing happens, click here to run Quick Restore

If the problem persists,nd install this application
manually, then click here to run Quick Restore
Learn more

Close

© 2025 MSP360. All rights reserved. msp360.com
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Downloads

X

o

| Downloads # B Name

B pDocuments  # ~ Today
] MSP360QuickRestoreSetup_v8.0.1.93netv4.b.2.exe

& Pictures »

+

Downloads

~ Earlier this week

Once the Quick Restore is installed, you should be able to launch it by clicking on the “here”:

Restore to Your Computer

X

© This feature is only supported for computers running Windows

In the browser pop-up window click Open Quick Restore

If nothing happens, clicH

here

o run Quick Restore

If the problem persists, download and install this application
manually, then click here to run Quick Restore

Learn more

© 2025 MSP360. All rights reserved.
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Step 4. Using the Quick Restore application, you can select the backup plan and restore point.

5} Quick Restore - [m] X

=) Amazon §3 (Restore on My Image-Based Backup
4 @ { = My plan (NER)

=
~ A& Image-Based Backup Plan (NBF)
- ,:—_:_0 1/29/2025 11:33:50 PM - 2/28/2025 12:01:17 AM
é 2/28/2025 12:01 AM
§ 1/29/2025 11:33 PM

Send diagnostic logs

Step 5. Additional metadata retrieval might be required. Please click on “Run now”.

5} Quick Restore - [m] X

P @ Amazon 53 (Restore only)

~ [4] DESKTOP-EQSRMOH
- .'.' Image-Based Backup Plan (NBF)
~ 5 1/29/2025 11:33:50 PM - 2/28/2025 12:01:17 AM
é 2/28/2025 12:01 AM

Run now

Send diagnostic logs |

If your backup was encrypted, you need to enter the password to view the available folders and
files:

© 2025 MSP360. All rights reserved. msp360.com
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Q Restore Encrypted Files *

Please enter the decryption password:

Current language: English (United States)

After entering the right password, you can and select file(s) or folder(s) you would like to restore:

. £5) Quick Restore - (m] X
Name Moadify Date Size 2
P Amazon 53 (Restore only)
4 4 3 HDD: 0 Fixed 476.9 GB SAMSUNG
b &3 1000 MB (890 MB)
~ [ .DESKTOP—EQSRMDH [N
- -
g.&Tage-Based Backup Plan (NBF) b &S 260 MB (57 MB)
- 55 1/29/2025 11:33:50 PM - 2/28/2025 12:01:17 AM
= 4 £ C\170.9 GB (146.4 GB)
= 2/28/2025 12:01 AM
B D (] $Recycle.Bin
b [ ] [ $SysReset
] AMTAGBIN 4/12/2021 2:43 AM 1KB
B[] ) Aomei
[ ] = appoa 8/6/2023 1:47 PM 3.5MB
4 "] Bootable Drivers
[m] 12/18/2023 5:26 PM 7.5MB
3 D [ Company v
Send diagnostic logs
© 2025 MSP360. All rights reserved. msp360.com
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Step 6. Right-click on a file or folder and proceed with “Quick Restore”.

Name Modify Date Size
b &3 260 MB (67 MB)
4 /= (:\ 1709 GB (146.4 GB)
[ ] $Recycle.Bin
[ [ $SysReset

_ AMTAG.BIN 4/12/2021 2:43 AM 1 KB
[ ] Aomei
app.«t 8/6/2023 1:47 PM 3.5MB

4 |/ (] Bootable Drivers

/ |m| Firmware_
“ Quick Restore
[T] Company

[ config.Msi

7] Content
[T Copyn

v v v v

Step 7. Select the destination folder for your restore job.

&: Select Folder
& S5 v v [« MSP360 > TestRestore
Organize New folder
Name Date modified

W Desktop : No items match your search.
‘_ Downloads »
E Documents >
= pictures
l" Music
¥ videos

M Scripts

Select Folder | Cancel |

© 2025 MSP360. All rights reserved. msp360.com
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Step 8. The progress bar will appear once the restore process has started:

& Quick Restore

P @ Amazon $3 (Restore only)

~ [ DESKTOP-EQSRMOH
- ...' Image-Based Backup Plan (NBF)
- %;1 1/29/2025 11:33:50 PM - 2/28/2025 12:01:17 AM
E 2/28/2025 12:01 AM

Name

Modify Date

b &2 260 MB (67 MB)
4 £ C:\170.9 GB (146.4 GB)

> ] @
> ] @
L0
> ] @
e
4 [/ m

$Recycle.Bin

$SysReset

AMTAG.BIN 4/12/2021 2:43 AM
Aomei

app.bd 8/6/2023 1:47 PM

Bootable Drivers

Size

1KB

3.5MB

Quick Restore Plan 2/28/2025 2:25:33 AM

Started: 2/28/20. Size on disk: 0 bytes
Elapsed Time: 0C Downloaded: 0 bytes

' Starting Image-Based file-level restore 00:00:00

e 100%

0%

Send diagnostic logs

Once the Quick Restore plan is complete, you should see restored files in the destination folder.

© 2025 MSP360. All rights reserved.
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Restore Items using the MBS Backup Storage Browser (BETA)

Step 1. Navigate to the MBS Portal and select the “Computers” page on the main menu.
Locate the computer which backup dataset you wish to restore from and click on the name of
the computer or the backup status bar.

€ O Computers @ Backup -~ % M365/Google Backup @ RMM ~ Ll Reporting - i Organization ~ & Settings ~ & Downloads + Add ~ L o- @ -

Computers # DESKTOP-EQSRMOH (nine) /X

Enter search request Q Test_Company S General
- + Add New Plan D History <
Al:1 | @ Warning:0 Failed:0 Overdue:0 = @ Problem:0 Warning:1  Pending:0 Unsupported Versions: 0 Installation Issu ~ License
) SCHEDULED
O 0s  Computer Name Computer Status Backup Backup Plans
Plan tatus Image-Based Backup Plan (NBF)
. DESKTOP-EQSRMOH Backup for Windows, v8.0.4.6 Restore Plans
O 88 e vindoms @ onine Plan Type &% Image-Based Backup Plan
Server license. Paid. Auto-renew on Mar 1, 2025 Backup Storage (BETA) yP & Imag P
P Storag Destination W Amazon 53
Backup Format NeF
Next Run Feb 27,2025,12:00AM ©@

~ Plan settings

NI ——

Step 2. Select the “Backup Storage (BETA)” tab and then click on the “Open in browser” button
for the storage account you want to restore from.

© 2025 MSP360. All rights reserved. msp360.com
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i= DESKTOP-EQ5RMOH (oniine)

General

License

Q

* Amazon S3 (leomsp360onboard)

Backup Plans

Smrage Account Name:
Restore Plans Bucket:
Region:

Backup Storage (BETA)

Open in browser

Amazon S3
leomsp360onboard

US East (Northern Virginia)

Quick Restore App

=% Local Storage (D:\LOCAL BACKUP)

Storage Account Name:
Bucket:

Region:

Open in browser

@ Open RMM

@ Connect ~

a Agent Settings

Try new side panel (BETA)

Local Storage
D:\LOCAL BACKUP
N/A

Quick Restore App

Close

Step 3. Expand the volumes and find the individual files that you would like to restore from the

Image-Based backup.

52 DESKTOP-EQ5RMOH coniine)

General
« Go to Backup Storage List

License

Com puters View backups of all computers

Backup Plans
- DESKTOP-EQSRMOH
Restore Plans ~ (@ Image-Based Backup Plan (NBF) | Keep Backup for 3 months
~ &% 0ct22,2024,6:37 PM - Jan 29, 2025, 11:33 PM
Backup Storage (BETA)
~ (3§ Jan 29,2025, 11:33PM
» £y HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HBJQ-000L2

» g Oct22,2024,6:37 PM

© 2025 MSP360. All rights reserved.
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Step 4. If your backup was encrypted, you need to enter the password to view the available

folders and files.

Password Required X

The "C:\ 170.9 GB (146.4 GB)" restore point contains encrypted data.
To view the restore point contents, enter the encryption password
you used in the backup plan

Encryption password *

Forgot Password?

A Note that the password is cached for 15 minutes (if password is
entered correctly) counted from the last action with encrypted files

After entering the right password, you can select file(s) or folder(s) you would like to restore.

+— Go to Backup Storage List

. Amazon S3 (leomsp360onboard)

Computers @ view backups of all computers  Folders / Files

v [2] DESKTOP-EQSRMOH

~ @& Image-Based Backup Plan (NBF) | Keep Backup for 3 months

- @? Oct 22, 2024, 6:37 PM - Jan 29, 2025, 11:33 PM

~ g Jan 29, 2025, 11:33 PM

hd ﬂ HDD: 0 Fixed 476.9 GB SAMSUNG MZVLB512HBJQ-000L2

» 3 1000 MB (890 MB)

» 53 16MB

» &3 260 MB (67 MB)

~ &3 C\170.9 GB(146.4 GB)
» [ $RecycleBin
» [ sSysReset
» 0 Aomei

» [ Bootable Drivers

© 2025 MSP360. All rights reserved.

Name

[ $Recycle Bin
W $SysReset

[ AmTAGEIN

10 Aomei

[ appoa

1 Bootable Drivers
1 Company

I Configmsi

[ Content

[0 Copya

[ CopyB

I Creds

[ Documents and Settings
[0 DRIVER

1 Drivers

000000 o0oOooOooooooag

659

Last modified
Dec9,2020, 7:49 PM @
Dec9,2020, 9:09PM ©
Apr 12,2021, 1:43AM @
Apr11,2021,939PM @
AUg 6,2023, 12:47 PM
Dec 18,2023, 527 PM @
Jun7,2024,9:23AM @
Jan 23,2025, 1256 PM ®
AUg6,2023, 1134 AM ©
Aug 6,2023, 11:58 AM @
Aug 6,2023, 12:03PM ©
Aug 24,2023, 218 PM @
Dec9,2020,9:16 PM ©
Dec9,2020, %:14PM O

Dec 31,2020, 7:31 PM ©

C Restore

Original size
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Step 5. Proceed by clicking the “Restore” button in the top right corner of the window.

+ Go to Backup Storage List ‘ Amazon 53 (leomsp360onboard) -
Computers @ View backups of all computers  Folders / Files
» &2 260 MB (67 MB) Name Last modified Original size
- & CA170.9GB(146.4GB) ‘ [[) Firmware_R31PT_WN64_4.36 AGD_01.EXE Dec 18,2023, 526 PM ® 75MB ‘

» [ $RecycleBin
> [ sSysReset

» [ Aomei

~ | Bootable Drivers
» [ Company

» 1 Config.Msi

Step 6. Select the target computer and destination folder for the restore.

Restore Data

Restore data to computer

o Local computer

(©) source computer “DESKTOP-EQSRMOH” (must be online for
restore)

e Local Computer: If you select the “Local computer” (where you are logged into the
Managed Backup Service portal) option, the portal will open the "Quick Restore”
application.

© 2025 MSP360. All rights reserved. msp360.com
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Restore to Your Computer b 4

@ This feature is only supported for computers running Windows

In the browser pop-up window click Open Quick Restore
If nothing happens, click here to run Quick Restore

If the problem persists, download and install this application
manually, then click here to run Quick Restore
Learn more

Close

After launching the Quick Restore, the application will prompt you to select the destination
folder:

Select Folder

<« = ~ 4 | B« MSP360 > TestRestore

Organize ~ New folder
Name ) Date modified
~ I This PC Mo items match your search.
= Win SD
= New Volume (I
& Lol (\\DESKTO
ﬂ Lock test enab
[ ! ESKTOP

% Network

Select Folder | Cancel ‘

If the data was encrypted, you will need to enter the password:
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() Restore Encrypted Files X

ﬁ Specify password for encrypted files:

Current language: English (United States)

s

A progress bar will appear. Once the Quick Restore job is complete, you can navigate to the
destination folder by clicking on the “Open containing folder”:

£3) Quick Restore - [m] X
Restore to D:\MSP360\Test Restore

Last Run: 2/28/2025 2:33 AM  Size on disk: 0 bytes

Duration: 00:00:05 Downloaded: 3.5 MB Last Result:
+ Starting Image-Based file-level restore 00:00:00 e 100%

Total: 00:00:05 Downloaded: 3.5 MB Size on disk: 0 bytes
Open containing folder Close
Send diagnostic logs

e Source computer. You can select the “Source computer” option if the machine is online
to perform the restore job.
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Restore Data

Restore data to computer

() Local computer

© source computer “DESKTOP-EQSRMOH” (must be online for
restore)

You will need to specify the destination path in the “Restore to” field and provide the encryption
password.

Restore selected files to DESKTOP-EQ5RMOH X

Selected path: 4b406ba6-254f-42fe-8e93-8c65be849651\DESKTOP-
EQ5RMOH\39%aaa254-afbd-4878-8ad9-08de68d99350\243aa39b-6e33-
4ce7-807e-479708e83553\20250130043349\Disk{1163e99¢c-4d60-
485b-b8c5-1c213f153b2b}\Volume{d19f1d96-da83-498c-9100-
e11d390bc9d5}\Bootable Drivers

Restore to *

Enter password *

Forgot Password?

You can open the file tree view by clicking on the options next to the “Restore to” field:
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Select a folder on DESKTOP-EQ5RMOH to restore files p 4
- 2

v [ $Recycle.Bin

v [ $SysReset

v ] $WINDOWS.~BT

v [ Aomei

v [ Bootable Drivers

' Company

v [ Config.Msi

v [ Content

» [ B9 CopyA

» (] 59 CopyB

v ] Creds

v [ Documents and Settings
» [] 1 DRIVER

v L Drivers

[ DrWeb Quarantine

Once you click on “Confirm” the restore operation will begin. You should see the related
notification messages in the right bottom corner of the Managed Backup Service portal.

started
Restore started...

Running

In the process of restoration...
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Disaster Recovery
How to Create a Bootable USB Device / ISO image - Agent
Step 1. Plug the USB device that you want to use as a bootable device into your computer.

Please note that all information stored on this USB device will be permanently
deleted, we strongly recommend that you backup all the data from the USB
device in order to avoid losing any important data.

I A USB Drive with a minimum capacity of 1 GB is required.

To create a Bootable ISO image on the USB device, the following two
components from the Windows ADK (Windows 10 requires ADK version
10.1.18362.1) must be installed:

e Deployment Tools (https://go.microsoft.com/fwlink/?linkid=2086042)

e \Windows Preinstallation Environment (Windows PE)
(https://go.microsoft.com/fwlink/?linkid=2087112)

The first setup (adksetup.exe) will generate suggestions for other components to

be included, only the Deployment Tools are required.

Step 2. Launch Online Backup and click the “Make Bootable USB” button on the toolbar.

Home Tools
I-[?__I ,... B vMware s *K | WP Restore to EC2 % | Q
»
~ B Hyper-v ‘eae B Restore to Azure VM ./

Files Image Restore Make Refresh  Search
Based Bootable USB
Backup Recowver Misc
Welcome Backup Plans Restore Plans Backup Storage
© 2025 MSP360. All rights reserved. msp360.com
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Step 3. In the dialog box, select your USB device from the drop-down list and choose a Master
Password to protect your Recovery Disk. Then click the Create Disk button.

G Create Recovery Disk * |

Select USE device or IS0 image file to create a new Recovery Disk for bare metal restore
then press Create Disk button.

Mote: all information from this device will be permanently removed

: © USB Device: HOD: 1Removable 3.82 GB SanDisk U3 Cruzer Mic Refresh

D IS0 image:

B Add Remote Desktop to the Recovery Disk @
B rrotect Recovery Disk with master password

I

Master password:

Confirm password: =5

Path to drivers: IE—' [

-@%

Create Disk

Close

e USB Device: Select the removable USB device you want to use, click refresh if it does

not automatically appear when plugging in.
e ISO Image: Specify the path in which you would like to save the bootable ISO image to

be used later when making other bootable media
e Add Remote Desktop to the Recovery Disk: Selecting this will include the MSP360

Remote Desktop client on recovery disk
e Protect Recovery Disk with master password: Protect the recovery media with a

master password
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e Path to drivers: In the event that custom drivers are needed, specify the path to the
folder here and they will be included in the recovery media.

If no specific drivers are needed, the recovery media may be used for any
computer. Otherwise, if specific drivers, such as RAID controllers, are included,
you must create separate bootable recovery media for each hardware profile.

Step 4. Once the process has completed, click the Close button. If creating a bootable USB
device, it will contain a new folder named "Boot". Otherwise, the ISO will be created in the
specified folder.
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How to Create a Bootable USB Device / ISO image - MBS
Step 1. Plug the USB device that you want to use as a bootable device into your computer.

Please note that all information stored on this USB device will be permanently
deleted, we strongly recommend that you backup all the data from the USB
device in order to avoid losing any important data.

I A USB Drive with a minimum capacity of 1 GB is required.

To create a Bootable ISO image on the USB device, the following two
components from the Windows ADK (Windows 10 requires ADK version
10.1.18362.1) must be installed:

e Deployment Tools (https://go.microsoft.com/fwlink/?linkid=2086042)

e Windows Preinstallation Environment (Windows PE)
(https://go.microsoft.com/fwlink/?linkid=2087112)

The first setup (adksetup.exe) will generate suggestions for other components to

be included, only the Deployment Tools are required.

Step 2. From MBS, navigate to the Downloads menu and then go to the Bootable USB tab.

€ O computers © Backup ~ & M365/Google Backup ~ 3 RMM ~  Lil Reporting - i Organization - & Settings ~ & Downloads a @~ @~
Computers & Downloads ;X
Enter search request Q - Backup
e Create Bootable USB
. ) . ; " i RMM
All:3 @ Warning Failed Overdue € Problem Warning  Pending Unsupported Versions @ Create a bootable USB for bare-metal recovery using Quick Restore
() 05 Computerhame Computer Status T Backup 2 Connec t application. Learn more
Plan Status @
Bootabie Uss
i 97 9
O am VNS © onee Backup for Vindows, v7:0.7.69 - Bootable USB
M (WIN-QT8S52086NUB)
Server license. Paid. Auto-renew on Now 1, 2024
DESKTOP-EQSRMOH Backup for Windows, v7.9.5.150 "I" Discover and Deploy
O &8 et windoms © Online o pee
VM Server license. Paid. Expires on Nov 1, 2024
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Step 3. In the dialog box, select your USB device from the drop-down list and choose a Master
Password to protect your Recovery Disk. Then click the Create Disk button.

G Create Recovery Disk * |

Select USE device or IS0 image file to create a new Recovery Disk for bare metal restore
then press Create Disk button.

Mote: all information from this device will be permanently removed

: © USB Device: HOD: 1Removable 3.82 GB SanDisk U3 Cruzer Mic Refresh

D IS0 image:

B Add Remote Desktop to the Recovery Disk @
B rrotect Recovery Disk with master password

I

Master password:

Confirm password: =5

Path to drivers: IE—' [

-@%

Create Disk

Close

e USB Device: Select the removable USB device you want to use, click refresh if it does

not automatically appear when plugging in.
e ISO Image: Specify the path in which you would like to save the bootable ISO image to

be used later when making other bootable media
e Add Remote Desktop to the Recovery Disk: Selecting this will include the MSP360

Remote Desktop client on recovery disk
e Protect Recovery Disk with master password: Protect the recovery media with a

master password
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e Path to drivers: In the event that custom drivers are needed, specify the path to the
folder here and they will be included in the recovery media.

If no specific drivers are needed, the recovery media may be used for any
computer. Otherwise, if specific drivers, such as RAID controllers, are included,
you must create separate bootable recovery media for each hardware profile.

Step 4. Once the process has completed, click the Close button. If creating a bootable USB
device, it will contain a new folder named "Boot". Otherwise, the ISO will be created in the
specified folder.
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Bare-metal restore from USB/ISO image

Step 1. Plug the bootable USB device into the computer, or mount the ISO file as a drive, and
then restart the computer.

Step 2. You will see the “Boot Menu” welcome screen where you will be prompted to enter the
Master Password that you specified during the creation of the bootable device (if you did not
specify a password then skip this step).

Boot Menu

Please enter master password to decrypt your setlings including
credentials to the cloud stroage.

[fyou don't remember your master password just skip this step and
you will be able to provide credentials to the cloud storage later.

Master Password:

© 2025 MSP360. All rights reserved. msp360.com
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Step 3. Click the Bare Metal Recovery button.

MSP360 Boot Menu

Bare Metal Recovery

Restore the computer using MSP360
Backup application

Remote Desktop

Remote control and desktop sharing
application

Tools

Management tools

Settings

System settings

Exit

Exit MSP360 Boot menu
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Step 4. The Bare Metal Recovery wizard will start and prompt you for the Backup User
credentials associated with the computer you would like to restore. You can check the name of
the Backup User from the “Company & User Account” column on the “Computers” page in your
MBS Console. If you need to reset the password for it, you can do so from “Users” in the

“Organization” menu in the MBS Console.

- Online Backup Server
o)) P

&+ Use login/password authentication:

User Account: |

Password: |

Change password

" Use Windows authentication (AD Bridge)

" Use Windows authentication (AD direct mode)

Offline Mode

Forgot vour password?

Specify Proxy Settings

Authorize this computer in the Management Console or enter login
credentials for the user account assocdated with this computer

CK

Cancel
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Step 5. Once the credentials are authorized, you will be able to select the storage which
contains the backup data.

() Bare Metal Recovery

Select Backup Storage
Select Backup storage or create a new one

Amazon S3 (Restore only)

\_# Online Backup Account

Change MBS Account Add new Storage Account

e Change MBS Account: Use this to change to a different backup user account if needed
for the restoration.
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Step 6. The next screen will list all computers for which backups were found created by the user
in the selected storage. Select the appropriate source and click Next.

() Bare Metal Recovery Ié]

Select Computer to Restore o |
Select computer to restore ( !'

We detected backup from several different computers in selected storage.
Please choose one you want to restore.

'
BAREMETAL
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Step 7. Next you will be given a list of available backups which can be restored. Select the
appropriate one and click Next.

5 Bare Metal Recovery E

Select Backup to Restore ﬂ w“.
Select backup to restore &
v
....I MNBF IBB Demo

< Back Mext = Cancel
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Step 8. With the backup selected, you will now be prompted to select which restore point should
be used. Select either Latest Version, or another from the drop down list, then click Next.

() Bare Metal Recovery

Restore Point o IR

g |
Restore from spedified time ( !'

O Latest version
Restore the latest versions of selected files

© select the Restore Point
Specify the existing restore point
Full - 11/16/2021 9:04 AM - 0 bytes - Need sync e

<o corcs
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Step 9. Next, select the partitions you wish to restore.

3 Bare Metal Recovery E
Select Partitions p" 3
Select partitions to restore d h

Digk | Volume | Size Used Target Size Label Fs Sector
100 MB 27 MB 100 MB
[ ] 16 MB 0 bytes 16 MB Microsoft R... Unknown 512b
Bo o 43.4GB 23.0 GB 42.4GB NTFS  51zb
[ I 508 MB 425 MB 508 MB NTFS  51zb

Select all the required partitions including boot one. Make sure that you have
selected all the partitions prior to the C: drive.
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Step 10. Select the local destination disks or partitions, then click Next.

() Bare Metal Recovery

Destination
Select destination for restore

© select a physical disk

Physical disk: HDD: 0 Fixed 50.0 GB Microsoft Virtual Disk

() Select a specific partition

Important: Al information on selected disk will be permanently destroyed

16 MB Microsoft Virtual Disk
C:\ 49.4 GB (23.0 GB) Micrasoft Virtual Disk
508 ME (426 MB) Microsoft Virtual Disk

C:\ 49.4 GB (22.7 GB) Micrasoft Virtual Disk
508 ME (426 MBE) Microsoft Virtual Disk

| Selected partition Restore as
100 ME (27 MB) Microsoft Virtual Disk 100 ME (27 MB) Microsoft Virtual Disk i
16 MB Microsoft Virtual Disk w

<

L4

< Back

If you are restoring an image to a new or empty disk, select a physical disk as

the destination for the restore.

If you want to restore specific corrupted partitions, then select these specific

partitions as the destination for the restore.
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Step 11. The last step of the wizard is a summary of the selected actions. Click Finish to run
the restore plan.

(3 Bare Metal Recovery

Summary

r
. N

> : :
Summary:

Hestore Type: Latest version
Destination:

Physical disk: HDD: 0 Fixed 50.0 GB Microsoft Virtual Disk
Encryption: enabled
Schedule restore:

Restore is not scheduled

Click "Finish" to run the restore plan

Cancel
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Addendum: If you want to take advantage of the available management tools to perform any
specific backup management actions such as logs or modifying the registry then click on the
System Tools button on the Backup Boot Menu screen.

MSP360 Boot Menu

Bare Metal Recovery

Restore the computer using MSP360
Backup application

Tools

Management tools

Here you will be given a list of useful tools and utilities, including an alternative recovery
interface similar to the Online Backup application.
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